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1.0 Executive Summary 
The Next Generation Enterprise Network (NGEN) program has been established to provide net-centric capability 
that replaces and improves the enterprise IT services that the Navy–Marine Corps Intranet (NMCI) will provide in 
2010 to about 400,000 seats across the U.S. Navy (USN) and U.S. Marine Corps (USMC). The NMCI contract 
provides a fully outsourced IT service capability through a Firm-Fixed Price contract that was awarded in October 
2000.  The scope of NMCI services includes all required infrastructure, touch and operations labor, core desktop and 
management applications, and associated network and service operations.  This document provides service 
specifications for the initial instantiation of NGEN, NGEN Block 1, in addition to the framework for how those 
services will be provisioned, managed, and supported. 

NGEN Block 1 will be developed and fielded in increments using a spiral development process.  Each spiral or 
increment will incorporate additional scope and requirements as operational and fiscal constraints permit. Each 
NGEN Block 1 Increment will include the creation of its own Service Specification to articulate the specifications of 
requirements which differentiate it from its predecessor.  Establishing this level of granularity in terms of scope and 
the response to additional requirements provides the basis for the Department of the Navy (DON) for positive 
control over its enterprise IT service delivery model.  The notional NGEN Incremental approach is as shown in 
Figure 1.0-1 below. 

Figure 1.0-1  NGEN Block Structure and Notional Incremental Acquisition 

 

This document is tailored specifically to NGEN Block 1 Increment 1 and serves as an input to the Acquisition 
Program Baseline.  All services specified in the Requirements Document v2.0 are addressed in this specification for 
NGEN Block 1, Increment 1. (Two examples are VoIP and COOP.)  The document additionally specifies service 
performance measures; a service provisioning, support and management framework; and outlines associated risks.  
This Services Specification (SS) bridges the Joint Capabilities Integration and Development System (JCIDS) 
approach and the traditional System Design Specification (SDS). Traditionally, the SDS is an acquisition document 
that is used by Department of Defense (DoD) programs as the system requirements document during the System 
Development phase of acquisition. Largely due to the fact that NGEN Block 1, Increment 1 will be leveraging an 
existing NMCI architecture, a services-based acquisition approach will be used.   

These service specifications have been developed in accordance with a Program Manager (PM) approved NGEN 
Block 1, Increment 1 SS Development Plan (May 2008).  This plan ensures adherence to a repeatable process that 
aligns NGEN service items within a stakeholder approved NGEN Segmentation Strategy.  Leveraging output from 
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the NGEN Block 1 Functional Assessment, which produced recommendations for retained and outsourced 
functions, the NGEN Block 1, Increment 1 SS describes the services required, allocates those services to multiple 
retained and outsourced segments, and identifies program risks.  

NGEN Block 1 Increment 1 will shift from the NMCI single service provider environment to a segmented service 
provider environment.  The segmentation will occur according to the segmentation plan as presented to the Secretary 
of the Navy in April 2008.  Segments will be delivered by one or more commercial Service Providers and others will 
be provided through retained DON or other DoD service providers.  In addition to specification of services for 
NGEN Block 1, Increment 1, this document will also provide enhanced segment descriptions to include allocation of 
some of the key organizational and physical segment boundaries.   

In order to achieve the desired level of control over the IT service delivery model while overcoming the inherent 
risks associated with such a significant paradigm shift, the Government has established two key mitigation 
strategies: 

• In order to ensure successful end-to-end performance in NGEN Block 1, Service Delivery Coordination and 
integration will be provided via the Naval Network Warfare Command and Marine Corps Network 
Operations Center.  These organizations will manage the coordination of Government-to-Government, 
service provider-to-service provider, and Government-to-service provider interactions and integration of 
service delivery for resolution of potential service provider segment disputes and adjustments.  Some portion 
of the enterprise may have additional staff augmentation required. 

• In addition to the acquisition risk migration strategy described above, the Government will implement an 
Service Management framework based upon Information Technology Infrastructure Library version 3 (ITIL 
V3). The framework and associated processes will be deployed fully in NGEN Block 1 Increment 1and will 
establish the common vocabulary and operational clarity required to overcome the potential risks created by 
NGEN Block 1’s Government controlled, segmented service delivery model.   

A framework for each of these strategies is woven into the fabric of the NGEN Block 1 Increment 1 SS.  Other key 
elements vital to NGEN Block 1’s strategy include:   

• Ownership:  NGEN Block 1, Increment 1 will shift the Naval enterprise environment from a Contractor 
Owned, Contractor Operated service model  to a Government owned network with  services provided by 
multiple providers. 

• Sourcing: In order to accurately solicit segmented service delivery proposals from industry, it is essential that 
the DON clearly articulate the boundaries and interfaces (physical, logical, performance, operational, 
delivery) between the different segments.   Sections 12.1 through 12.11 articulate the specific segment 
definitions 

• Government Retained Functions:  Within NGEN, in order to achieve the desired level of operational and 
design control, the DON will take the lead in management of Service Operations, monitoring of End-to-End 
Performance, coordination and integration of Service Delivery providers and approval of design related 
activities.  Oversight of these activities will be provided by the following entities: 

− Systems Engineering and Integration – SE&I:  The NGEN Program Management Office will provide 
management and oversight of the functions and activities required for design control, Service Coordination 
and Total Life Cycle Systems Management (TLCSM) to include Integrated Logistics Support (ILS).  A 
Technical Design Agent (TDA) will be established to work on behalf of PM NGEN to provide oversight 
and approval of NGEN design efforts.  An In-Service Support Agent will be established to work on behalf 
of PM NGEN and in conjunction with NetOps organizations to ensure effective continuity of services by 
providing TLCSM and ILS. 

− NetOps:  The Naval Network Warfare Command (NNWC) and the Marine Corps Network Operations and 
Security Command (MCNOSC) will provide management and oversight of activities which facilitate 
positive Government control of NGEN Service Operation. NNWC and MCNOSC will additionally provide 
their respective services with the strategic and tactical operational oversight required to meet the 
requirements of customers within the Naval Enterprise 

NGEN transition will begin in accordance with approved transition schedules.       

1.1 Family of System Specifications  
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NGEN is a major component of the DON Naval Network Environment (NNE).  NGEN will have two management 
domains, USN and USMC.  As part of the NNE 2016 Strategic Definition, Scope and Strategy, the Navy NGEN 
domain will be one of three major enterprise computing and communications environments including the OCONUS 
Navy Enterprise Network (ONE-NET), and the Consolidated Afloat Networks and Enterprise Services (CANES).   
Similarly, the NNE will include the subset of the MCEN defined by the Marine Corps NGEN domain. 

The mix of systems can be tailored to provide desired capabilities, dependent on the situation. Although these 
systems can independently provide useful IT capabilities, in collaboration they can more fully satisfy a more 
complex and challenging capability of operating seamlessly across the NNE, FORCENet, and Global Information 
Grid (GIG). 

NGEN is also considered part of the GIG Systems of Systems (SoS) since it hosts critical Naval Command and 
Control (C2) and information operations capabilities for the Joint force and its mission partners.  Its loss would 
significantly degrade the performance or capabilities of the Joint force as a whole.  Within the SoS approach, NGEN 
must be synchronized with GIG information transport programs for the end-to-end transport of C2 information.  
This also includes synchronization with multilevel security (MLS) technologies, as recommended by the Unified 
Cross Domain Management Office (UCDMO) and any changes to the foreign disclosure policies and processes 
enabling dynamic exchange of information with mission partners. 

1.1.1 Tailorable Specifications 

NGEN Block 1 Increment 1 will implement ITSM leveraging Information Technology Infrastructure Library 
version 3 (ITIL V3).  The framework will enhance both strategic and tactical operational control of NGEN services.  

As with all enterprises, the DON’s enterprise is complex and diverse in purpose. This tailored ITIL V3 
implementation will be highly customized to best suit the DON need for providing a high level of availability, 
reliability, flexibility and security to its end-user community.  NGEN’s Block 1 Increment 1 specifications for ITIL 
are applicable as follows: 

• At the enterprise level -  to all service segments and services 

• At the service segment level  -  to that specific segment 

• At the service level for service specific requirements 

Additional details on ITIL V3 may be found in sections 4.3.1; 9.7; 12.1 and Appendix E. 

1.1.2 Non-tailorable Specifications 

The NGEN Requirements Document version 2.0 established non-negotiable service Key Performance Parameters 
(KPPs) that will not be tailored. Each KPP was analyzed for all applicable services. In addition to the KPPs, NGEN 
services will also conform to all DoD and DON information assurance (IA) directives.   

1.1.3 Detailed Design Standards 

All NGEN services will be designed to comply with the Net-Centric Data Strategy for the DoD.  The core of the net-
centric environment is the data that enables effective decisions. In this context, data includes system files, databases, 
documents, official electronic records, images, audio files, web sites, and data access services.  

Detailed design standards were identified and provided as part of NGEN’s functional analysis effort.  Each Work 
Breakdown Structure (WBS) item has associated key references from DoD guidelines, standards, design 
requirements, policies, protocols, profiles, specifications and the wealth of other DoD Information Standards 
Registry (DISR) documents listed that apply specifically to that WBS item.  A summary of the key points of each 
listed document’s guidance along with the document section and date are provided for reference. 

NGEN will also support system interoperability through active participation in the DoD Metadata Registry.  The 
DoD Metadata Registry, based on the International Organization for Standardization (ISO) 11179 specification for 
metadata registries, is available throughout the enterprise. The DoD Metadata Registry will provide capabilities to 
further support interoperability through the use of translation and mediation services and through sharing and reuse 
of processes.   

1.2 Government/Industry Interface 
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The NGEN Technical Design and In-Service Support Agents will work to ensure effective execution of design and 
technical support activities.  Their work will be critical to a successful transition from today’s NMCI to steady state 
NGEN operations. These agents will interface with all NGEN Services Segment Providers in delivery of the 
engineering, architectural and logistics products. 

The Technical Design Agent will be responsible for: 

• Architectural and Design Direction/Approval  

• Design and Engineering Control  

• Systems Integration Management and Oversight 

The In-Service Support Agent will be responsible for: 

• In-Service Engineering  

• Integrated Logistics Support  

• Service Coordination Management and Oversight 

These agents will provide management and oversight to NGEN Service Providers to ensure a disciplined approach 
to design, design management, modernization, and enhanced customer satisfaction.  This approach combines 
architectural and design direction, and tactical technical support activities. The principles of LEAN / Six Sigma and 
the commercial best-practice procedures of IT Service Management will be used to achieve efficiencies in the 
integration of strategic architecture and design development with technical operations and maintenance.  The NGEN 
TDA and In-Service Support activities will be governed by applicable DON Technical Governance policies and 
procedures and administered by the applicable DON Systems Commands (SPAWAR and MARCORSYSCOM).    

1.3 Industry Capability Changes 

The current NMCI services service provider manages supports and delivers all aspects of provisioned services for all 
phases of the Service Management Lifecycle (Service Design, Service Transition, and Service Operations).  Key 
elements of the NGEN framework which represent a significant shift from the current model are identified and 
discussed in the Executive Summary above.   

1.4 Acquisition Processes 

NGEN Program will be acquired using an evolutionary acquisition strategy, with an incremental (Block) 
deployment approach, and will follow the “Gate” process of the acquisition improvement initiative set forth in 
SECNAVNOTE 5000 of 26 February 2008.  It is anticipated that the NGEN Block 1 Increment 1 acquisition 
strategy will be dynamic, and anticipates multiple service providers from multiple sources.  The acquisition strategy 
will emphasize maintaining continued service at critical points on the network.  It is anticipated that the acquisition 
strategy will have a near-term component for Initial Operational Capability (IOC), plus a longer term component for 
Final Operational Capability (FOC).  PM NGEN will assess the long-term intellectual property (IP) and technical 
data needs of the Government and will ensure those needs are reflected in the NGEN Block 1 Increment 1 
solicitations as appropriate.   

All service providers will be required to deliver all Intellectual Property (computer software, technical data, etc.) that 
is developed through the delivery of this provider’s services.  The Intellectually Property must de delivered with 
licenses that allow the Government to use and distribute the Intellectual Property in any manner and for any purpose 
whatsoever, including reprocurement.  For IP that was developed prior to delivery of the provider's services (i.e. 
prior to award), it is the Government's desire to obtain the maximum level of rights practicable.  The NGEN Block 1 
Increment 1 legal/technical data rights strategy includes: 

1) Integration with other life cycle sustainment and upgrade plans 

2) Options for acquiring technical data or rights to Intellectual Property not delivered in NGEN Block 1, Increment 1 

3) Addressing the selected NGEN Block 1 Increment 1 service providers’ responsibility to verify any assertion of 
restricted use and/or release of data; and 

4) Access to and delivery off the technical data and computer software required to design, sustain and/or re-compete 
future sustainment or upgrade efforts 

 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
5 

The Government anticipates a phased transition from the current NMCI service provider to one or more service 
providers.  Timing and sequencing of the transition will be executed so as to minimize transition risk and maximize 
overall efficiency.   

A goal of the transition strategy will be to provide a seamless transition from NMCI to NGEN.  NGEN Service 
Providers will develop an operational Transition Plan detailing the use of NMCI while shifting to the capabilities of 
NGEN Block 1 Increment 1.  

 A goal of the transition strategy will be to provide a seamless transition from NMCI to NGEN.  NGEN Service 
Providers will develop an operational Transition Plan detailing the use of NMCI while shifting to the capabilities of 
NGEN Block 1 Increment 1.  In order to mitigate the risks inherent in transition activities, transition tasks will 
commence as early as possible.  The Government will embark upon pilot efforts and the identification of Early 
Transition Activities (ETA).   

The service coordinator will play a major role in assisting with managing and sequencing transition functions, 
including both technical and process activities. 

1.5 Services Design Approach 

The NGEN Service Catalog was derived from NGEN Block 1 Increment 1 Requirements document, and the NMCI 
“as is” environment information, as well as other associated documents, policies and practices. Those requirements 
were the first steps towards service definition and the creation of a Functional Assessment (FA) document (also 
known as a WBS). The purpose of the FA was to capture all of the relevant data surrounding each function to be 
used in the development of Statements of Work (SOWs). 

PM NGEN decomposed the three areas of Infrastructure, Applications, and Support into a “pre-service catalog” of 
tasks required to execute enterprise networking.  The FA team then analyzed the people, processes, and tools of the 
“as is” and the “to be” environments.  An output of the F A was the “in/out” estimation of retained and outsourced 
functions.  Another output was the “fitness” and “readiness” of the Government to execute retained functions.  

Figures 1.0-2 and 1.0-3 show the FA development process. 
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Figure 1.0-2  Functional Assessment Process 

 

 

 

The Services Requirements Review (SRR) held on 30 April 2008 resulted in agreement between the Requirements 
Task Force and PM NGEN regarding the allocated requirements.  Figure 1.0-3 shows interrelation of the NGEN SS 
within the overarching Gate 3 to Gate 4 processes. 
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Figure 1.0-3  SS within the 6 Gate Review Process 

 

Starting with the list of retained and outsourced functions, the NGEN requirements, and the segmentation approach; 
the NGEN Chief Engineer (CHENG) directed a repeatable process to derive systems specifications.  The NGEN SS 
Steering Committee (chaired by the CHENG) then approved the approach in the Gate 3 document, the SS 
Development Plan.   

The SS Development Plan introduced a repeatable 13-step process that allocates technical specifications across 
service segments.  This process was a technically challenging component of the NGEN service specification.  The 
NGEN SS Steering Committee provided oversight of courses of action (COA) and options developed by the SS 
engineering team, and ensured that the SS remained in line with the PM NGEN’s intent and with stakeholder 
recommendations.   

Figure 1.0-4 below shows the NGEN SS Development Plan process. 
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Figure 1.0-4  NGEN SS Development Plan process 

 

Steps 1 through 4 documented details regarding the service item, including the description and mapping to primary 
and secondary (interface) segments.  Steps 5 and 6 showed the mapping of requirements and derived requirements 
for traceability.  Step 7 introduced technical and operational analysis and presented COAs to the SS Steering 
Committee for approval and refinement.  Step 8 allocated KPPs, Key Performance Indicators (KPIs) and 
Performance Attributes (PAs) to the service items.  Steps 9 and 10 assessed cost and risk respectively.  Steps 11 and 
12 synchronized the service item approach and developed a draft service catalog.  Last, Step 13 provided input for 
the future development of NGEN SOWs/RFPs (to be done after Gate 4). 

1.6 Modeling, Simulation, Trade Studies, Analyses 

Due to the scope of NGEN Block 1 Increment 1, NGEN has not done any traditional modeling or trade studies.  
NGEN Block 1 Increment 1 modeling and simulation will be limited to the execution of a number of use cases 
(described below) to validate the ITSM model.  

DON CIO (DON Deputy CIO Marine Corps and DON Deputy CIO Navy) is conducting a program Analysis of 
Alternatives (AoA) for NGEN Block 1.  The results of this analysis are not available for this version of the SS. 

1.6.1 Trade Studies 

The Center for Naval Analysis (CNA) completed an initial NGEN requirements review in March 2007.  The study 
was an initial data collection effort and no conclusions or recommendations were made. 
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CNA conducted a series of interviews with various Navy and Marine Corps NMCI user communities and 
highlighted the emerging trends and desired capabilities.  The study then reviewed a range of architecture models, 
business models, and acquisition strategies that could shape NGEN solutions for the desired capabilities.  Data was 
collected in an MS Access database for further analysis. 

Remaining steps include: 

• Conducting further interviews with new and previously visited user communities  

• Developing cost and risk information before the desired capabilities, alternative architectures, business 
models, and acquisition strategies, can be assessed 

In addition to the CNA study, SPAWAR 5.1, Enterprise Systems Engineering, also initiated a technical analysis of 
alternatives.   Working with the SPAWAR 5.5, Communication and Networks, competency aligned organization, 
SPAWAR Systems Center, Atlantic (SSC LANT) and Technical Directors from Program Executive Office (PEO) 
Command, Control, Communications, Computers and Intelligence (PEO C4I) and PEO Enterprise Information 
Systems (PEO EIS) expect to complete the AoA.  The intent is to perform a modeling study on NGEN, NGEN 
requirements analysis and derived requirements, Technical Performance Metrics (TPM), and alternative functional 
architectures.  This effort will include segmentation definition options, and will utilize parametric engineering cost 
analysis. 

Four use cases were identified: 

• A security case using the Net Centric Security Pilot 

• A Navy Enterprise Portal case 

• A Navy Enterprise Resource Planning case 

• NetOps CONOPS Use Cases (in Appendix B of that document) 

The TPMs being considered are time-to-detect attack/network intruder and time-to-isolate Domain Name Service 
(DNS).  The modeling tools to be employed are the Networks and Information Integration GIG Performance 
Evaluation Tool (PET) to measure network traffic performance and OPNET/NETWARS as needed to support 
performance and cost analysis.  A report on analysis and recommendations is planned to be released. 

1.6.2 NGEN Program (AoA) 

OSD PA&E has directed that an NGEN Analysis of Alternatives be conducted to assess potential NGEN acquisition 
strategy alternatives. The Program  A0A , sponsored and led by DON (DON Deputy CIO Marine Corps; DON 
Deputy CIO Navy,  will have a foundation derived from the following alternatives: 

• Status Quo:  This option reflects an acquisition approach similar to that which was employed to support the 
current NMCI contract.  As with NMCI, the network will be owned and operated by a single service provider.  
The cost estimates will be based on the NMCI performance requirements, contract terms, conditions and 
CLIN unit prices specified for FY2010 as specified in the NMCI contract.  

• Enhanced Status Quo:  The option reflects the same approach as described in the Status Quo but with updated 
and upgraded terms and conditions that address any current issues with the NMCI contract as determined by 
the NGEN requirements document, Functional Areas Analysis (FAA), FNA, FSA, and other key DON 
objectives.   

• Replace Status Quo:  This option reflects an acquisition strategy in which services will be acquired through 
multiple contracts (segmented service, hardware, software procurements and touch labor) with the potential 
for multiple service provider / vendors.  This alternative may include the contracting improvements noted 
above.   

All options will include the provision for DISA to be the WAN service provider.  Since NGEN will be based on 
Commercial Off-the-Shelf (COTS) technology, the NGEN AoA will assume that the same technology approach is 
followed for each alternative.  Technology selection decisions may be the subject of trade studies conducted by PM 
NGEN or by NGEN service providers, consistent with DoD and DON architecture, technical and security policies. 

1.7 Technology Development Risks and Off Ramp Options 

1.7.1 Technology Risk 
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Overall analysis of services, industry specifications for technology, and combined team efforts to define the services 
produced a number of risks and consideration of off-ramp options. A complete NGEN SS Risk discussion can be 
found in Section 25. 

• Identity synchronization / pass-through authentication:  Ongoing projects inside NMCI will place in 
production much of the engineering framework required for identity synchronization and pass-through 
authentication for collaboration.  Key will be identification of important leadership decisions and policies for 
firewalls, boundaries, and directories to open up the interior boundaries for this functionality. 

• Continuity of Operations (COOP):  Upgrade of storage and server farm elements (per the Requirements 
document) are important, but to date, COOP is not a funded project.  Leadership will need to identify data 
sites for consolidation efforts and COOP capabilities.  This gap is not yet scheduled for funding prior to 
potential NGEN transition in 2010. 

• Core operating systems and some enterprise services will be close to end-of-life of vendor support (or already 
dropped from support) at NGEN transition in 2010. 

1.7.2 Off-Ramp Options 

The NGEN Program Manager has developed a comprehensive NGEN implementation plan that supports continuity 
of capabilities through transition while supporting an affordable and methodical introduction of new technologies in 
the form of sequential capability increments.  Those capability increments (off ramps) will be accomplished either 
through a combination of minor modifications to the existing architecture, with inclusion of higher risk new 
technologies.   Reliance on the stable service delivery framework currently available within the NMCI architecture 
is a centerpiece to the risk mitigation and off ramp strategy.  The NGEN program has established NGEN Block 1 
Increment 1 as an “off-ramp” approach to managing within fiscal limitations while transitioning NMCI to the 
NGEN Service Delivery model.   

1.8 Producibility and Manufacturing 

NGEN leverages readily-available commercial technology and technology services to implement enterprise IT 
capabilities.  NGEN also leverages industry standard processes and DoD directed functions (e.g., Joint Task Force 
Global Network Operations [JTF GNO] for Network Operations [NetOps]) to execute governance and management 
of the services provided by NGEN.  NGEN is not manufacturing any items or systems. These commercially 
available standards will be adapted as necessary to support imposed operational direction and requirements.  
Therefore, NGEN producibility risk is extremely low. 

1.8.1 Engineering and Manufacturing Readiness Levels (EMRLs) 

EMRLs are a means of communicating the degree to which a technology is producible, reliable, and affordable.  The 
Technology Readiness Level (TRL) descriptions do not require the technology be producible, reliable, and 
affordable, so programs should use EMRLs as integrated with technical reviews.  This will help assess the maturity 
of the design, related materials, tooling, test equipment, manufacturing, quality and reliability levels, and other 
characteristics necessary for a producible and affordable product.  Table 1.0-1 defines EMRLsError! Reference 

source not found.  Overall, the EMRL for the NGEN program will be a level 4.  The level 4 rating is based on the 
reuse of NMCI processes and technical solutions while factoring in the complexity and organizational change 
requirements of the NGEN governance model.  The COTS equipment will be EMRL level 5. 

Table 1.0-1 Engineering and Manufacturing Readiness Levels1 

Engineering and Manufacturing 
Readiness Level 

Description 

System, component, or item validation in 
laboratory environment or initial relevant 
engineering application or breadboard, 
brass board development. 

Significant system engineering or design changes.  
System engineering requirements not validated. 
Physical and functional interfaces not defined.  High 
program risk. Materials tested in laboratory environment. 
Machines and tooling demonstrated in laboratory 
environment.  Manufacturing processes and procedures 

                                                   
1
 Table from Missile Defense Agency http://www.dmc.utcdayton.com/media/pdfs/Tues_1035_OReilly.pdf 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
11 

in development in laboratory environment.  Quality and 
reliability levels and key characteristics not yet identified 
or established.  Includes requirements of TRL 4 and 
TRL 5 as minimum. 

System or components in prototype 
demonstration beyond breadboard, brass 
board development 

Many systems engineering and design changes, 
Systems engineering requirements validated and 
defined. Physical and functional interfaces not fully 
defined. High program risk. Risk assessments initiated. 
Materials initially demonstrated in production. 
Manufacturing processes and procedures initially 
demonstrated. Machines and tooling require major 
investment. Inspection and test equipment developed 
and tested in manufacturing environment. Quality and 
reliability levels and key characteristics initially identified. 
Includes requirements of TRL 6 as a minimum. 

System, component, or item in advanced 
development.  Ready for low-rate initial 
production. 

Few systems engineering or design changes. 
Prototypes at or near planned systems engineering for 
required performance levels for operational system. 
Physical and functional interfaces clearly defined. Initial 
risk assessments completed. Moderate program risk. 
Materials in production and readily available. 
Manufacturing processes and procedures well 
understood and ready for low-rate initial production. 
Moderate investment in machines or tooling required. 
Machines and tooling demonstrated in production 
environment. Inspection and test equipment 
demonstrated in production environment. Quality and 
reliability levels and key characteristics identified, but 
not fully capable or in control. Includes requirements of 
TRL 7 as a minimum. 

Similar system, component, or item 
previously produced or in production.  
System, component, or item in low-rate 
initial production. Ready for full-rate 
production. 

Minimal systems engineering or design changes. All 
systems engineering requirements met. Minimal 
physical and functional interface changes. Initial risk 
assessments complete Low program risk. Materials 
available. Manufacturing processes and procedures 
established and controlled in production to 3-sigma 
level. Minimal investment required in machines or 
tooling. Machines, tooling and inspection and test 
equipment deliver 3-sigma quality in production. All key 
characteristics controlled to 3-sigma level in production. 
Includes requirements of TRL 8 and 9 as a minimum. 

Identical system, component, or item 
previously produced or in production.  
System, component, or item in full-rate 
production. 

No systems engineering or design changes. Identical 
system, component, or item in production or previously 
produced that met all engineering requirements or 
performance quality and reliability. Low program risk. 
Materials manufacturing processes and procedures, 
inspection and test equipment, quality and reliability, 
and key characteristics controlled in production to 6-
sigma level. Proven affordable product. 

1.8.2 Commonality 

NGEN employs common solutions across the enterprise.  From desktop services to the intricacies of data center 
design, component commonality will be consistent throughout the enterprise. 

1.8.3 NGEN Test and Evaluation Strategy (TES) 
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The NGEN draft Test and Evaluation Master Plan (TEMP) includes the NGEN Integrated Testing approaches and 
concepts.  The SE&I segment in Appendix A presents the detailed service items associated with NGEN testing.  Per 
the NGEN Requirements document, the Government will exercise a greater role in testing oversight for NGEN than 
the level employed for NMCI. 

1.8.4 Modularity  

PM NGEN uses the Modular Open Systems Approach (MOSA) in the acquisition and implementation of NGEN 
services.  This approach is discussed in more detail in Section 7 and Appendix D of this document.  Commercially 
viable and mature open systems standards (as maintained in the DoD Information Standards Registry) or 
implementations shall be considered to address all NGEN capabilities, while still adhering to environmental and 
Mission Assurance Category (MAC) IA requirements. 

PM NGEN also relies on the open systems approach to deliver software-based services in support of Net Centric 
Operations and Warfare (NCOW) and the Net-Ready (NR) KPP requirement.  In support of these initiatives, DoD 
and DON adopted Service Oriented Architecture (SOA) technologies and policies.   SOA implementations will rely 
heavily on open systems standards for cross-service provider interoperability and also prescribe modularity as a key 
design tenet.  Additionally, the test strategy for the NR-KPP will include compliance with industry-approved open 
standards by both the NGEN infrastructure and the service provided programs Community of Interest (COI) 
services. 

1.8.5 Design and Construction 

See Sections 15, Design and Construction and 21, Design and Construction Constraints. 

1.8.6 Deployment Support, Disposal Plans, Policies, and Procedures  

1.8.6.1Demilitarization and Disposal Planning 

See Section 24.12, Demilitarization and Disposal Planning. 

1.8.6.2 Recycling 

See Section 24.12, Demilitarization and Disposal Planning. 

1.8.6.3 Reprocessing 

See Section 24.12, Demilitarization and Disposal Planning. 

1.8.6.4 Environmental Safety Health (ESH) Considerations 

See Section 24.8, Environmental Safety and Occupational Health (ESOH). 

1.9 Acquisition Program Baseline Impact 

NGEN’s SS process impacts the NGEN acquisition program baseline by establishing clear definitions and 
specifications for both NGEN’s acquisition segmentation as well as the services. This product provides clarity as to 
how DON’s mission requirements are decomposed across the service provider segments. This allocation by segment 
enables the acquisition baseline to provide the foundation for all subsequent acquisition activities that follow. 

1.10 Cost and Schedule Refinement 

The NGEN SS process and approach includes integrating cost assessment and refinement as part of overall 
governance and control.  Through the decomposition of service items, their attributes and functions within the 
segmentation and grouping strategy, the NGEN SS and cost teams are able to project the initial cost associated with 
proposed courses of actions and their service specifications. 

This initial cost estimates will be used as a basis for the overall budgeting and management efforts required during 
the pre-acquisition and acquisition stage of the NGEN contract.  The cost estimates will foster budget planning of 
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the services and trade-off prioritizations.  These cost assessments will also provide the Government with a basis for 
evaluating the RFP cost proposal responses.   

An NGEN Program Integrated Master Schedule (IMS) is being developed.  The IMS includes initial SS costing 
milestones, as well as milestones for subsequent refinements to the services over time. 

A Cost as an Independent Variable (CAIV) cost management strategy will be adopted in order to perform a trade 
space analysis.  Costs associated with schedule adjustments will be an integral part of the overall cost management 
strategy for the full NGEN life cycle. 

1.11 NGEN Design Trade Space 

NGEN design trade space primarily exists in the selection of COAs.  NGEN SS efforts assess trade-off space by 
defining three major COAs for each service.  COA 1 purchases and operates the “as-is” NMCI environment under 
NGEN in a “do no harm” mode.  COA 2 makes significant changes to the “as-is” environment.  COA 3 develops a 
new replacement solution.  PM NGEN’s first trade-off was that COA 1 should be used for NGEN services, where 
feasible.   

1.12 Operability 

1.12.1 Manning 

See Section 19.1, Manpower. 

1.12.2 Training Requirements 

See Section 19.2, Training. 

1.13 Maintainability 

The DOD Guide for Achieving Reliability, Availability, and Maintainability defines maintainability as “the ability 
of an item to be retained in, or restored to, a specified condition when maintenance is performed by personnel 
having specified skill levels, using prescribed procedures and resources, at each prescribed level of maintenance and 
repair.”  In terms of NGEN, this is the ability to keep the NGEN system (and the individual systems that make up 
NGEN) operable from initial deployment through end-of-life.  It includes activities such as defect correction, 
configuration management, training, and technology refresh as well as designing for ease of maintainability. NGEN 
will require all the segment responders to include maintainability functions in all proposed services and solutions.  

1.13.1 Personnel Requirements 

See Section 19.1, Manpower. 

1.13.2 Maintenance 

See Section 18, Maintenance. 

2.0 Operational Requirements 

2.1 Missions 

The DoD established goals to promote the continuing transformation of America’s national security institutions for 
the purpose of meeting the challenges and opportunities of the 21st century.  These goals are described in the 2006 
Quadrennial Defense Review (QDR). 

Accordingly, the DON seeks to implement these QDR goals by pursuing the full potential of net-centricity.  The 
DON continues to require information be viewed as an enterprise asset which must be shared and as a weapon 
system that must be protected.  Information as an enterprise asset must be collected and disseminated by using 
portfolios of capabilities across legacy systems.  These capability portfolios must include network based command 
and control, communications on the move and information fusion. 
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Of the seven QDR decisions for DoD to achieve net-centricity, the NGEN initiative focuses on strengthening of the 
Department’s data strategy and the implementation of an information-sharing strategy; an increased investment in 
the GIG; and, development of a new bandwidth requirements model to determine optimal network size and 
capability to best support operational forces. 

The NGEN initiative supports the characteristics and capabilities necessary for warfighting and business operations 
in a net-centric environment as described in recent Joint Capabilities Integration and Development System (JCIDS) 
documents including Net-Centric Environment Joint Functional Concept (NCE JFC); the Net-Centric Operational 
Environment Joint Integrating Concept (NCOE JIC); the Net-Centric Operations and Warfare (NCOW) Reference 
Model (NCOW RM); in Initial Capabilities Documents (ICD) and/or Capabilities Development Documents (CDD) 
for the GIG Enterprise Services (GIG-ES), Net-Centric Enterprise Services (NCES), Net-Enabled Command and 
Control (NECC); MCEITS; and, in the Navy and Marine Corps FORCEnet Functional Concept for the 21st Century 
(which will guide development of their command and control (C2) capabilities in a net-centric environment). 

The DON is also developing new enterprise network solutions in the context of an Internet Protocol (IP)-based 
Naval Network Environment (NNE) which, together with the non-IP tactical networks, represents the naval network 
component of the GIG. 

2.2 Threat 

The primary nature of the threat facing the NGEN initiative is the reliance on interoperability and network’s 
attractiveness as a target for potential opponents.  Current and evolving threats highlight the need to design, operate 
and defend the network to ensure continuity of joint operations. 

However, threats must be defined as more than just the technical characteristics of enemy systems.  Adversarial 
abilities to disrupt, corrupt, deny access to, or destroy networks will vary significantly and will depend on the 
adversaries’ doctrine, strategy, technological capability, and level of knowledge regarding NGEN and its 
interoperable components (including the GIG). 

Paragraph 2.6 of the NGEN FAA contains detailed information regarding the multiple physical and logical threats 
NGEN faces and is characterized by threat tactics; the projected threat; computer network operations; electronic 
warfare; electronic attack; nuclear/electromagnetic pulse; radio frequency weapons; chemical, biological, 
radiological and nuclear environment; environmental; and unintentional threats.  Also, refer to the (U) Information 
Operations Capstone Threat Assessment (IO CTA), DI-1577-31-05 (Volumes 1-5, 9-14 and 16) of March 2005 
(S//NF//20291202) as the Defense Intelligence Agency (DIA) validated authoritative source for all threats to DoD 
information systems and information technology. 

2.3 Environment 

The operating environment for the NGEN initiative is an inherent part of both the DoD Enterprise Information 
Environment (EIE) and the NNE.  DoD plans for EIE to provide support across all DoD joint warfighting and 
business mission area COIs, with access to national intelligence mission area services via a Controlled Information 
Exchange (CIE) interface.  The Joint Functional Concepts (JFC) described in the NCE JFC, the NCOE JIC, and the 
NCOW RM form the basis for tasks, conditions and standards in JCIDS.  The NGEN FNA addresses the two areas 
of the central principles described in the NCE JFC, namely technical and knowledge areas. These principles 
establish a set of guidelines for using net-centric functions to integrate tasks across other joint functional areas and 
enable a wide range of Joint Force capabilities.  These principles work together to form new capabilities not 
available to a less-than-fully-connected force. 

The NNE includes all of the networks used by the DON in support of operational and business objectives, and 
ensures networks benefit from interoperability by using common standards and architectures for capabilities and 
services to support achievement of net-centric objectives.  Although the primary focus of the NGEN initiative is 
support for the ashore and garrison naval environment, resources to support all naval missions must be 
accommodated.  These physical environments range from static customers in a robust computing environment to 
deployed users with bandwidth limitations needing remote access and mobile computing services.  NGEN data 
centers and server farms are hosted in government and commercial facilities with requisite power, security, heating, 
ventilation, etc., physical requirements. 
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Accordingly, the NGEN NetOps Concept of Operations (CONOPS) addresses the management domains (i.e., 
boundaries within a network where a management authority affects command and control) along with the global, 
regional and local NetOps relationships for operation control, tactical control and defense of respective domains.  
However, the NGEN FAA also identifies unique naval scenarios as exemptions to NCOE JIC threat and sample 
scenarios (i.e., support for maritime domain awareness in extended maritime interception operations; a Marine 
Corps noncombatant evacuation operation; and naval shipyard support for a ship damaged during operations). 

2.3.1 NGEN Communities of Interest 

NGEN will support multiple COIs that have discrete requirements in addition to those presented in the NGEN 
Requirements Document. 

The following is the COI definition from DoD CIO (DON Deputy CIO Marine Corps; Don Deputy CIO Navy) 
Memorandum, “DoD Net-Centric Data Strategy,” 9 May 2003: 

• Community of Interest (COI):  Collaborative groups of users who must exchange information in pursuit of 
their shared goals, interests, missions, or business processes, and who therefore must have a shared 
vocabulary for the information they exchange is a COI.   

• Expedient COI:  Expedient COIs are transitory and ad hoc COIs, focusing on contingency and crisis 
operations. 

• Institutional COI:  Functional or cross-functional continuing entities with responsibilities for ongoing 
operations, which also lend support to contingency and crisis operations.  

The NGEN SS addresses Institutional COIs, but PM NGEN intends to deliver an adaptable and flexible capability 
that supports Expedient COIs as well. 

2.3.1.1 Known COIs  

USMC COI 

Currently, the USMC has a separately run COI that consists of both logical and physical infrastructure components 
to include an independent network operations center, server farms, local area and base area networks, and 
management/security policies (Security CONOPS currently under development). 

The Marine Corps NetOps policy and practices frame much of the USMC COI in terms of vision, people, processes, 
and tools.  The Marine Corps employs a centralized model for IT programming, policy, NetOps, and resourcing.  
HQMC C4/DON Deputy CIO (DON Deputy CIO Marine Corps) captures the mid and long term plans for USMC IT 
Enterprise in the Integrated Communications Strategy (currently ICS v2.0). 

The USMC lead for IT policy is HQMC C4.  The lead for acquisition is MARCORSYSCOM.  The lead for NetOps 
is CO MCNOSC.   

The USMC COI has DoD standard solutions that ensure unity-of-effort and common practices across the Marine 
Corps.  Within the USMC, the Marine Corps Enterprise Network (MCEN) is the USMC instantiation of the DoD 
GIG.  As such, all domains that are part of MCEN (to include NGEN USMC NIPRNET) integrate within this single 
enterprise concept.   The Marine Corps has a single (MCEN) Designated Approval Authority (DAA) at HQMC C4.  
This DAA approves all Service specific solutions via the DIACAP process.  The MCNOSC serves as the NetOps 
operational arm to enforce the terms of approved Certification and Accreditation and SSAA products. 

Navy Nuclear Propulsion Information (NNPI) COI 

In memorandum 5320 N00N/Y006, dated 29 November 2007, Director, Navy Nuclear Propulsion delivered to PM 
NGEN (see Appendix H), the following capability gaps are identified: 

• NGEN requirements do not include providing the capability for OCONUS Navy personnel to process 
classified and unclassified Navy Nuclear Propulsion Information (NNPI).    

• NGEN requirements do not include interoperability with private shipyard systems processing unclassified 
NNPI. 

• NGEN requirements do not include providing Navy activities access to the NNPP Network (NNPP Net), and 
the existing classified (up to CONFIDENTIAL-RESTRICTED DATA) network.  These networks are hosted 
at NNPP Department of Energy (DOE) and Navy sites (primarily naval shipyards).  The NGEN Task Force 
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has stated that providing access to the NNPP Net at Navy activities would be a major perturbation to current 
NGEN requirements; however, for completeness, this requirement should be included. 

Unclassified NNPI (uNNPI) COI  

uNNPI captures unclassified but sensitive requirements supporting the NNPI COI. 

Classified NNPI (cNNPI) COI 

cNNPI captures Secret and Confidential requirements supporting the NNPI COI. 

Naval Criminal Investigative Services (NCIS) COI 

NCIS, as a law enforcement arm of the DON, requires confidentiality beyond that delivered by traditional 
information assurance solutions. 

NCIS attributes requiring a COI: 

• Geographically disbursed locations – 13 Field Offices, 110 total sites 

• The handling of sensitive law enforcement information 

• COI must provide a secure, dedicated interface to data & applications 

• NCIS COI Requirements 

• Protection of information 

• Official records repository 

• Sharing information & applications CONUS & OCONUS 

• Ready mobility of NCIS agents 

• Collaboration & interaction with other agencies 

• Law enforcement partner communications 

• Encrypted Printing Solution 

• Basic user service requirements 

The design should be easily transportable to NCIS SIPRNET environment (if required).  Figure 2.0-1    outlines this 
COI solution. 

Figure 2.0-1  NCIS COI Design 
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Science and Technology (S&T) Seats COI 

Within NMCI, S&T seats are put on a COI network that is governed by access controls. The COI also requires IDS 
monitoring of servers that the S&T users are homed to and levies additional security requirements on the S&T seat. 

From NMCI CLIN - (S&T) Developer Fixed Workstation Upgrade 

The Science and Technology (S&T) developer workstation upgrade accommodates the special requirements of the 
S&T community.  An NMCI user with a developer login ID can reconfigure hardware and software.  A regular login 
ID will only allow access to basic NMCI services.  

Administrators add S&T seats to an S&T computer group under the command/site to get the S&T group polices that 
gives administrator rights to the developer login ID and are restricted to local logon only.  

Pacific Command (PACOM) COI 

As a Regional Combatant Command (COCOM), PACOM requires a logically separated COI to support NetOps 
reporting.  Theater NetOps Coordination Center (TNCC) serves as the lead NetOps organization for this COI. This 
COI provides a bilateral/multilateral/coalition environment for USMC/USN/other service components for unique 
information sharing for the warfighter over approximately 51% of the earth’s surface.  It is used for management of 
diverse mission critical operations ranging from the 2004 tsunami to the North Korea operations threat.   

Naval Education and Training Command (NETC) Training COIs 

Under NMCI CLINs 0029 / 0129 NETC has a requirement to transport data between 46 physically dispersed 
training sites or Training COIs.  A Training COI may consist of multiple classrooms within multiple buildings 
across multiple sites.  Training COIs do not conform to “standard” NMCI COIs and require only data transport.  For 
more details regarding the NETC Training COIs, please refer to the NMCI Conformed Contract. 

2.3.1.2 Additional COI Requirements 

Legal COI  

Similar to the NCIS COI, each organization within the DON with a legal office requires protected and confidential 
access to COI specific information.   
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The DON Legal community has NMCI CLINs 0019 / 0119 for Litigation and Law Enforcement Support Services.  
The following list of items is a summary of requirements within the Litigation and Law Enforcement Support 
Services CLIN. 

• Data and hardware recovery and archiving 

• Internet/Intranet monitoring 

• Documentation  

• Litigation support 

• Forensic analysis assistance 

• Email history 

• Provide access to equipment and data to government and law enforcement personnel  

• Provide various types of assistance to government and law enforcement personnel 

TECOM COI 

To be completed upon receipt of inputs.  

2.4 Requirements 
Office of Chief of Naval Operations for Communications Networks (OPNAV N6) and HQMC C4 describe NGEN 
capabilities in the NGEN Requirements Document V2 

2.4.1 Performance Requirements/Capabilities 

SS information for each service is detailed in Appendix A of this document.  SS teams performed requirements and 
derived requirements analysis for each service.  They developed PAs and KPI for each service and used these as a 
basis for cost estimates.  The Acquisition of NGEN occurs inside the segmentation model as directed by DON 
leadership.  Segments and boundaries are defined in the NGEN Segment Definition document, version 1.3. 

Sections 2.4.1.1 through 2.4.1.3 highlight the derivation of performance requirements for CONOPS and the NGEN 
Requirements Document.     

2.4.1.1 KPPs  

Decomposition of KPPs across segments produced the following Common Language within each segment. 

LAN:  Latency and performance metrics must meet the criteria and measurement methodology detailed in the 
following tables of the NGEN Requirements Document: 

• Table 6.4.4A: Local Area Network 

• Table 6.4.3B:  Performance Measures: BAN/LAN Communications Services 

• Table 6.4.1B: Performance Measures: NGEN Intranet 

• Table 6.4.1A: Information Transport 

BAN:  Latency and performance metrics must meet the criteria and measurement methodology detailed in the 
following tables of the NGEN Requirements Document: 

• Table 6.4.3A: Base Area Network 

• Table 6.4.3B:  Performance Measures: BAN/LAN Communications Services 

• Table 6.4.1B: Performance Measures: NGEN Intranet 

• Table 6.4.1A: Information Transport 

WAN:  Latency and performance metrics must meet the criteria and measurement methodology detailed in the 
following tables of the NGEN Requirements Document: 

• Table 6.4.2A: Wide Area Network 

• Table 6.4.1B: Performance Measures: NGEN Intranet 

• Table 6.4.1A: Information Transport 

2.4.1.2 PAs 
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Decomposition of PAs across segments produced the following Common Language within the following KPPs: 

KPP 4:  Network Availability 

LAN, BAN, and WAN segments reference the tables described above. 

KPP 5:  Problem Resolution.  A single set of PAs and KPIs apply to this KPP across all services.  Please examine 
Table 1 in Appendix A for detailed specifications. 

2.4.1.3 Additional/Derived Attributes 

The SS is focused on the KPPs, the PAs and KPIs.  As other attributes become clear they will be defined.  The FA is 
a supplement giving tools and processes available to the NGEN capabilities. 

3.0 Key Interface Profiles 
Compliance with mandated GIG Key Interface Profiles (KIPs) is identified through the use of a KIP declaration 
table, dated 29 June 2007. Upon transition from NMCI in accordance with service published strategies and 
timelines, PM NGEN will demonstrate compliance with applicable GIG KIPs through inspection of NGEN JCIDS 
documentation and test plans, and during JITC Interoperability Certification testing (see Chairman of the Joint 
Chiefs of Staff (CJCS) Instruction 3170.01 and CJCS Instruction 6212.01 for detailed discussions of the process) to 
the extent that NMCI complies.  From that baseline, PM NGEN will evolve its compliance to the full GIG KIP 
requirements. 

Appendix B is the NGEN KIPs Declaration Table obtained on 27 August 2008 from the AKO KIP Workspace 
website (https://www.us.army.mil/suite/page/477323) and the JTIC KIP Declaration Table 
(http://jitc.fhu.disa.mil/kip/dec_tbl.html). 

4.0 Documents and Processes 
The following is a preliminary list of anticipated standards and applicable documents.  A more exhaustive list of 
documents will be incorporated into future documents when made available by the Services. 

4.1 MIL SPECs/MIL STDs 

NGEN TV-1 (Technical View) and TV-2 (Forecast View) provide DISR report of MIL-SPECs and MIL-STDs 
relevant to NGEN.  NGEN SS Section 6 contains the Technical and Forecast views for the relevant MIL-SPECs and 
MIL-STDs. 

4.2 DoD, OPNAV, SYSCOM, and PEO EIS Documents and Processes 

Appendix C: Specifications Standards, Documents and Processes provides a list of relevant documents and 
processes used by the PM NGEN in developing NGEN Acquisition and Technical Documentation.  The following 
sections provide further explanation of key processes and documents being used on NGEN with details of their use 
and application. 

4.2.1 NGEN System Engineering Documentation  

The following NGEN engineering documents are in various states of development.  Some documents, like the 
Information Support Plan (ISP), are always being updated as the program evolves and further detail is developed.  
This will be especially true when the Segment Service Providers are selected and they begin their detailed 
documentation of their work products as defined in the DoD Acquisition Framework presented in the Defense 
Acquisition Guidebook in section 4.2.2.  Their Contract Delivery Requirements Lists (CDRLs) will list what 
documentation and format they will develop and maintain for the NGEN program.  This list is the current list as of 
documents as of 29 October 2008 in the SE Documentation website. 

• DRAFT Configuration Management Plan (CMP) 

• NGEN Network Operations CONOPS v1.0 

• DRAFT NGEN Security CONOPS  
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• DRAFT Human Systems Integration Plan (HSIP) 

• DRAFT Information Assurance Strategy (IAS) 

• DRAFT ISP 

• DRAFT Acquisition Logistics Support Plan (ALSP) 

• DRAFT Systems Engineering Plan (SEP) 

• DRAFT TEMP 

• Requirements Document V2.0 

These Documents are also key program documents which are subject the SPAWAR 5.1.8 Competency Aligned 
Organization (CAO) System Engineering Technical Review (SETR) process, supporting milestone decisions of 
major acquisition programs for ASN RDA and their respective PEOs.  This SETR process is described in 
SECNVINSTR 5400.15B.  The Navy technical review process is managed through SPAWAR 5400.3 (9 October 
2007).  The Marine Corps is governed by the MCSC review process through MCSCO 3911.  

SETR Risk Assessment checklists are part of the process for all major program reviews (See Figure 4.0-1) and key 
program documents (listed above) and are therefore effective tools used to determine a programs risk to continue to 
the next Acquisition and System Engineering Milestones and Gates.  SETRs are an integral part of the systems 
engineering process and life cycle management, and are consistent with existing and emerging 
commercial/industrial standards.  

These reviews are not the place for problem solving, but to verify that problem solving has been accomplished.  As a 
part of the overall systems engineering process, SETRs enable an independent assessment of emerging designs 
against plans, processes and key knowledge points in the development process.  These assessments are carried out 
by Warranted Technical Authorities (TAs) and Technical Process Owners (TPOs).  These TAs and TPOs are 
assembled into integrated teams consisting of Integrated Product Teams (IPTs) by the SPAWAR 5.1.8 Competency 
Aligned Organization (CAO) and these IPTs carry out the reviews of the Key Program Documentation and the 
readiness of a program to complete the various milestones and gates.  These SETRs support both Acquisition review 
timelines, the Acquisition Framework which identifies the Key Program Milestones and the SECNAV NOTE 5000 
(26 February2008) Process Timeline for Gate Reviews (See Figure 4.0-1). 

 

 

 

 

 

 

Figure 4.0-1  Acquisition Framework Timelines for Milestone Reviews 
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4.2.2 Defense Acquisition Guidebook 

The Defense Acquisition Guidebook (DAG) describes a wide range of principles, best practices and requirements 
for the development and lifecycle management of systems.  Discussions throughout the DAG concerning reliability, 
availability, and maintainability pertain to the NGEN program.  Key sections which are particularly applicable to 
NGEN: 

• Section 4.0 providing best practices for systems engineering. 

• Section 4.4.4 providing best practices for software systems that also apply in general to any system. 

• Section 4.4.5 providing best practices for COTS Item acquisition. 

• Section 4.4.11 providing best practices for ESOH risk management, including Section 4.4.11.3 describing 
Networks and Automated Information System ESOH Management. 

• Sections 4.4.10 and 6.0 providing best practices for HSI. 

• Section 4.4.1 providing best practices for Open Systems Design. 

• Section 4.4.12 providing best practices for Survivability and Susceptibility design and management. 

4.2.3 Integrated Logistics Support 

NGEN Integrated Logistics Support/Sustainment (ILS) Program is defined in the NGEN ALSP. The ALSP 
describes how NGEN logistics needs will be supported over the life cycle of the program.   

The document addresses the following: 

• Supportability 
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• Support Strategy 

• Support Concepts 

• Support Data 

• Supportability Analyses 

• Support Resources  

In addition to NGEN’s ALSP, NGEN will provide other life cycle support solutions and document them in the 
following documents:  

• Navy Training Systems Plan (NTSP) 

• Manpower Estimate Report (MER) 

• Logistics Requirements Funding Summary (LRFS) 

• Programmatic Environmental, Safety, and Health Evaluation (PESHE) 

• Unique Identification (UID) Plan 

• User’s Logistics Support Summary (ULSS) 

Additionally, there are other program documents that contain logistics-related support documentation.  These 
include but are not limited to:  

• HSIP 

• TEMP 

• CMP 

• ISP 

• Facilities Plan 

4.2.4 Diminishing Manufacturing Sources/Materiel Shortages (DMSMS) 

See Section 24.4.1, Diminishing Manufacturing Sources/Materiel Shortages (DMSMS). 

4.2.5 Environmental Safety Health (ESH) Considerations 

See Section 24.8, Environmental Safety and Occupational Health (ESOH). 

4.2.6 Programmatic Environment, Safety, and Occupational Health 
Evaluation (PESHE) 

See Section 24.7, Environmental Safety and Occupational Health (ESOH). 

4.2.7 Demilitarization and Disposal Planning 

See Section 24.12, Demilitarization and Disposal Planning. 

4.3 Industry Design Standards 

NGEN will employ and adapt applicable industry standards as required to meet operational military needs that have 
a foundation in the current NMCI standards, architecture, and service delivery model.   Below represents a 
preliminary listing of key standards that will be employed.  A complete listing of applicable standards will be 
provided in future design documentation.   

4.3.1 ITIL V3 

As discussed earlier in sections 1.1.1 and 1.7 and further supported by Appendix E, ITIL V3 will enhance the 
strategic and tactical operational control of NGEN services. ITIL V3 was established by the Office of Government 
Commerce in the UK and has become the most widely accepted approach to ITSM best practices and governance in 
the world. It provides a framework of 26 interdependent service management processes supported by four functions 
(service desk, IT operations, technical management and application management).  ITIL V3 is oriented around 
supporting IT services throughout their lifecycles (strategy, design, transition, operation and continual improvement) 
and focuses on the relationship of IT services between the IT service provider and the value it provides to DON. 
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NGEN Block 1 Increment 1 has incorporated ITIL V3 into the SS, using it to help identity and define what services 
NGEN will provide to DON and what service providers must do to deliver and support them.  The SS effort has 
used ITIL V3 to identify and define several performance attributes including capacity, availability, continuity, 
security, and service level requirements for each service or area of services.  Additionally it has applied the ITSM 
framework of interdependent processes and functions to define segment service provider interaction in order to 
deliver and support respective services and ensure they continue to satisfy DON requirements.    

4.3.2 DoD Information Technology Standards and Profile Registry (DISR) 

NGEN TV-1 (Technical View) and TV-2 (Forecast View) provide DISR report of Industry design standards relevant 
to NGEN.  These reports are developed using the DoDAF SVs to identify what standards and specifications are 
relevant for the project.  NGEN SS Sections 6.12 and 6.13 are reserved for the Technical and Forecast views, 
respectively. 

4.4 Net-centric Enterprise Solutions for Interoperability (NESI) 
Guidance 

NESI is a PEO C4I and USAF (ESC) Net-Centric Warfare (NCW) collaboration effort, which is not part of NGEN 
Block 1 Increment 1.   NESI Guidance may be included in future NGEN Blocks as they are defined. 

4.5 NGEN Requirements Management Database 

NGEN will use a consolidated database tool (DOORS) in accordance with the Naval Systems Engineering Resource 
Center (NSERC) guidance.  NSERC's goal is to enhance collaboration/information sharing and system design and 
development within the naval community and its various projects.  NSERC is geared to meet DoD and Naval 
Engineering IT goals and reduce cost by consolidating and managing engineering tools, organizational specific 
websites, workspaces, and projects related to engineering within our naval community.  NGEN will manage 
requirements, Network Operations CONOPS documents, and policy and acquisition sensitive documentation within 
applicable tool sets.  The requirements management database management tool is used by NGEN to increase the 
quality of its systems engineering, business-critical IT, and software development products by improving 
requirements communication, collaboration, and tracking.  To provide the visibility of and relation to business 
objectives, customer needs, technical specifications, and regulations, this use of a Database Management System 
(DBMS) will deliver industry best practices, a complex set of software programs that controls the organization, 
storage, management, and retrieval of data in a database. DBMS are categorized according to their data structures or 
types. It is a set of prewritten programs that are used to store, update and retrieve a database. 

Engineering rigor, interdisciplinary communications, and competency insight are applied to the maturing design in 
the assessment of requirements traceability, product metrics, and decision rationale using DB tools to provide data 
integrity through these program acquisition events.  The use of a Requirements DBMS such as DOORS will 
facilitate reliability to the program design/development process.  Utilizing such rigor as facilitated by the 
Requirements DBMS will help assure the program of satisfactory Technical Evaluation (TECHEVAL) and 
subsequently support a successful Operational Evaluation (OPEVAL) performed by COMOPTEVFOR and 
MCOTEA.   

NGEN's Requirement DBMS captures, links, analyzes, and manages changes to requirements and their traceability.  
NGEN multi-platform system ensures conformance to requirements and compliance with all relevant regulations 
and standards mandated or derived during the acquisition phases.  The NGEN documents which will be the primary 
input to its Requirements DBMS are:  

• NGEN Requirements Document, V2.0  

• NGEN SS (this document) 

• NGEN Functional Allocation (WBS) 

• NGEN NR-KPP 

• NMCI Conformed Contract 

• NGEN NetOps CONOPS 

• All relative acquisition documents as outlined in the Defense Acquisition Strategy (DAS) or JCIDS process 
as applicable. 
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NGEN’s Requirements DBMS allows the export of automated reports and documentation generation, automatically 
assembled from the NGEN requirements into finished documents. Microsoft Word templates provide familiar 
usability and control over presentation style, fonts, and structure.  NGEN’s Requirements DBMS is planned to 
develop the following documents and update existing documents as the NGEN requirements evolve.  The following 
documents are planned to be maintained by NGEN’s Requirements DBMS: 

• NGEN ALSP 

• NGEN CDD 

• NGEN CMP 

• NGEN CPD 

• NGEN DoDAF Products 

• NGEN HSIP 

• NGEN IAS 

• NGEN ISP 

• NGEN NR-KPP 

• NGEN PPP w/ Anti-Tamper Plan 

• NGEN SACMP  

• NGEN SEP 

• NGEN TEMP 

• Segment Acquisition RFPs/SOWs 

• All relative acquisition documents as outlined in the Defense Acquisition Strategy (DSA) or JCIDS process 
as applicable. 

NGEN’s Requirements DBMS will ensure that NGEN procedures, specifications, standards, and documentation are 
consistent by providing report views of disparate data. NGEN’s Requirements DBMS provides for the following 
requirements relationships: 

• Functional WBS 

• NGEN Segments 

• NGEN Services 

• NGEN Functions 

• NGEN Attributes 

• Mil Specifications 

• Mil Standards 

NGEN’s Requirements DBMS also provides fully integrated models and documents across five key domains: 
Strategy, Business, Information, Systems and Technology.  Additionally, DOORS also provides a shared workspace 
environment for all team members to understand how to improve NGEN’s architecture with increased 
organizational agility, alignment of business processes and IT systems to business objectives, planning, modeling, 
and execution of Business Processes Modeling (BPM), rapid, effective and positive responses to business changes.   
These capabilities enable NGEN to generate and maintain the following views over the life of the program: 

• System Views 

• Operational Views 

• Technical Views 

5.0 Information Assurance Information 
PM NGEN’s focus for the Information Assurance (IA) efforts is to ensure information is properly protected and 
incurs minimal impact to NGEN and inter-dependent systems. 

NGEN, as a critical DON network, must be able to maintain service under both physical and information attack. It 
should degrade gracefully, dynamically rerouting services as nodes are incapacitated and/or as information flow 
requirements change, and provide end-to-end protection to assure all tenets of information assurance.  The most 
significant issue for transitioning from NMCI to NGEN is the migration from DITSCAP to DIACAP.   
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5.1 IA planning consistent with DON IA policy  

In planning the IA efforts for NGEN, the PM will comply with SECNAVINST 5239.3A, “Department of the Navy 
Information Assurance (IA) Policy.”  PM NGEN will plan the IA efforts to ensure NGEN maintains the appropriate 
levels of confidentiality, integrity, availability, authentication, and non-repudiation. The NGEN IA efforts will 
reflect a balance among: 

• The importance and sensitivity of the information and information assets 

• The documented threats and vulnerabilities to the system 

• The trustworthiness of users and interconnecting systems 

• The impact of impairment or destruction to the DoD and DON information systems 

• Minimizing performance impacts from security mechanisms 

• Cost effectiveness.     

5.2 IA Strategy 

PM NGEN has prepared an IA Strategy for the program to satisfy requirements from the Clinger-Cohen Act.  PM 
NGEN has circulated the strategy for comment within the pertinent DON IA community and is currently working to 
incorporate and resolve the comments received.  Upon resolution, PM NGEN will submit the IA Strategy to the 
DON Chief Information Officer for approval. 

5.3 Certification and Approving Authorities  

NGEN Block 1 Increment 1 encompasses unclassified and classified IT infrastructure.  The highest classification 
within NGEN will be “SECRET”.  NGEN does not process Sensitive Compartmented Information (SCI) data.  
Some COI services required additional consideration and approvals.  As an example, NGEN will process NNPI 
services in accordance with a NAVSEA 08 DD254 specification that will be established for NGEN as it was for 
NMCI.   

PM NGEN has engaged the USN and USMC Certification Authorities (CAs) (SPAWAR and MCNOSC), and the 
USN (NETWARCOM) and USMC (MCEN) DAAs, (from the NETWARCOM and HQMC C4 organizations).  
These are the appropriate CAs and DAAs for NGEN.  These CAs and DAAs have key roles in the certification and 
accreditation of NMCI; all are familiar with the risks of NMCI, the baseline for NGEN Block 1 Increment 1. 

5.4 IA Plan of Action and Milestones (POA&M)  

The NGEN POA&M will be part of the NGEN Integrated Master Schedule (IMS). It will reflect an abbreviated 
timeline to develop NGEN’s enterprise SSAAs.  PM NGEN will continue to work with the USN NETWARCOM 
and USMC MCEN DAAs to develop a POA&M to ensure completion of all the Certification & Accreditation tasks 
in accordance with DoD and DON promulgated policies.  This plan will ensure all systems previously certified and 
accredited under NMCI continue the appropriate authority to operate.  The POA&M will address the transition from 
DoD Information Technology Security Certification and Accreditation Process (DITSCAP) per DoDI 5200.40 to 
DoD Information Assurance Certification and Accreditation Process (DIACAP) per DoDI 8510.bb.    

5.5 System Security Authorization Agreement (SSAA)  

The existing NMCI accreditation and SSAA will transition as directed by the DON Senior Information Assurance 
Official (SIAO) and the USN and USMC DAAs.  PM NGEN will accomplish two major changes during the 
transition from NMCI to NGEN: 

• The change from DITSCAP per DoDI 5200.40 to DIACAP per DoDI 8510.bb 

• The change from a “single provider” for NMCI to potentially multiple NGEN segment providers 

 Until transitioned to the new service provider(s) as applicable, existing documentation will be maintained by the 
currently responsible entities. All solutions and acceptable alternatives will be in compliance with the existing DoD 
and DON policies and guidance.  The NGEN SSAA(s) will be developed as the solution/design is finalized  

5.6 IA Requirements 
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As part of the development of the SS, IA requirements were derived from the NGEN Requirements document, the 
NetOps CONOPS and the Security CONOPS, as well as governing DoD and DON documents.  This services 
specification accommodates the IA requirements and integrates these requirements across all the NGEN segments 
and services as described in Appendix A. 

From the NGEN Requirements document, all of NGEN, with the exception of specific B3 COIs (based upon 
agreement between the B3 COI claimant and the NETWARCOM and/or MCEN DAA), will be maintained at a 
minimum as a MAC Level II system. All portions of NGEN that support Level of Service (LOS) 3 Command and 
Control capabilities in any way will be maintained at a minimum as a MAC Level I system.  NGEN has both 
classified and unclassified elements.  Security controls will be applied in accordance with DoDI 8500.2, Information 
Assurance Implementation. 

5.7 IA Investment Programs 

PM NGEN has evaluated the expected state of NMCI investment at 2010, and has included in the NGEN POM10 
funding requirements adequate investment funding to continue or complete those IA investments initiated but not 
completed in NMCI as well as any emerging requirements indentified. Further, NMCI has strengthened its focus on 
IA investment efforts in both SIPR and NIPR solutions which strengthens the veracity of NGEN’s POM10 
estimates.  

6.0 Navy Enterprise Architecture and Standards 
The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.1 All View-1 (AV-1) 

6.1.1 Scope 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.1.2 Purpose 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.1.3 Analytical Findings 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.1.4 DoDAF AV-1 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.2 High Level Operational Concept Graphic (OV-1) 

6.2.1 DoDAF OV-1 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.2.2 NGEN OV-1 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 
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6.2.3 Detailed OV-1 Graphic Description: 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.3 Operational Node Connectivity (OV-2) 

6.3.1 DoDAF OV-2 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.3.2 NGEN Block 1 OV-2 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.4 Organizational Relationships Charts (OV-4) 

6.4.1 DoDAF OV-4 Definition 

6.4.2 NGEN Block 1 OV-4 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.5 Operational Activity Hierarchy (OV-5) 

6.5.1 DoDAF Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.5.2 NGEN Block 1 OV-5 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document.6.6 Operational Event-Trace Description (OV-6c) 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.6.1 DoDAF OV-6c Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.6.2 NGEN Block 1 OV-6c Description:  

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.7 Systems and Services Interface Description (SV-1) 

6.7.1 DoDAF SV-1 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 
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6.7.2 NGEN Block 1 SV-1 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document.6.8 Systems and Services Communications Description 
(SV-2) 

6.8.1 DoDAF SV-2 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.8.2 NGEN Block 1 SV-2 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 6.9 Systems and Services Functionality Description (SV-
4) 

6.9.1 DoDAF SV-4 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.9.2 NGEN Architecture SV-4 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.10 Operational Activity to Systems Function Traceability Matrices 
(SV-5) 

6.10.1 DoDAF SV-5 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.10.2 NGEN Architecture SV-5 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.11 Systems and Services Data Exchange Matrix (SV-6) 

6.11.1 DoDAF SV-6 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.11.2 NGEN Block 1 SV-6 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.12 Technical Standards Profile (TV-1) 

6.12.1 DoDAF TV-1 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 
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6.12.2 NGEN Block 1 TV-1 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.13 Technical Standards Forecast (TV-2) 

6.13.1 DoDAF TV-2 Definition 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

6.13.2 NGEN Block 1 TV-2 Description 

The DODAF products are not approved for release in this version of this document.  The applicable approved 
DODAF will be inserted in this section of the document. 

7.0 Open System Architecture 
PM NGEN conducted an open systems assessment of the NMCI infrastructure that is expected to be the basis for 
NGEN on October 1, 2010. The OA assessment was accomplished using the Open Architecture Assessment Tool 
(OAAT).  The OAAT was developed for use by program managers as a self assessment for use by acquisition 
executives to recognize when an acquisition program is following the Modular Open Systems Approach (MOSA).  
Reports produced by the OAAT provide a level of confidence that an acquisition program has effectively 
implemented MOSA and is based on an open architecture. 

Open Architecture (OA) is the desired future state of the Navy, a FORCEnet compliant architecture for mission 
critical support systems and an enabler to achieve the following objectives: 

• Adapt to evolving requirements and threats 

• Promote transition from science and technology into acquisition and deployment 

• Facilitate systems integration 

• Leverage commercial investment 

• Reduce the development cycle time and total life cycle cost 

• Ensure that the system will be fully interoperable with all the systems with which it must interface, without 
major modification of existing components 

• Enhance commonality and reuse of components among systems 

• Enhance access to cutting edge technologies and products from multiple suppliers 

• Mitigate the risks associated with technology obsolescence 

• Mitigate the risk of a single source of supply over the life of a system 

• Enhance life cycle supportability 

• Increase competition 

MOSA is both a business and technical strategy for developing a new system or modernizing an existing one. It is an 
integral part of the toolset that will help DoD to achieve its goal of providing the joint combat capabilities required 
for 21st century warfare, including supporting and evolving these capabilities over their total life cycle.  DoDD 
5000.1 states that acquisition programs shall be managed through the application of a systems engineering approach 
that optimizes total system performance and minimizes total ownership costs. A modular, open-systems approach 
shall be employed, where feasible. 

As shown in Figure 7.0-1 below, MOSA is characterized by modular design, key interfaces, and the use of open 
standards for key interfaces where appropriate. 

Figure 7.0-1  Modular Open Systems Approach (MOSA)1 
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The Open Systems Joint Task Force (OSJTF) has developed a set of indicators that have been incorporated as 
MOSA implementation questions in an Open Architecture Assessment Tool (OAAT).  The OAAT is designed to 
measure the openness of a L242 program or system.   A requirement of the SS Process is to perform a L242 
openness assessment of the NGEN Architecture using the OAAT.  Detailed description on how the OAAT will be 
applied to assess NGEN can be found at: https://acc.dau.mil/CommunityBrowser.aspx?id=18016.    

The OAAT, through a series of questions, produces the following reports on the NGEN Open Systems Architecture: 

• The OAAT Total Score – Provides a high level summary of the assessment questions with overall 
programmatic and technical ratings. 

• Programmatic Section Detail Report – Provides the detailed questions and responses for the Programmatic 
section of the OAAT. 

• Technical Section Detail Report – Provides the detailed questions and responses for the Technical section of 
the OAAT. 

• Program Assessment and Review Tool (PART) Only Detail Report – Provides the detailed questions and 
responses pertaining to MOSA PART implementation questions. 

The assessment performed was based on the current NMCI architecture that is expected to be the basis for NGEN on 
1 October 2010.  The reports produced as a result of OA assessment will help identify current NMCI OA shortfalls 
that the NGEN Program will inherit upon transition.  These four reports produced by the OAAT can be found in 
Appendix D.   

Copies of the OAAT and OA training material can be obtained from the Defense Acquisition University (DAU) 
website https://acc.dau.mil/oa.   The Government wants NGEN to comply with DoD and DoN OA policies, which 
can be found on the DAU website. 

8.0 National Security System (NSS) Supportability 
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NSS supportability revolves around the Net Ready criteria detailed in the following documents: 

• CJCSI 3170.01E, JCIDS 

• CJCSI 3170.01F mandates the inclusion of a Net Ready KPP as part of the JCIDS process and assigns Joint 
Staff/J-6 as the lead for validating Net Ready KPPs. To replace the Interoperability KPP, the DoDI 4630.8 
implements a Net Ready KPP for assessing net-ready attributes required for both the technical exchange of 
information and the end-to-end operational effectiveness of that exchange. CJCSI 6212.01D defines the four 
elements of the Net Ready KPP and provides guidance for its development and assessment. 

• CJCSI 6212.01D, Interoperability and Supportability of Information Technology and National Security 
Systems, and DoDI 4630.8, Procedures for Interoperability and Supportability of Information Technology 
(IT) and National Security Systems (NSS).  

NGEN compliance to NSS Supportability standards resides primarily in the mandatory Net Ready KPP 2  of Table 
6.0.1a: NGEN System Key Performance Parameters (NGEN Requirements Document, pg 41).  PAs and KPIs for 
each service under KPP 2 in the Service Specifications detail the attributes and performance indicators to which 
each service will be designed and implemented in order to meet NSS Supportability requirements. 

9.0 C4I Design Criteria 
The SDS Guidebook (dated July 17, 2008) format and sections do not apply in their entirety to an enterprise IT 
business system.  The section headers are all included herein with a brief discussion of each heading.  The SDS 
Guidebook headers have been tailored to capture the enterprise IT business systems construct.    

NGEN’s specifications considered C4I design criteria to enhance interoperability and reliability of the information 
services supporting the warfighter to the maximum extent practicable.  Information Delivery is a component of 
Network services and refers to the capabilities required to assure timely net-centric services: 

• Provide information, in real time, to everyone who impacts key business processes – employees, 
management, suppliers, partners, customers, and citizens  

• Deliver this information to people the way they want it - in the most commonly used formats, e-mail, Web 
pages, Excel, PDF, and word-processing documents  

• Implement a personalized, secure, organized approach to business intelligence that delivers information 
broadly throughout the enterprise  

• Increase users' ability to interact with information  

• Enable faster development and deployment of Business Intelligence applications  

9.1 Transport: Networking 

NGEN will conform to all industry standards included in the NMCI solution to the extent NMCI conforms. NGEN 
Block 1 Increment 1 will meet the following DON Policy requirements for transport: 

• Networking:  NGEN is all IP based.  NGEN Block 1 Increment 1 will continue to comply with the same 
standards as NMCI. 

• Tactical Edge Networking: not applicable  

• Throughput-related metrics: Continue the network throughput of NMCI 2010 and monitor through capacity 
management for adjustments.  NGEN Block 1 Increment 1 will not support QoS. 

 Please reference BAN, LAN and WAN services description available in Appendix A.  

9.2 Transport: Communications 

Software compliant Joint Tactical Radio System (JTRS)/ Communications Architecture (SCA) does not apply to 
NGEN. 

9.3 Storage 

NGEN Storage strategy is to optimize resources, ensure availability, maximize access, invoke appropriate security 
protection and encryption, and implement an effective COOP data support schema.   NGEN storage will be 
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delivered via the NGEN ASN segment through the current NMCI server farm architecture.  Consolidation and 
reduction of existing server farms is underway.  Further consolidation of data storage centers will be accommodated 
only if it complies with NGEN performance parameters and aligns with the appropriate business case analysis.   COI 
storage requirements will be accommodated via dedicated security and enterprise management requirements.  The 
storage will be scaled according to the requirements of the users and applications to be hosted on the system, and 
will ensure the security and integrity of the stored data via the IA elements of the ASN segment. 

Storage requirements for each type and associated Key Performance Parameters (KPPs) and Key Performance 
Indicators (KPIs) in the Storage Service Description are contained in Appendix A. 

Future blocks of NGEN will support established Resource Sponsor requirements documented through a Capabilities 
Production Document (CPD) that will incorporate current data policy and storage guidance. 

9.3.1 User/System Data Storage  

User Data Storage provides the capability for secure storage for individual users, groups, enterprise, and applications 
in order to effectively store and share access to data. NGEN will provide storage to users/systems in accordance with 
the requirements document and as part of integrated Service Catalog offerings.   

NGEN will focus on several areas in the storage technology and its service delivery that were NMCI challenges.  
These areas of focus are:   

• Management of shared space:  Current implementations do not afford the flexibility, optimization and 
security of shared space. Virtualization of storage and enhanced management capabilities have been 
incorporated into the objective design of NGEN. 

• Limitations in shared space:   Current users and systems have shown a tendency to use offline storage given 
the cost and availability of online storage assets.  This has translated into a sub-optimized security 
implementation (i.e. unsecure offline storage) and has put the critical data at risk to disk failure.  NGEN will 
look to deliver efficient storage space to users and commands that provide the versatility needed to meet their 
unique operational tempo.  

• Personal mailbox storage:  Limitations associated with the integration of Exchange and the associated Storage 
Area Networks (SAN) have caused significant impacts to users.   The virtualization of storage will allow for 
the deployment of an optimum inbox capacity and not impact the overall storage utilization of the DON.    

9.4 Data Strategy 

NGEN will continue to support the DON and DoD data strategy as NMCI did.  NGEN will not inhibit any data 
strategy prescribed by the DON or DoD.   

9.5 Applications and Services 

NGEN Block 1 Increment 1 will assume support of all NMCI applications. All applications and service solutions 
introduced into the NGEN environment will be authorized by the NETWARCOM and/or MCEN DAA and will 
comply with all DoD and DON policies.  SLAs will measure the service performance.     

Applications categories provided by NGEN are as follows: 

• Collaboration—provides general-purpose, collaborative services for video, audio, text chat and white 
boarding for all users.  

• Discovery—searches for data, services or people across the federated DoD enterprise.  

• Messaging—a machine-to-machine messaging capability that supports information exchange and content 
distribution as well as alerts for new information.   

• User Assistant—provides “on demand” help and establishes user preferences and profiles when using the 
portals.  

• Enterprise Service Management—allows NCES to track the performance of enterprise Web services and 
ensures they are within operational performance parameters.  

• Information Assurance and Security—ensures the identity of a user so that information is provided only to 
approved users.  

• Mediation—translates between data formats.  
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• Application—software that supports integration with NCES services 

• Security—Service that provides integrity, confidentiality, non-repudiation 

• Application Integration 

• Application Hosting  

• Office Automation Tools 

9.5.1 Core Services 

NGEN technical catalog includes the delivery of core services to include security management, enterprise 
management, access management (authentication/authorization), orchestration, data and service mediation, 
discovery (metadata, service, people, content, and device), and messaging.  As the basis for a SOA implementation, 
NGEN Services deliver an integrated service model to form a known, unified, seamless environment.   

The Application, Servers and NOCs segment will include the enterprise management, security services, data and 
application hosting, which will be made available and accessible to the end user and are shared among multiple end 
users through the Transport Segment. Other core services will include infrastructure portal access, collaboration 
tools, user profiling and customization, exchange messaging, and service orchestration.  

9.5.2 Application Integration 

Application integration refers to the services provided by NGEN that allow for the engineering, assessment, design 
and testing of applications and their associated hardware and software suite to be able to operate securely into the 
infrastructure.  This includes integration into the native environment, within a DMZ, or a combination of 
environments.  NGEN, in coordination with the NNWC Cyber-Asset Reduction (CARS) program is working to 
understand the scoping of the intended legacy environment and the implications to the targeted architecture, security 
posture and service requirements.   

9.5.3 Application Hosting 

NGEN’s application hosting service provides a supporting architecture that includes computing, information 
storage, information transport, and core services to allow transition of legacy applications and/or new applications to 
migrate into the enterprise environment.  NGEN will provide the hardware, software, and underlying infrastructure 
to host compliant applications that includes all resident services (DNS, Active Directory (or comparable system), 
Transport, Security, etc). 

9.6 Computing Infrastructure 

NGEN services will be provided in conjunction with the NMCI environment that is reliably supporting DON today.  
This computing infrastructure is a configuration of NOCs, server farms of various sizes and locations, and all 
protected within a robust IA suite.   

9.7 Enterprise Management 

With NGEN Block 1 Increment 1 the DON will work towards transition the existing NMCI services to an ITIL V3 
based enterprise IT Service Management based model.  This alignment to the ITIL v3 framework will enable the 
DON to achieve full integration of all NGEN Service Segment Providers into a jointly interoperable and compliant 
contractual architecture and enterprise management construct.  

 

9.8 Geospatial, Time Standards, Meteorology, and Oceanography 

NGEN will be a global system, providing services and service support to users worldwide, both CONUS and 
OCONUS spanning approximately 14+ different time zones.  User interaction will span time zones and geographic 
locations.  Additionally many end-user services and users will not remain static, often relocating between different 
time zones and CONUS and OCONUS.   
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All NGEN network time services are to be derived from the U.S. Naval Observatory (USNO) to ensure all 
computing resource internal clocks, such as servers, client computers and devices, Windows operating system, 
Microsoft Exchange and Outlook are automatically kept in synchronization.  Cell phone and smart phone device 
time settings, including time zone and daylight savings time, will be provided by respective wireless service 
providers.  All user facing devices (e.g. workstations, printers, PDAs) will normally be configured to display time in 
the local time zone, but can be shifted to GMT or other time zone as designated by operational commanders. All 
other devices such as servers, network switches and routers, will be configured to display time in Greenwich Mean 
Time (GMT). 

The National Oceanic Atmospheric Administration (NOAA) and the U.S. Geological Survey (USGS) are the official 
sources of record for data and information to be used when developing or invoking continuity and disaster recovery 
plans, assessing metrological, oceanographic, land elevation, geographic and geospatial risks, and in determining 
optimal locations for NGEN related facilities and critical systems.   

9.9 Naval Data Links 

NGEN will not interface directly with any tactical naval data links.   

10.0 Interface Requirements 
NGEN Block 1 Increment 1 is primarily an assumption of services of the existing Navy Marine Corps Internet 
(NMCI) and the existing interfaces, which will be operating on 1 October 2010, and will continue under NGEN 
Block 1 Increment 1.  No DoDAF of that architecture is available for release.  NGEN is approving those, which are 
the tools for the definition of all internal and external interfaces and their requirements.  

The planned NGEN Net Ready Key Performance Parameters (NR-KPP) Declaration Document, being developed by 
the NGEN SPAWAR 5.1.7 CAO, provides the additional information necessary to completely understand the 
various interfaces with and within NGEN.  This NR-KPP Declaration Document contains the following: 

• NR-KPP Compliance Statement 

• NCOW RM Version 1.1 Compliance Statement developed by cross-referencing NGEN Net-Centric 
Capabilities with the NCOW RM 

• Mandatory Integrated Architecture Products (NGEN DoDAF Views)  

• GIG Key Interface Profiles (KIPs) Declaration (SS Section 3 repeats this in detail) 

• Information Assurance Compliance Statement 

Data and Exposure Criteria (New NR-KPP requirement from JROCM 010-08, 14 January 2008, not covered in 
CJCSI 6212.01D) 

10.1 External Interfaces 

NGEN Block 1 Increment 1 will continue to provide the external interfaces available to all NMCI users.  Following 
Block 1 Increment 1 NGEN will actively pursue additional external interface development with key DON and DoD 
in accordance with the following approach: 

• An IT-21/NMCI/ONE-NET (INO) IPT will be staffed to develop the needed external interface detail in this 
Family of Systems (FoS).  That data is referenced in Section 1.1 of this SS. 

NGEN supports the development of Functional Baseline Interface Control Documents (FBICDs) which will be 
developed within the INO WIPT.  The following FBICDs are key to ensuring maintenance of the cross program 
information exchange needlines and communication lay-downs necessary to NGEN: 

• NGEN/GIG FBICD  

• NGEN/CANES FBICD 

• NGEN/MCEITS/MCEN FBICD 

• NGEN/ONE-NET FBICD 

These FBICDs provide an ICD foundation for the related programs with NGEN, something necessary for the 
Segment Service Providers to develop their detailed ICDs.  These FBICDs contain the following minimal level of 
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detail which was captured from the SS Appendix B - Key Interface Profiles (KIPs) and the C4I systems, Section 10 
C4I systems: 

• System external interface requirements 

• Interface identification and diagrams 

• Project-unique identifier of interface descriptions 

• System internal interface requirements 

• System internal data requirements 

• Security and privacy requirements 

Information pertaining to interfaces with/within NGEN and specific systems is developed by each Segment Service 
Provider and documented in detailed ICDs. Each ICD contains the specific configuration information pertaining to 
the interfaces, which includes physical connections, all required specifications, standards, capacity, performance, 
and protocols to ensure interoperability with the systems.   

This section is still under development since the DoDAFs information exchange needlines, NGEN Communication 
Lay-Downs, Operational Activity Models, and Operational Activity and/or Capability to NGEN Systems Functions, 
Systems and Services Views are being updated and are required to complete this section.  This will be also part of 
the INO WIPT’s products covered in the discussion above where the external program FBICDs develops the 
requirements. This is a risk area for the SS, primarily due to the DoDAF SVs, AV-1 and TVs definitions, which are 
not approved for release.   

10.2 Interface Identification and Diagrams 

The interface identification and diagrams will be defined in SS Section 6 of the SS accompanying the RFP.  This is a 
risk area for the SS, primarily due to the DoDAF SVs, AV-1 and TVs definitions.  Specific interface documents will 
be provided with the RFP.  General data on interfaces is provided below.   

10.3 Project-unique Identifier of Interface 

Project-Unique Interface Identifiers are still to be assigned as part of the TEMP development effort which needs to 
be updated with the results of this SS and the DoDAF efforts.  When they are assigned, this section and the 
associated sections in this SS will be updated.  This is a risk area for the SS, primarily due to the DoDAF SVs, AV-1 
and TVs definitions.  Interface documents will be made available to service providers.   

10.4 System Internal Interface Requirements 

This section is under development since the DoDAFs information exchange needlines, NGEN Communication Lay-
Downs, Operational Activity Models, and Operational Activity and/or Capability to NGEN Systems Functions, 
Systems and Services Views are being updated and are required to complete this section.  This will also be part of 
the INO WIPT’s products covered in the discussion above where the external program FBICDs develops the 
requirements. This is another risk area for the SS, primarily due to the DoDAF SVs, AV-1 and TVs definitions.  
Interface documents will be made available to service providers.  

10.5 System Internal Data Requirements 

This section is under development since the DoDAFs information exchange needlines, NGEN Communication Lay-
Downs, Operational Activity Models, and Operational Activity and/or Capability to NGEN Systems Functions, 
Systems and Services Views are being updated and are required to complete this section.  This will be also part of 
the INO WIPT’s products covered in the discussion above where the external program FBICDs develops the 
requirements. This is part of the NR-KPP product which is awaiting the DoDAF to be completed, as part of the 
JROCM 010-08 of 14 January 2008 which causes this to be a Risk Area for the SS.  Interface documents will be 
made available to service providers.  

10.6 Security and Privacy Requirements 

Until the complete DoDAF views are available, this section can not be fully developed.  The TV-1 and TV-2 
DoDAF views, obtained from the DoD Information Technology Standards and Profile Registry (DISR) using the 
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other SVs and AVs, which are TBD at this time, are where these requirements are derived from.  Again this is a risk 
area for the SS, primarily due to the DoDAF AV-1 and TVs definitions.  Interface documents will be made available 
to service providers. 

11.0 Electromagnetic Environmental Effects and Spectrum 
Supportability 
This section addresses all aspect of NGEN Electromagnetic Effects and Spectrum Supportability. 

11.1 E3 Control Performance and Verification Parameters 

The wireless capability of NGEN will introduce additional requirements for spectrum supportability and will impose 
Electromagnetic Environmental Effects (E3).  The NGEN Wireless LANs (WLAN) will include RF-emitting 
devices which will operate in the 2.4 GHz Industrial, Scientific, Medical (ISM) and the 5 GHz UNII-1, UNII-2, and 
UNII-3 bands.   The system will be utilized on a non-interfering basis and will be used to transport classified and 
unclassified information.  

The system shall be mutually compatible and operate compatibly in the electromagnetic environment. However, 
NGEN Block 1 Increment 1 offers no real protection against a High-Altitude Electromagnetic Pulse (HEMP) event.  
Use of COTS offers the best mitigation against such event. The PM NGEN intends to utilize Government Off-The-
Shelf (GOTS)/COTS non-developmental items to the fullest extent and will be protected against environmental 
effects by the system or shelter into which it is integrated. 

NGEN equipment will comply with the applicable DoD, Navy, national, and international spectrum management 
policies and regulations and will obtain spectrum certification prior to operational deployment.  DD Form 1494 will 
be submitted to the Military Communications Electronics Board Joint Frequency Panel (MCEBJFP).   
Platform/system/subsystem EMC interface standards are specified in MIL-STD-464A (platform level) and MIL-
STD-461E (equipment and subsystem/system level) for all electromagnetic disciplines.  The requirements for MIL-
STD-464A include those requirements for Hazardous Emissions of Radiation to Ordnance (HERO), Hazardous 
Emission of Radiation to Fuel (HERF), and Hazardous Emission of Radiation to Personnel (HERP).  

11.2 Spectrum Supportability Plan 

PM NGEN, in conjunction with the NetOps community, will ensure that domestic and foreign spectrum issues are 
addressed during RFP development, transition and execution. 

11.3 Frequency Allocation 

There are no new spectrum allocation requirements introduced by NGEN Block 1 Increment 1.   

12.0 Specific System Requirements 
NGEN Block 1 Increment 1 service requirements are defined in Section 2.4 and Appendix A.  NGEN Block 1 
Increment 1 will migrate system requirements present in NMCI to the NGEN service delivery model. 

12.1 NGEN Segmentation Strategy  

The segment strategy being pursued by the DON consists of one or more service providers delivering services in 
accordance with an ITSM process model based on ITIL V3.  For more details regarding the ITSM process model 
based on ITILv3, please refer to Appendix E within this document.   

The following major objectives and assumptions provide the foundation for the strategy: 

• Assume full control of the operations, design and modernization of the NMCI infrastructure, process and 
procedures  

• Develop an acquisition and service delivery strategy that supports an orderly and disciplined transition from the 
existing NMCI service model 
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• Promote competition 

• Each ITSM process will have a Government designated owner and supplier/sourcing agent segment lead role 
assigned.  ITSM processes will be centrally managed and executed while assigning a majority of ITSM process 
implementation tasks to a lead segment.  

• Incorporate a Government controlled and operated and contractor supported model where appropriate and 
where the business and operations case has demonstrated value. 

• The Government will execute positive control of the service operations as described in the NetOps CONOPS 
and ITSM processes.   This control will be metered by Government manning and detailed process development 
and integration. 

• The Government will assume positive control of the infrastructure design and modernization process through 
the implementation of a NGEN Technical Design Agent (TDA).   

12.2 Segment Definitions  

A complete understanding of segment definitions and their capabilities provided in each of the service delivery 
segments and how each segment interacts via the seams is critical to ensuring end-to-end mission capability.  This 
becomes even more important as the USN and USMC pursue the acquisition of services with a mix of Programs of 
Record (PORs) and Government activities.  A full definition of segment service capabilities, technical and ITSM 
interfaces for each segment will enable the USN and USMC to complete their acquisition strategies, develop 
required acquisition documentation (i.e. the service design specification), and to validate all end-to-end service 
elements outlined in service design packages (SDPs).   

The following boundaries potentially exist and are defined for each segment:  

• Physical/Logical boundaries – identify specific physical or logical boundaries that the service provider will 
interface with in the delivery and support of its services, e.g architectural, structural, or geographic. 

• Organizational boundaries – identify specific organizations that the segment service provider will interface with 
in performance of this service segment  

• Process boundaries – identify the primary ITSM processes or process steps that the segment service provider 
supports).  

• Service delivery business rules and inherent management construct for all of the seams (For example, when a 
specific failure occurs who has to make the call on what actions will be taken between two segments?). 

• Communities of Interest (COIs) requirements if applicable must be defined within each service segment. These 
COIs can be defined by elements such as security classification, user base, and operational needs.  Any COI or 
classification differences or customizations must be documented and approved via the appropriate authority and 
documented in the applicable segment definition and associated specification. 

12.3 Desktop and Peripheral Devices (DPD) Segment  

The Desktop and Peripheral Devices (DPD) segment service provider configures, delivers and provides touch labor 
support for NGEN end-user equipment. 

DPD will provide onsite labor resources to install, repair, replace, or perform intermediate maintenance on client 
level hardware; install approved non-gold disk software; perform  move-add-changes, and perform hands-on 
troubleshooting  This segment is not responsible for performing basic user level operations and functions to include 
replacing consumables for peripherals such as printer cartridges. The DPD segment also provides local touch labor 
to provide infrastructure support for all local base devices to include devices such as servers, back up storage, 
recovery, etc. as required. 

12.3.1 Physical Boundaries  

DPD labor services support all NGEN assets located within the confines of the camp, post, station or site to include 
all local maintenance.  The DPD provider will service all non-ship board CONUS and OCONUS NGEN users, 
including ashore embarkables.  Users of hosted applications who do not have NGEN accounts are excluded from 
user support. 

12.3.2 Organizational Boundaries 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
38 

Responsibilities are focused on the delivery and proper functioning of end user devices. However, the DPD provider 
will need to interact with other segment providers when trouble shooting in support of incident management.  For 
example, if a fixed VTC desktop service is not working, the WAN, BAN, LAN, or network operations provider may 
be called in to provide VTC troubleshooting support.  

DPD segment will provide local labor for the execution of move-add-change requests through the request fulfillment 
process. 

DPD segment will provide the key interface to the local NGEN Service Representatives (NSR) to maintain local 
situational awareness and adjust services to accommodate local activities.    

For applications that cannot be installed or upgraded via the electronic software distribution (ESD) system, the DPD 
segment will support deployment utilizing onsite resources via applicable catalog items. 

For new or tech refresh workstation orders the DPD segment service provider will receive notification from the EHS 
segment service provider.  The DPD service provider will then receive new HW/SW onsite, deliver & install the 
workstation and update the configuration and asset management system to reflect removal of old equipment and 
installation of new equipment.  Software installs will be similarly updated. 

12.3.3 Process Boundaries  

Applicable primary ITSM processes: 

• Incident Management (Troubleshooting e.g. level 2/3 desk side support)  

• Asset and Configuration Management (Record initial install, verification and updates of Configuration Items 
(CIs)) 

• Request (Order) Fulfillment Management (Onsite service provider receipt and customer delivery and 
installation) 

• Release and Deployment Management (Support planning and execution of major rollouts) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

• Problem Management (Support for root cause analysis to prevent further occurrence of the issue) 

• Change Management (Support for fixes to identified problems or urgent upgrades) 

12.3.4 Business Rules and Governance  

The following business rules and governance apply: 

• All aspects of local application of services (touch labor) will be provided by this service provider. This 
includes all local network and end user device and services support as well as local application of expertise to 
enterprise services components such as Server Farms. 

• All NGEN Assets will be Government Property and must be managed in accordance with DoD/DON/PM 
NGEN Policy for Asset and Configuration Management Process. 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement. 

• Peripheral devices will be purchased from the NGEN catalog.  All peripheral devices will be certified prior to 
being allowed on the network. 

• User personal devices are out of scope and will not be installed or supported by the DPD segment. 

12.4 LAN Segment  

The Local Area Network (LAN) segment service provider supplies LAN connectivity which integrates all services, 
equipment and solutions required to attain connectivity between Navy and Marine Corps users and devices 
geographically located in the same area (i.e. building or buildings). It provides connectivity to external networks 
through the WAN and or BAN. It provides voice, video and data connections to all required local and base services 
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and networks for administrators and users. There are typically multiple LANs per location which enable end users to 
traverse from their location to the greater network resources via the BAN and/or ultimately the WAN. 

12.4.1 Physical Boundaries  

LAN Services include the point from the wall plug interface for the end device to an access switch or switches 
provided by the LAN/BAN infrastructures or WAN infrastructure in cases where a BAN is not available or the site 
is a Very Small Site Design (VSSD). This network includes all solutions, cabling, and interfaces necessary to 
connect to an end device assigned LAN. 

12.4.2 Organizational Boundaries 

Currently, All USN and USMC Unclassified LANs are managed by the NMCI NOCs and maintained by local base 
operations teams. All USN Classified LANs are managed in the same way. USMC Classified LANs are managed as 
Government Owned and Government Operated in NMCI.  

NGEN LANs will be supported by the Enterprise Services segment provider. The Enterprise Services provider will 
monitor and manage NGEN LANs from NGEN NOC and SOCs.  

The DPD segments provider will provide local situational awareness and touch labor support when requested by the 
Enterprise Services provider. 

The COI and network classification requirements will be provided to this service segment provider.  Data required 
to monitor compliance must be provided to the Governance segment provider as prescribed. 

12.4.3 Process Boundaries  

Applicable primary ITSM processes: 

• Asset & Configuration Management (Validation and Recording Configuration Item (CI) Information for 
System changes, installation and updates) 

• Capacity Management (Provide bandwidth utilization actuals and trending data) 

• Event Management (Responsibility for monitoring network operations, performance & security) 

• Incident Management (Reporting detected Incidents and participating in Incident resolution) 

• Information Security Management (SOC support as needed) 

• Problem Management (Providing data and participating in Problem analysis) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

• Change Management  (Make changes to the environment for needed updates, including those from Incident 
and Problem Management resolution) 

• Release and Deployment Management (Support planning and execution of major rollouts) 

12.4.4 Business Rules and Governance  

The following business rules and governance apply: 

• All NGEN Assets will be Government Property at the end of any anticipated contract and must be managed in 
accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management            

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement. 

12.4.5 Network Topography Diagram 

The NGEN network topology is shown in Figure 12.0-1.  

Figure 12.0-1  NGEN Network Topology 
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12.5 BAN Segment  

The BAN segment service provider provides the specific solutions, administration and support services needed to 
meet the specifications for the NGEN LAN connectivity the greater NGEN Enterprise Networks and Resources via 
the BAN transport capabilities. While there is typically one BAN per location there may be many LANs that must 
enable end users to traverse from their location to the greater network resources via the BAN and ultimately the 
NGEN WAN 

12.5.1 Physical Boundaries  

BANs provide an aggregation point for all LANs at a given site. BAN segment services include the inbound cabling, 
connections, solutions and network from the Outer Router to all of the NGEN routers and switches included in the 
Core and Distribution Layers on a specific NGEN site. Currently this includes inner router, transport boundaries, 
distribution switches and, where applicable, B1s, B2s and B3s. Typically the inbound BAN demarcation point will 
be defined as the distribution switches which connect all required LANs.   

12.5.2 Organizational Boundaries   

Currently, All USN and USMC Unclassified BANs are managed by the NMCI NOCs and maintained by local base 
operations teams. All USN Classified BANs are managed in the same way . In NMCI, USMC Classified BANs are 
managed and operated by the Government.   

NGEN BANs will be supported by the Enterprise Services Segment provider. The Enterprise Services provider will 
monitor and manage NGEN BANs from NGEN NOCs and SOCs.  

DPD segment provider will provide local situational awareness and touch labor support when requested by the 
Enterprise Services provider. 

The COI and network classification requirements will be provided to this service segment provider.  Data required 
to monitor compliance must be provided to the Governance segment provider as prescribed. 

12.5.3 Process Boundaries  

Applicable primary ITSM processes: 
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• Asset & Configuration Management (Validation and Recording CI Information for System changes, 
installation and updates) 

• Capacity Management (Provide bandwidth utilization actuals and trending data) 

• Event Management (Responsibility for monitoring network operations, performance & security) 

• Incident Management (Reporting detected Incidents and participating in Incident resolution) 

• Information Security Management (SOC support as needed) 

• Problem Management (Providing data and participating in Problem analysis) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

• Change Management  (Make changes to the environment for needed updates, including those from Incident 
and Problem Management resolution) 

• Release and Deployment Management (Support planning and execution of major rollouts) 

12.5.4 Business Rules and Governance  

The following business rules and governance apply: 

• All NGEN Assets will be Government Property at the end of any anticipated contract and must be managed in 
accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

 See the NGEN Network Topography in Section 12.4 

12.6 Service Desk Segment 

Operating within the ITSM framework, the service desk provides the first line of support for IT services.  It is the 
single point of contact for end-users who need support.  Without it an organization would face major losses in time 
spent looking for ways to fix issues and get assistance.  The primary objective is to facilitate the restoration of 
normal operational service with minimal business impact on the customer within agreed service levels and NGEN 
organizational priorities using the incident management process.  It also facilitates other forms of support to the 
enterprise such as facilitating requests made through the request fulfillment process. 

To achieve its objectives the service desk can utilize any of the following technologies: 

• Communication technology such as Computer Telephony Integration (CTI) or  

• Voice Over Internet Protocol (VoIP) 

• Interactive Voice Response systems (IVR) 

• E-mail, Fax servers (fax via e-mail or the Internet), Forwarding calls to pagers, mobile phones, laptop 
and palmtop computers 

• Intranet and Internet self-service platforms 

• Knowledge, search and diagnostic tools 

• Automated operations and network management tools 

In addition to providing call center capabilities, the service desk performs the following activities: 

• Receiving calls and providing first-line customer liaison 

• Recording and tracking incidents and complaints 

• Informing Customers of request status and progress 

• Performing initial assessment of requests, attempting to resolve them or referring them to other  

• segments who can, based on agreed service levels 
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• Managing the full lifecycle of incidents and requests, including closure and verification with the 

• customer 

• Communicating planned changes of service levels or outages to customers 

• Coordinating 2nd tier and 3rd tier support efforts 

• Providing management data 

• Highlighting user training and education needs 

12.6.1 Physical Boundaries  

The NGEN service desk is a centralized virtual service desk structure with service desk facilities located in multiple 
geographic locations to provide single point 24/7 user support for Navy and USMC users.  Future NGEN physical 
sites will be based on various factors.  The current three service desks facilities located in Norfolk, VA; Boise, Idaho 
and San Diego, CA, will be transitioned..  There are two service desk facilities for classified support located at Pearl 
Harbor, HI and San Diego, CA.  The NGEN service desk will utilize a single point of contact (e.g. single toll-free 
number, single user-facing web interface, etc.) for reporting incidents and system related issues. 

12.6.2 Organizational Boundaries 

The service desk will interact with all segment service providers in their escalation of Level 2 issues, and the 
Systems Engineering and Integration group for Level 3 incident management resolution and reporting of closed 
trouble tickets.   

Service desks and desktop support teams need to ensure that their services are clearly defined and aligned with 
organizational customer needs.   

The service desk segment provider will process all move-add-changes (MACs) from the ordering system or 
electronic submission forms received.  It will perform some of these changes as they will reside within the 
responsibilities of the service desk.  For example, the service desk will add individual users to NGEN and make 
changes to their personal data (e.g. name, rank or organizational changes).    

The service desk will coordinate with DPD to facilitate on-site repair and maintenance of user equipment and with 
the other supporting service segments for other Level 2 and 3 indicated incidents.  Each service segment will be 
responsible for adhering to well defined incident management procedures through final resolution of an incident.   

The service desk service segment provider will train service (MilDet) personnel who will supplement service Desk 
resources.   

The service desk segment provider will serve as the primary operator of the NGEN configuration management, 
trouble ticket, and request fulfillment systems. 

12.6.3 Process Boundaries  

Applicable primary ITSM processes: 

• Asset & Configuration Management Process (Verification of asset & configuration data and any changes 
recorded) 

• Incident Management Process  

• Problem Management Process (Notification of identified problems and providing supporting incident data.) 

• Request Fulfillment Process  

• Knowledge Management Process  

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

• Change Management  (Make changes to the environment for needed updates, including those from Incident 
and Problem Management resolution) 

• Release and Deployment Management (Support planning and execution of major rollouts) 

12.6.4 Business Rules and Governance  
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The following business rules and governance apply: 

• All NGEN Assets will be Government Property at the end of any anticipated contract and must be managed in 
accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• Resolution of user personal device(s) problems is out of scope 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services.  PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

• The NGEN trouble ticket system will be accessible to all service segments providers and will be the system of 
record for incident tickets and their history.  All data contained within the system of record shall be 
Government property. 

12.6.5 ITIL Based Service Desk  

Figure 12.0-2 shows an ITIL presentation of the ITSM processes associated with Service Desk.    

Figure 12.0-2  ITIL Based Service Desk 

 

12.7 Information Assurance (IA) Segment  

The Information Assurance (IA) segment service provider supplies end-to-end IA network security and information 
assurance services required by policy, the NGEN NetOps and Security oversight activity.   This segment Service 
Delivery designs, deploys and supports all IA capabilities/solutions including computer network defense 
(boundaries, prevention and monitoring solutions), encryption, operational configuration management solutions and 
operational incident/problem management support 

The IA segment provider will provide the resources required to operate the Security Operations Centers (SOCs) to 
monitor all enterprise IA systems.   This segment will implement and enforce security policy through processes and 
tools; determine IA requirements/implementation consistent with DoD Policy, DAA and JTF-GNO directives; 
receive and prepare security update (i.e. patches, IAVA/IAVM) packages for enterprise distribution; conduct 
security audits and report compliance; perform security testing; prepare C&A packages and manage C&A process; 
and control and operate crypto gear as needed. 

12.7.1 Physical/Logical Boundaries  
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Physical boundaries exist between the classified SOC and unclassified NOC.  Additionally, classified services may 
exist in secure operating environments. 

The IA segment touches all elements in the end-to-end service delivery segment from a logical perspective.  The 
desktop elements will contain critical IA software (i.e. Anti-virus), the local networks and associated servers will 
contain intrusion detection and prevention capabilities, and encryption of links (i.e. VPNs, Type 1). 

The IA segment service provider will provide Segment leadership in the implementation of security policies and will 
be required to interact with all segment service providers in design, operations and maintenance activities.  All 
segment providers will need to interact with the IA segment in their designs and deployments as this segment will 
provide segment lead in the technical elements of certification and accreditation, and operating parameters including 
monthly scans for hardware configuration compliance. 

This segment will facilitate the integration of unique requirements (i.e. COI and Network, PACOM, JFCOM and 
other DoD/DON operational) and will work with the TDA to ensure cross-segment solutions are consistent with 
published policies, mitigate any identified risks, and align with the overall NGEN security posture. 

For design, installation and support of classified and unclassified services, the IA segment will coordinate with all 
service segments and the NGEN TDA to ensure compliance with DoD/DON security requirements.  Project teams 
will have to be assembled to develop compliant end-to-end solutions, develop applicable SSAA changes, submit the 
proper documentation to the CA and DAA requesting authorizations to proceed with design, testing, connecting and 
operating as part of their project implementation milestones.   

Design, delivery and administration of IA driven security changes (IAVAs, service packs implementation etc.) to 
workstations, servers, switches and other critical NGEN infrastructure will involve coordination with the 
Applications, BAN/LAN, Servers and Network Operations Centers segment service provider who will push these 
changes. Coordination will also be required with the DPD segment service provider(s) who will manually install 
them when automated pushes fail for individual workstations and servers. 

12.7.2 Process Boundaries  

Applicable primary ITSM processes: 

• Service Design (IA-related services; IA compliance for all) 

• Information Security Management Process (Administration of security policies) 

• Incident Management Process (Security incident support) 

• Access Management Process (User authentication support) 

• Asset & Configuration Management Process (IAVA and other security updates) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

12.7.3 Business Rules and Governance  

The following business rules and governance apply: 

• All NGEN Assets will be Government Property at the end of any anticipated contract and must be managed in 
accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement. 

• All NGEN personnel will have appropriate clearances and levels of access before authorization to perform 
any tasks. 

• Exceptions to IA policy must be approved by NGEN DAA(s). 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 
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12.8 Applications, Servers and Network (ASN) Operations Centers 
Segment   

The ASN segment service provider supports the NGEN service delivery model in terms of providing enterprise 
services including enterprise applications, network administration and operations and essentially all of the NGEN 
enterprise level resources (servers, SANs, data backup facilities, offsite storage, etc.) 

The ASN segment service provider will manage enterprise server farms, including their support of enterprise 
applications such as exchange, print servers, and storage. The ASN segment service provider will monitor network 
operations and transports, coordinate with information assurance elements, execute problem management, monitor 
network performance, manage bandwidth utilization and policy, and implement continuity plans. 

This segment provider will also be prepared to accommodate IA/SOC support personnel at all ASN operations 
locations for the purposes of supporting closely coordinated Security Operations activities upon DON direction.   

12.8.1 Physical Boundaries  

There are currently 5 NOC geographically dispersed locations.  The NOCs and SOCs unclassified and classified 
areas are to be co-located on NGEN.  The ASN segment provider will also support the Application Hosting Facility 
functions, Enterprise IT Centers, and Data Centers. 

12.8.2 Organizational Boundaries 

Applications, Servers, and Network Operations Centers (ASN) will receive direction in the implementation of 
security policies and IA design, operations, and maintenance activities from the Government via its IA segment 
service provider.  The IA segment service provider will also provide or assist with monthly IA compliance scans.  
ASN will provide information to the IA segment provider as requested.  The ASN service provider will allow and 
assist the IA service provider to monitor or scan for IA compliance or malicious behavior.  

ASN will interact with the NETOPS to ensure that the ASN segment is working in the most effective manner to 
facilitate proper operation of NGEN.  ASN may advise NETOPS on methods to enhance network operations and 
NETOPS may direct ASN to implement changes to enhance network operations.  ASN will provide information to 
NETOPS or allow NETOPS access for monitoring purposes. 

ASN will receive technical design and implementation/support direction from the Technical Domain Authority 
(TDA) and the In-Service Engineering Activity (ISEA).  The ASN segment service provider may advise the 
TDA/ISEA on the feasibility and issues associated with directed changes. 

ASN will support the Service Desk to analyze and resolve any Incident involving ASN services, including 
participating on cross-segment Incident resolution teams. 

ASN will work with DPD and the LAN and BAN segments to establish procedures for the installation, maintenance 
and troubleshooting of all end-user and network equipment. 

ASN will work with the WAN segment to ensure reliability of access to the NGEN intranet and 
NIPRNET/SIPRNET circuits for the effective provision of ASN services.  

12.8.3 Process Boundaries 

Applicable primary ITSM processes: 

• Access Management (Directory Service administration) 

• Asset & Configuration Management (Validation and Recording CI Information for System changes, 
installation and updates) 

• Capacity Management (Provide bandwidth utilization actuals and trending data) 

• Event Management (Responsibility for monitoring network operations, performance & security) 

• Incident Management (Reporting detected Incidents and participating in Incident resolution) 

• Information Security Management (SOC support as needed) 

• Problem Management (Providing data and participating in Problem analysis) 
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• Release & Deployment Management (Support Release & Deployment events as needed) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

12.8.4 Business Rules and Governance  

The following business rules and governance apply: 

• All NGEN Assets will be Government Property at the completion of any anticipated contract and must be 
managed in accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

• COI and Network Classification requirements will be provided to this Service Segment provider 

12.9 Enterprise Hardware and Software Procurement (EHS) Segment 

The Enterprise Hardware and Software Procurement (EHS) segment service provider is responsible to procure all 
end-use enterprise hardware and software. Enterprise hardware will include all desktops, laptops, peripherals (i.e. 
PDAs, printers, external storage) VTC equipment, Mobile devices, and other specified items. 

Software purchases will include enterprise software licenses for standard applications that are to be installed at all 
seats, such as operating systems, productivity suites, and security applications.  Examples of these applications 
include messaging, documentation management, Adobe Professional, Microsoft Project and Visio, anti-spam, 
Websense, etc.  These procurements will leverage the DON Enterprise Software Initiative. 

This segment is responsible for the procurement of both the hardware and software, but will not be responsible for 
receipt, staging or warehousing hardware and software for site implementation.  The DPD segment will be the 
targeted activity to receive, integrate, and deploy the assets.   The asset management process is initiated at time of 
order.  Decommissioned hardware and software will be managed by DPD segment. 

12.9.1 Physical/Logical Boundaries  

The EHS Segment touches all elements of the NGEN service delivery framework and therefore does not have 
distinct physical and/or logical boundaries. All NGEN end-user and geographic locations will be supported by this 
segment. There will be physical locations within the DoD facilities network where this service provider will provide 
its services in terms of receiving, packaging, shipping and staging. 

12.9.2 Organizational Boundaries 

The EHS Segment is expected to interface primarily with the Desktop and Peripheral Device (DPD) segment, 
Government oversight agencies, PM NGEN (financial, ordering, service catalog), NGEN Technical and Operations 
Management (asset, Incident and configuration management), and logistics interface with both the Government 
logistics management as well as vendor-provided warranty integration.   

12.9.3 Process Boundaries 

Applicable primary ITSM processes: 

• Change Management (Provide original End-user equipment configurations) 

• Asset and Configuration Management (Provided original Asset designation) 

• Incident and Problem (Provide equipment Warranty Support) 

• Catalog Management (Deliver available HW/SW description, elements, configurations) 

• Request (Order) Fulfillment (Provide for Processing orders) 
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• Financial Management (Integration with Government Ordering and Invoicing System) 

• Supplier Management (Integration and Links to other vendors) 

• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

• Procurement Contracting with DON Legal, Financial and Leadership processes 

• SE&I to validate solution specifications and changes in offerings, end of life, etc. 

• PM NGEN will ensure that all required documentation is included in acquisitions (i.e. IP, etc.) and 
implementation of any policy related to available configurations. 

12.9.4 Business Rules and Governance  

The following business rules and governance apply: 

• EHS will comply and integrate with all Government directed process and tools 

• All NGEN assets will be Government Property at the completion of any anticipated contract and must be 
managed in accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• When a product reaches end of life, the SE&I organization must specify if the replacement model offered by 
the vendor is authorized 

12.10  WAN Segment  

The WAN segment service provider (DISA, Navy and Marine Corps circuit management offices) provides the 
specific solutions, administration and support services needed to meet the specifications for the NGEN users’ 
connectivity to connect from their user device’s LAN either directly, or via a BAN to the greater NGEN Resources 
via the NGEN WAN transport capabilities.  

The WAN connectivity will integrate all services, equipment and solutions required to attain WAN connectivity 
between geographically separated Navy and Marine Corps users/devices. It provides connectivity to external 
networks that include but are not be limited to: Non-Secure IP Router Network (NIPRNET), Secure IP Router 
Network (SIPRNET), Defense Research Engineering Network (DREN), Defense Switched Network (DSN), Public 
Switched Telephone Network (PSTN), and the Internet. The NMCI ICD provides the interface requirements 
applicable for WAN connectivity. The WAN solution shall incorporate the Government-Service Provider agreement 
for DISA connectivity.  In addition, WAN Services will perform boundary provisions for COIs such as CANES/IT-
21, ONE-NET, MCEN, etc.  

12.10.1 Physical Boundaries  

Physical boundaries are illustrated in the network topology diagram provided in Figure 12.0-1. 

12.10.2 Organizational Boundaries 

NGEN will transition from this current WAN services model to a Government  controlled WAN service 
provisioning model with the following organizations performing the functions previously managed by the NMCI 
service provider: 

• NGEN interface w/ DISA for Navy WAN provisioning 

• NGEN coordinate w/ USMC MARCORSYSCOM/MCNOSC for USMC WAN provisioning 

12.10.3 Process Boundaries 

Applicable primary ITSM processes: 

• Event Management (Responsibility for monitoring WAN availability and capacity, and reporting planned and 
unplanned outages). 

• Incident Management (Reporting detected Incidents and participating in Incident resolution) 

• Information Security Management (Communicate security policies and participate in security compliance and 
risk mitigation activities). 
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• Service Level Management (Reporting on service level adherence and any breach of relevant service level 
agreement.) 

12.10.4 Business Rules and Governance  

The following business rules and governance apply: 

• All NGEN contractor provided equipment and assets will be Government Property at the completion of any 
anticipated contract and must be managed in accordance with DoD/DON/PM NGEN Policy for Asset and 
Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

See the NGEN Network Topography in Section 12.4.5 

12.11  Government Retained Functions 

NGEN governance structure will provide the specific strategic and tactical oversight required for the effective 
management of Enterprise resources and requirements as well as the expertise to assess the impact of proposed 
changes to the NGEN services model from the DON warfighter perspective.  The governance structure will 
additionally support the NGEN service delivery model in terms of providing timely assessment and mitigation of 
both operational and technical risks in order to ensure that NGEN services are maintained as current and capable as 
possible within risk guidance provided by the DoD and DON. The ITIL V3 framework will serve as the foundation 
of a governance structure that will facilitate the acquisition, technical, and operator communities’ ability to achieve 
the desired levels of operational and design control while balancing and aligning Enterprise driven technical 
discipline and resource management.  

Figure 12.0-3 shows key organizations, roles and functions which make up the NGEN governance construct.  

Figure 12.0-3  DON NGEN Governance Schema 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
49 

Function Roles Organizations
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DON CIO

Budget Planning and guidance, N8 
Reviews and P&R Reviews
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Management PM NGEN

Operations

Network Operations; Operating Authority; 
NetOps Policy; IA/CND Operations; Train, 
Staff, Equip; Operational Tasking; and 
Circuit Management

NNWC / MCNOSC

Enterprise Compliance:  
Assures adherence to 

acquisition, statutory and 

regulatory requirements.

Enterprise Governance:  

Sets strategies and 

monitors performance 
against the strategy.  

Promotes enterprise 
fairness, mandates 

transaction transparency, 
and holds stakeholders 

accountable

IT Compliance:  

Assures the design 
and operability of IT 

policies, processes 

and key controls.

IT Governance:  

Establishes IT 

Policy, standards 
and principles and 

assures alignment 
of IT strategy to 

enterprise 
business strategy

SE&I

&

NETOPS  

 

12.11.0.1 Physical Boundaries 

There are no physical boundaries for this segment service provider. 

12.11.0.2 Organizational Boundaries 

Figure 12.0-3 shows NGEN’s key Governance organizations, roles and functions which make up the NGEN 
governance construct.  

12.11.0.3 Process Boundaries 

Applicable primary ITSM processes: 

• Operating Segment level supporting ITIL processes to the NGEN over-arching processes  

• Providing the DON formal approval for designs and changes and contributions from other Segment Service 
Providers deliverables in support of SSAA,  Certification and Accreditation of (C&A) packages for new 
services, in support of all IATT, IATC, IATO approvals for implementations or operations by segment 
service providers 

• Governance will have overall responsibility the NGEN program’s service providers’ adherence to standards 
and business rules   

12.11.0.4 Business Rules 

The following business rules apply: 

• DON and NGEN USN & USMC DAA policy will shape the design and architecture of new or changes to 
existing services / capabilities 

• All NGEN Assets will be Government Property at the completion of any anticipated contract and must be 
managed in accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 
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• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

12.11.1 Systems Engineering and Integration (SE&I) Segment 

The PM NGEN will provide management and oversight of all Systems Engineering and Integration (SE&I) related 
functions and activities to include design control, Service Coordination, Total Life Cycle Systems Management 
(TLCSM) and Integrated Logistics Support (ILS).  Under the SE&I function, the PM NGEN will deliver NGEN IT 
solutions from requirements approval, through development and integration of the specific solutions into the NGEN 
Model. The PM will additionally support the NGEN service delivery model by providing enterprise SE&I support 
services for enterprise applications, network administration and all aspects of Service Operations. 

A DON Technical Design Agent (TDA) will be established to work on behalf of PM NGEN to provide oversight 
and approval of NGEN design efforts. The TDA will serve as the technical validation point for all NGEN IT 
Solutions.   

A DON In-Service Support Agent will be established to work on behalf of PM NGEN and in conjunction with 
NetOps organizations to ensure effective continuity of services by providing TLCSM and ILS support. 

The TDA will provide oversight of enterprise services, engineering documents (System Engineering Plan, System 
Development Specification Plans, etc.) and approval of associated hardware.  It will provide the design engineering, 
and implementation of enterprise services and collaboration tools, such as NEP, NCES content discovery and SOA 
foundational tools.  

As part of its integration and overall technical architectural responsibilities the TDA will translate functional and 
technical requirements into RFP in support of achieving approved operational capabilities during the NGEN contract 
life. 

The In-Service Support Agent will have overall responsibility for supporting the execution of enterprise services in 
addition to the management of changes to these services. Service Catalog Management, Change Management and 
Configuration Management processes along with other ITIL processes, will provide the foundation for SE&I 
oversight.  

Under the SE&I function, the PM NGEN will establish and assume responsibility for the ITSM Center of 
Excellence (CoE), its oversight and the effective management of system level and overarching operational IT 
processes using ITIL V3 as a framework. 

PM NGEN SE&I functions include but are not limited to: 

• Architectural and Design Direction/Approval  

• Design and Engineering Control  

• Systems Integration Management and Oversight 

• In-Service Engineering 

• Integrated Logistics Support 

• Service Coordination Management and Oversight 

• ITIL v3.0 Process Development and Implementation 

12.11.1.1 Physical Boundaries  

There are no physical boundaries for this segment service provider. 

12.11.1.2 Organizational Boundaries 

PM NGEN will ensure that all SE&I activities are coordinated with Contracts, Transition, NetOps and all NGEN 
Service Providers to ensure successful program transition from NMCI to NGEN.  
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SE&I will provide review inputs to the Business Enterprise Architecture Compliance Assessment, the Training 
Systems Plan, the Acquisition Logistics Support Plan, the Independent Logistics Assessment and Certification Plan 
and various others.  It will coordinate with the Integrated Logistics Support (ILS) Training Team to define / refine 
training needs for the environment as the environment changes. 

COI and Network Classification requirements will be provided to this Service Segment. 

12.11.1.3 Process Boundaries  

Applicable primary ITSM processes: 

• Operating Segment level supporting ITIL processes to the NGEN over-arching processes  

• Creating and/or assembling and validating data and contributions from other Segment Service Providers 
deliverables in support of SSAA,  Certification and Accreditation of (C&A) packages for new services, all 
IATT, IATC, IATO approvals for implementations or operations by segment service providers 

• SE&I will have overall responsibility for the engineering, integration and execution of enterprise services 
solutions and managing changes to these services through the NGEN Service Catalog, Change and 
Configuration Management processes, which with other ITIL processes, will provide the process structure for 
SE&I’s oversight.  

• SE&I will also be the manager of synergy with other programs of record for the purposes of leveraging 
solutions, managing enterprise interoperability and other cross-domain, cross-service segment provider and 
cross-service technical leadership and architectural compliance and adjustment. 

12.11.1.4 Business Rules and Governance  

The following business rules and governance apply: 

• DON and NGEN USN & USMC DAA policy will shape the design and architecture of new or changes to 
existing services / capabilities 

• All NGEN Assets will be Government Property at the completion of any anticipated contract and must be 
managed in accordance with DoD/DON/PM NGEN Policy for Asset and Configuration Management 

• All service providers will be required to deliver all Intellectual Property (computer software, technical data, 
etc.) that is developed through the delivery of this provider’s services.  The Intellectual Property must de 
delivered with licenses that allow the Government to use and distribute the Intellectual Property in any 
manner and for any purpose whatsoever, including reprocurement 

• All COI specific and network classification specific business rules apply in terms of provisioning this 
segment’s services. PM NGEN will provide specifications of COI requirements to all NGEN Service 
Providers. 

12.11.2 NetOps (Networks Operations) Segment  

The NetOps (Networks Operations) segment service provider operates the NGEN enterprise network and monitors 
its availability to deliver safe reliable services to the warfighter. This operational oversight provides direct 
Government control and leadership situational awareness of the NGEN enterprise and addresses all threats to that 
reliable operation. NetOps includes the operational oversight of information assurance, enterprise network 
management, and Information dissemination management. 

12.11.2.1 Physical Boundaries  

The physical boundaries for NGEN Block 1 Increment 1 will be identical to NMCI.     

12.11.2.2 Organizational Boundaries 

Figures 12.0-4 and 12.0-5 depict the NetOps organizational charts for the USN and USMC. Additional information 
regarding roles and responsibilities can be found in the NetOps CONOPS.   
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Figure 12.0-4  USN NetOps Construct From NetOps CONOPS 

 

 

Figure 12.0-5  USMC NetOps Construct From NetOps CONOPS 
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12.11.2.3 Process Boundaries  

See the NetOps CONOPS. 

12.11.2.4 Business Rules and Governance  

See the NetOps CONOPS. 

All COI specific and network classification specific business rules apply in terms of provisioning of this segment’s 
services.  PM NGEN will provide specifications of COI requirements to all NGEN Service Providers.  

13.0 Physical Characteristics  
NGEN Block 1 will be transitioning NMCI Services to the NGEN Service Delivery model but the physical 
characteristics are expected to remain constant with the footprint of NMCI. As part of the transition, PM NGEN may 
elect to transition those NMCI services provided using the physical premises of the primary NMCI Service provider 
to a DON owned location as part of that transition. Such migrations are not required and do not represent a 
significant change to the physical characteristics of NGEN. 

14.0 Environmental Conditions  
NGEN Block 1 Increment 1 provides for the provisioning of shore based/garrison based IT services for Navy and 
USMC users. There are no program specifications that call for the addition or modification of any of the current 
NMCI services that would change the existing NMCI internal and external environmental conditions that have 
complied with all federal, state and local environmental standards for construction, operations, and disposal since 
2001.  

None of the normal shipboard environmental standards apply to this program. 
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15.0 Design and Construction  
The PM NGEN sought industry feedback on segmentation approaches/strategies.   

It is anticipated that the hardware and software acquired for NGEN Block 1 Increment 1 will be COTS products.  To 
support NGEN Block 1 Increment I, no hardware design is required. 

NGEN requirements for facilities (i.e. functional requirements, capacity requirements, location, etc.) will be driven 
by the network design, system deployment concepts and logistics support approaches.  Facilities required to support 
NGEN Increment 1 will be based on the current NMCI infrastructure.    Current NMCI facilities are located on 
military installations with the exception of the Application Hosting Facility in Tulsa, OK ; the Service Desk support 
facilities in Boise, ID and San Diego, CA and the Test Facilities in San Diego, CA.   

15.1 Human Factors Engineering 

From a Human Factors Engineering perspective, NGEN will optimize the human/machine interface and cognitive 
engineering over the life of the program.  COTS products procured will minimize or eliminate system characteristics 
that require excessive cognitive, physical, and sensory skills; entail extensive training or workload intensive tasks; 
result in mission-critical errors; or produce safety or health hazards.   

When the User Interface (UI) development is required, efforts will conform to American Society for Testing and 
Materials (ASTM) F-1337-91, MIL STD 1472F, MIL-HDBK-46855A, ISO 13407, and ISO TR 16982.   

Employing best practices, the UI will be readable and have a common look and feel, supporting rapid response with 
simple sets of actions and choices.  The UI may employ just-in-time knowledge management (e.g., reach-back, on-
line help, web search, etc.), job aids, decision-support tools, and intelligent automation to reduce human workload 
and optimize performance. 

Detailed information regarding HFE requirements will be found in NGEN HSIP. 

16.0 Nameplates and Product Marking Packaging 
Requirements 
Under the NGEN program the equipment assets will be Government property and marked in accordance with the 
following directives: 

• MIL-STD-196E Joint Electronics Type Designation System 

• DoDI 8320.04 Item Unique Identification (IUID) Standards for Tangible Personal Property 

• Defense Federal Acquisition Regulation Supplement (DFARS) Subpart 211.274 

• MIL-STD-130N, Identification Marking of US Military Equipment 

The NGEN program will require all Government owned equipment or equipment meeting the criteria based on the 
above directives be marked with Item Unique Identification (IUID) and proper nomenclature labeling.   

16.1 Unique Item Identification 

DoD UID permanently identifies an individual item.  The marked item is then distinct from all other individual 
items that the DoD buys or owns.  With UID, the DoD can associate valuable business intelligence to an item 
throughout its life cycle.  The UID system accurately captures and maintains data for valuation and tracking of 
items.  The following policies define the criteria and requirement for Item UID. 

• Defense Federal Acquisition Regulation Supplement (DFARS) Rule 211.274 Titled “Item Identification and 
Validation” and MIL-STD-130N 

• Under Secretary of Defense (Acquisition, Technology, and Logistics) Memorandum dated July 29, 2003 
contains the basic UID requirements and makes UID a mandatory requirement for all solicitations issued on 
or after 1 January 2004 by the Department. 
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The DoD UID program places a minimum set of globally unique and unambiguous data markings on each identified 
item.  The robust system ensures data integrity throughout the life of the item, and supports multi-faceted business 
applications and users. 

Equipment procurement under the NGEN Increment 1 will be affixed with UID based on a construct format defined 
by the Program office.  The ISEA will assess equipment returned for depot repair to determine the assignment of a 
Virtual UID.  Any equipment procured will need to include the Intellectual Property needed for depot repairs.    Any 
Intellectual Property that is licensed from the NMCI contract will be managed initially by the NMCI asset control 
number. 

16.2 Equipment Nomenclature 

The contractor will be required to prepare and submit a completed DD Form 61 for qualifying hardware to the 
NGEN ISEA for forwarding to the appropriate Departmental Control Point.  After approval, contractors will affix a 
nameplate with appropriate equipment identification to the NGEN assets utilizing the procedures identified in the 
Joint Electronics Type Designation Automated System (JETDAS), MIL-STD-196E and MIL-DTL-18307H.  
Contractors will submit the Identification Plate Drawings for approval in accordance with MIL-P-15024/5. 

16.3 Packaging, Handling, Storage, & Transportation (PHS&T) 

NGEN PHS&T requirements will utilize “best commercial practices” and be developed in accordance with NGEN 
PHS&T Plan and MIL-STD-2073-1E Standard Practice for military packaging. 

The service provider shall deliver NGEN equipment or spares utilizing the “best commercial practices”.  The service 
provider is responsible for maintaining a Department of Transportation (DoT) approved battery shipping container 
configuration.  Contractors will identify specific PHS&T requirements for NGEN hardware to ensure safe transport 
in accordance with MIL-STD-129P Military Marking for Shipment & Storage. 

16.3.1 Automated Information Technology (AIT) 

NGEN hardware will be marked with an identification number to track and monitor the configuration item.  Initially, 
the equipment will be identified with the current NMCI asset identification number.  For new equipment purchased, 
UID policy will be applicable.  Automatic Identification Technology (AIT) to include bar coding, radio frequency, 
and memory button technology will be considered for future increment upgrades.  The PM will communicate with 
the TDA and ISEA to determine the benefit and cost effectiveness of applying machine-readable data for monitoring 
equipment in an automated information system (AIS), thereby enhancing the readiness of the warfighter, with 
improved knowledge of their equipment, personnel and capabilities in support of their respective mission. 

17.0 Safety Requirements  
NGEN Block 1 Increment 1 will require equipment operation and handling safety in accordance with MIL-STD-
882D DoD Standard Practices for System Safety and OPNAVINST 5100.24B Navy System Safety Program Policy. 
Detailed safety requirements can be found summarized in the NGEN Programmatic Environmental, Safety, and 
Health Evaluation (PESHE). 

18.0 Maintenance  
Consistent with the acquisition of COTS products to meet NGEN objectives, PM NGEN will develop and maintain 
a maintenance concept which encompasses a combination of commercial and traditional support practices.  The 
contractor will be responsible for touch labor and maintaining the maintenance/repair of end user hardware, LAN, 
BAN, WAN and equipment in the data centers.  Maintenance actions will be initiated by Incident Reports and 
coordinated through the Service Desk.  The contractor will develop a preventive maintenance program for the 
hardware located at the data center. The ISEA will work closely with the service provider to maintain a history of 
maintenance actions.    

19.0 Manpower, Personnel, and Training  
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19.1 Manpower 

The Manpower approach for the NGEN Program will support a shift in Government responsibility and identify the 
operational and maintenance tasks required for deployment in the operational environments for which the NGEN 
system will be deployed.  This shift in roles and responsibilities will require military billets (officer and enlisted) be 
included in the NGEN organizational structure.  Additionally, a plus-up of government staff will be required to 
support network operations and IT service management tasks.  Finally, additional direct support contractors will be 
required to ensure the overall readiness of NGEN.  A portion of the NGEN workforce will remain as contractor 
support.  However, this workforce will need to be trained, certified, tracked and fully integrated into the total NGEN 
workforce. 

In addition to a Preliminary Manpower Analysis the program manager’s Manpower Estimate (ME) will be 
developed to meet acquisition milestones based on the projected system administration, service management, and 
maintenance workload for NGEN.  The ME will also pull from the Responsible, Accountable, Consulted, and 
Informed (RACI) analysis to describe the interrelationships between Network Operations and IT Service 
Management (ITSM) business processes, governance information, applications and underlying infrastructure for the 
NGEN enterprise, and provide best practices for workforce purchase, design and deployment. 

The above outlines a significant change in manning approach for the DON.  Unlike NMCI, NGEN will be a 
Government controlled and operated and contractor supported network.  NGEN will require a competency aligned 
workforce in place to operate and defend the network with military staff (active and reserve), government staff, and 
contract personnel across all organizations.  This will include the ability to ensure operations during contingency 
and/or catastrophe.  

19.2 Personnel 

In NGEN’s complex and demanding IT environment, proactive recruiting is required to ensure success of an 
organization’s long term staffing needs. Key NGEN management teams need to recognize recruiting, staffing, and 
billet phasing as critical task actions.  Recognizing recruiting, staffing, and billet phasing as critical task actions 
means that when key milestones for hiring are developed, they should be added to program planning efforts (i.e., 
IMS, POA&M, etc).   This hiring strategy will be based on the PM NGEN/DON CIO (DON Deputy CIO Marine 
Corps and/or DON Deputy CIO Navy) preliminary manpower estimate initially and the ME as the program matures.  

The first step to efficient and effective recruiting is the development of strong communication channels from each 
operational division/agent to the recruiting teams. This interaction is critical for external staff recruitment and for 
military billet phasing and realignment.  Staffing for NGEN IT functional requirements will require outreach to 
targeted candidate markets, through well-tested channels, as well as through internal staffing organizations.  

Attracting, transferring and retaining viable Navy and military staff will require an outreach effort that is a departure 
from the NMCI staffing model.   NGEN managers and senior officers must attract staff who support NGEN’s 
enterprise architecture and must work to provide top notch information, responsiveness, and continuous innovation 
to the warfighter. 

19.3 Training 

The NGEN Navy Training System Plans (NTSP) and Marine Corps TSP will provide details on the skill levels, duty 
cycles and training needs for using and maintaining NGEN hardware and software.  Training developed by a service 
provider will be coordinated and approved by the Government to align with current DON, USMC, NETC, TECOM 
guidance and curriculum development to meet our operational and mission needs.  Training developed as E-learning 
will be developed to integrate into the current USN and USMC Learning Content Management Systems (LCMS) to 
track and map training into the Electronic Training Jackets (ETJ).  Training requirements for the NGEN Service 
Representative (NSRs) will also be defined in the NTSP. 

NGEN will provide training to support the end users, system administrators, network operators and NGEN Service 
Representatives as part of the network operations team.  NGEN will also support an equivalent of the current NMCI 
IT Military Detachment (MilDet).  This will provide a source of trained military personnel for the NGEN Program. 

20.0 System Quality Factors                                                
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20.1 Functionality 

NGEN functionality is provided through the NetOps pillars of Information Assurance (Confidentiality, Integrity, and 
Availability), Enterprise Network Management, and Information Dissemination Management.  PM NGEN remains 
engaged with the NetOps community via appropriate governance interfaces.  NGEN delineates functionality in KPP-
3 as System Performance. (See Appendix A) 

20.2 Reliability 

Hardware reliability will be based on how well the network and user stations stay up in an operational environment 
over a period of time without any failures.  Since both touch labor and network maintenance support is planned to be 
outsourced, monitoring reliability will be determined by the service provider reported failure data.  The NGEN 
ISEA will analyze this data and provide a correlation between predicted versus actual performance reliability.  The 
measurements of reliability will be IAW MIL-HDBK 502 and compared with KPPs-1 & 4. (See Appendix A) 

20.3 Maintainability 

Maintainability requirements address the ease and efficiency with which servicing and preventive and corrective 
maintenance can be conducted; i.e., the ability of a system to be repaired and restored to service when maintenance 
is conducted by personnel of specified skill levels and prescribed procedures and resources.  NGEN seats will be 
maintained by a service provider who will provide the proper skill sets for Touch Labor services.  Accessibility to 
NGEN seats does not pose a maintainability concern.  Service providers will also maintain the data center 
equipment.  The layout of the facilities infrastructure should consider accessibility to equipment to support 
maintainability.  NGEN maintainability analyses will be performed on hardware as required.  NGEN will have a 
Maintenance Plan that defines the maintenance concept and levels.   

20.4 Availability 

Availability is a function of the ability of the system to perform without failure (reliability) and to be quickly 
restored to service (a function of both maintainability and the level and accessibility of support resources).  As 
described in the NetOps CONOPS and Appendix A of this document, service availability is a key theme throughout 
the delivery of NGEN services.  The approach from the macro scale is via day-to-day NetOps execution, while the 
micro scale is via technically derived parameters and subsequent SLA and OLA measurements.  The measurements 
of Operational Availability (Ao) will be IAW MIL-HDBK 502 and compared with KPPs-1 & 4. (See Appendix A)  
KPPs-1 & 4 are expressed in terms of Systems Availability and Network Availability. 

20.5 Flexibility 

Through investment in commercially available Transmission Control Protocol/ Internet Protocol (TCP/IP) standards 
and engineering of redundancy, NGEN provides flexibility in multiple aspects of the program.  The proposed 
service segment providers leverage a range of COTS technology to provide common, standards-based services.  
Through improved governance and oversight, PM NGEN enables enhanced speed-of-delivery for new technology 
insertion.  Additionally the NGEN Diminishing Manufacturing Sources and Material Shortages (DMSMS) Plan will 
specify obsolete items be replaced with like functionality. 

20.6 Portability of Software 

PM NGEN employs standards based software delivery through the repeatable ITSM approach of change and 
configuration management.  With the emphasis on COTS technology, PM NGEN ensures portability and scalability 
throughout the enterprise and across other programs of record as required. 

20.7 Reusability 

PM NGEN ensures that both technology and processes are reusable through industry standards and best practices 
based approaches to IT service delivery.  This commonality continues to be an underlying theme of NGEN’s service 
delivery model. 
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20.8 Testability 

The NGEN draft TEMP documents the approach to naval and joint testing within NGEN.  The ITIL V3 validation 
and testing process in the service transition phase applies a repeatable process to test services prior to service 
delivery.  The SE&I segment addresses testing as a service for NGEN. Service items in Appendix A address testing 
as a service for NGEN 

20.9 Usability 

By focusing on industry standards, NGEN delivers services with familiar interfaces and robust integration.  The 
ability to cross platforms (e.g. desktops, laptops, handhelds, mobile, thin client, etc.) enhances the end users’ 
experience across the enterprise.  The common “backside” equipment across service providers enables this user 
experience without hampering service maintenance within the providers’ environment. The NGEN Human System 
Integration Plan (HSIP) will define the human integration aspect of usability and maintainability. 

21.0 Design and Construction Constraints  
Since most of the equipment procurements will be COTS, the design is stable.  NGEN services will be commercially 
available, and the processes to implement enterprise services are well-established.  The risk introduced by any 
“ramp up” requirements of industry design and construction will be minimal. 

In order to facilitate a seamless transition, NGEN IT infrastructure facilities/space requirements that are  beyond 
what DON transitions from NMCI will be satisfied by the use of existing DON IT programs’ facilities/space.  

No new Military Construction (MILCON) projects will be feasible during NGEN Block 1 Increment 1 due to the 
approximate five-year lead-time requirement. 

22.0 Personnel Related Requirements  
See Section 19.2. 

23.0 Training Related Requirements  
All specific training-related requirements can be found in the NTSP.   For additional information see Section 19.3. 

24.0 Logistics Related Requirements 
This section addresses top-level Logistics support requirements.  More detailed life cycle support information is 
contained in the primary program logistics support document, the NGEN ALSP. 

The overall logistics supportability strategy can be based on one of the following potential scenarios. 

• The Government will own all of the hardware: With Government ownership, NGEN material ownership 
requirements will apply.  NGEN will need to track, stow, and maintain equipment no matter where it is stored 
or who performs the touch labor (which may be outsourced).  NGEN will have to establish the CM baseline, 
and keep up-to-date records of equipment location and status information.  NGEN will designate the ISEA as 
responsible for CM, as well as a DMSMS program. 

• The contractor will own all of the hardware, but turn it over to the Government at the end of the contract: In 
this scenario, the contractor will procure hardware and establish proper tracking, storage and maintenance.  
DMSMS practices will be in place.  Accurate and up-to-date CM records will be required so that a complete 
inventory will be provided when turned over to the Government.  The Government will ask for a baseline of 
the equipment in the beginning, and periodically throughout the contract to ensure a high level of inventory 
accuracy at turnover. 

• The Government will buy the hardware and turn it over to the contractor; the Government has user rights:  If 
the Government buys hardware and provides it as Government Furnished Equipment (GFE), the Government 
will be responsible for equipment and system hardware performance upon delivery.  NGEN material 
ownership requirements will apply.  The Government will need to ensure the contractor establishes proper 
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tracking, storage and maintenance procedures.  The Government will also have to get periodic reporting from 
the contractor, and the Government will be responsible for the material condition of the hardware at the end 
of the contract. 

The assumption used to support the NGEN logistic approach was that Government will have ownership of the 
hardware.  This is all dependent on the final decision of the Transition team. 

24.1 Acquisition Logistics Planning and Management 

The PM NGEN will assign day-to-day operational logistics management to ISEA Logistics Element Managers 
(LEMs) who will be responsible for overseeing and monitoring their assigned functional area and delivering 
logistics products based on operational program requirements.   

In order to execute a sound and flexible support strategy, NGEN will need to dictate the use of common support 
tools and processes.  One of the major components will be the use of ITIL V3 concepts and techniques as they apply 
to IT infrastructure, development, and operations.  The tenets of ITIL V3 as they apply to logistics support planning 
and execution will be incorporated into the ALSP and ULSS, as appropriate. 

Traditionally, a ULSS would be developed and provided to the users to identify overall logistics support for a 
system.  NGEN will explore different alternatives to provide user support.  Some of these alternatives are a tailored 
ULSS, a NGEN Desktop Guide, or a knowledge management web site. During ULSS development, end-user 
organizations will be afforded the opportunity to review and comment on the ULSS.  A separate ULSS may be 
required for each operating site.  An approved ULSS shall be available to the site 90 days prior to operational use of 
the equipment at that site.   

The ALSP and ULSS will be the primary plans and guides to manage support of the NGEN program.  These 
documents are owned by the PM NGEN, who is responsible for updating them throughout the life cycle.  The ALSP 
is a management document addressing the requirements associated with designation as a MAIS Acquisition 
Category (ACAT) IAM program, and will address the Block 1 Increment 1 capability.   It captures acquisition life 
cycle milestones, direction, organization, and schedules for providing life cycle logistics support to the NGEN 
program.  It also captures, in more detail, the Government’s responsibilities for planning and managing the logistics 
support program, including the management approach, decisions, and plans associated with each ILS element.  This 
document is organized and developed in accordance with Department of Defense Directive (DoDD) 5000.1, 
Department of Defense Instruction (DoDI) 5000.2, and Space and Naval Warfare Instructions (SPAWARINSTs).   

24.2 Performance Based Logistics (PBL) 

Performance Based Logistics (PBL) is mandated by DoD as the preferred acquisition strategy.  The NGEN 
acquisition approach anticipates employing the use of performance based contracts to provide the touch labor and 
service desk support.  This approach is designed to optimize readiness while minimizing cost associated with its 
logistics footprint.  PM NGEN and the logistics team will participate in the Business Case Analysis (BCA) efforts to 
determine appropriate PBL approaches that support overall NGEN KPPs.  The goal will be to meet the best value 
solution, whether support is provided by “organic” or commercial support entities.  Product Support Integrator(s) 
(PSI) will be identified via formal means (e.g., contract, Memorandum of Agreement (MOA), Memorandum of 
Understanding (MOU) and entrusted with integrating all sources of support. 

It is the intention of PM NGEN to establish either Operational Level Agreements (OLAs) or Performance Based 
Agreements (PBAs) between participating contractors and/or organic organizations when practical. These 
agreements will be tailored to meet the needs based on the BCA recommendations. 

24.3 Configuration Management (CM) 

The NGEN configuration management approach will identify, document, audit and control functional and physical 
characteristics of hardware design, track any changes, and provide an audit trail of design modifications.  In order to 
deliver the appropriate services to support NGEN’s business processes, comprehensive and disciplined CM will be 
required.  The NGEN CM Program will be captured in the NGEN CMP and will be facilitated by enterprise-wide 
CM processes and a CM database (CMDB) and change tracking tool.   
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In order to exercise adequate control over the NGEN enterprise-wide logistics system, the PM NGEN must start 
with an accurate CM baseline of all Government owned real property, equipment and inventories.  For the initial 
NGEN transition period, it is assumed that the NMCI CIs will be identified and loaded into an asset management 
system. The ISEA will be assigned responsibility for maintaining the CMDB. 

The CMP will document the CM procedures and processes for identification, organization, control, and 
Configuration Status Accounting (CSA) for software and hardware, as well as organizational responsibilities.   

• A NGEN CMDB will be maintained by the NGEN ISEA or service provider, depending on the final 
approved transition plan.  Contractors will manage their own internal CM program to include managing 
hardware and software CIs.  Once the CMDB has matured and been turned over to the PM NGEN, the NGEN 
ISEA will take over the management control for the overall NGEN integrated system baseline. The CM 
program will maintain accurate configuration baseline (including form, fit, function, and interface) in order to 
facilitate tracking of fielded units, perform maintenance, and execute timely and efficient technical refresh 
evolutions.  

• The NGEN Enterprise Configuration Control Board (ECCB) will be the management organization for 
implementing policy, reviewing, evaluating, and making decisions on changes to baselines, and overseeing 
change implementation.  The function will be to review, evaluate and approve or deny the Request for 
Change (RFC) to the NGEN Baselines. 

The RFC will be used to document all requested Class I and Class II changes to the Functional Baseline, Allocated 
Baseline, or Product Baselines for the identified system and subsystem(s).  The RFC shall be used to propose, 
transmit and record deficiency changes (Class II) to software specifications and design documents held under 
formal/informal configuration control.   

24.4 Supply Support  

NGEN’s system requirements demand fast access, continuity of operations, disaster discovery, and physically 
redundant capabilities to geographical dispersed major claimants and commands. To support these wide-ranging 
requirements, the Supply Support system must provide expeditious and flexible support within system cost 
constraints. NGEN will maximize the industrial support base and capabilities in alignment with the multi-regional 
contract concept.  

NGEN Supply Support will comply with DoD 4000.25-1-M Military Standard Requisitioning And Issue Procedures 
(MILSTRIP) and DoD 4000.25-2-M Military Standard Transaction Reporting And Accounting Procedures 
(MILSTRAP) where required. These procedures address all management actions, procedures, and techniques for 
determining requirements, requirements management, initial provisioning, acquiring support items and spare parts, 
cataloging, receiving, storing, warehousing, transferring, issuing, replenishing, and disposing of those items; as well 
as the funding, procurement and distribution of associated inventory.  For service delivery, many of these actions 
will not apply.  For outsourced managed hardware, the vendor will be required to provide any technical manuals or 
owner’s guides that would assist in cataloging equipment owned by the Government.  

The NGEN supply support concept will facilitate worldwide support for deployed hardware equipment and software 
and will be designed to meet the specified system availability.  Methods used to meet the specified availability will 
include, but are not limited to, pre-positioning spares, deploying replacement units, and using point of services.  A 
Readiness-Based Sparing (RBS) model will be used to compute spares requirements which address failure rates, 
repair time, maintenance and repair limitations, system downtimes, required A0 and mission critical times.   

The PM NGEN will identify the major supply support events, deliveries, and milestones for an acquisition or 
configuration change with projected and actual delivery dates for each event.  Spare and repair parts modeling will 
be performed to identify the range and depth to support NGEN system over its entire projected life cycle.  
Additionally, detailed program spare and repair parts budgeting/identification, and repair parts provisioning 
requirements will be coordinated.   It is anticipated that warranties on spares and equipment will be negotiated in 
any contracts and Service Level Agreements (SLAs). 

24.4.1 Diminishing Manufacturing Sources/Materiel Shortages (DMSMS) 

DMSMS is the loss, or impending loss, of manufacturers of items or shortage of materials. The military loses a 
manufacturer when that manufacturer discontinues (or plans to discontinue) production of needed components or 
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raw materials. This situation may cause material shortages that endanger the life cycle support and capability of the 
weapon system or equipment. 

 An effective approach to such a pervasive problem hinges on being proactive. Open system design helps mitigate 
the risks associated with technology obsolescence. Being locked into proprietary technology or relying on a single 
source of supply (SOS) over the life of a system can be detrimental to the warfighter’s mission.  

PM NGEN will ensure Performance Based efforts include an active and proactive DMSMS program.   Support 
arrangements must ensure that the contractor has significant latitude in order to manage technology refreshment. By 
using COTS technology and incentivizing the contractor to maintain currency with state-of-the-art technology, the 
high cost and negative impact of DMSMS can be mitigated.    

Actively addressing DMSMS concerns throughout the entire life of the program will help ensure effective lifecycle 
support and reduce adverse impacts on readiness or mission capability. 

24.5 Support Equipment 

PM NGEN will provide the appropriate Support Equipment needed to perform required maintenance and essential 
operational support of NGEN hardware.  Support Equipment will include but is not limited to: tools, calibration 
equipment performance monitoring equipment, fault isolation equipment and material handling devices, General 
Purpose Electronic Test Equipment (GPETE), Special Purpose Electronic Test Equipment (SPETE) and Test 
Program Sets (TPS). 

The NGEN Maintenance Plan will document the Support Equipment concept based on inputs from the LORA. 

24.6 Packaging, Handling, Storage and Transportation (PHS&T) 

See Section 16.3. 

24.7 Product and Technical Data 

The PM NGEN will require the service provider to provide logistics technical data, depending on the acquisition 
strategy, to include technical manuals, engineering drawings, technical repair standards and other related technical 
documentation for operating, testing, repairing and maintaining systems or components owned by the Government.  
Interactive Electronic Technical Manual (IETM), if required, will be considered for NGEN program to properly 
manage life cycle support using digital data.  The PM NGEN will be responsible for obtaining technical manual 
numbers from the Technical Manual Identification Numbering System (TMINS). 

24.8 Environmental Safety and Occupational Health (ESOH) 

Environmental, Safety and Occupational Health (ESOH) risks are tracked and managed through the NGEN Risk 
Management Program.  Hazardous material control and management requirements will be continually evaluated 
through system safety assessments to identify proper hardware handling and disposal procedures for all hardware 
that may impact the environment.  The ESOH will also include safety assessments associated with facilities.  The 
NGEN ISEA will identify any hazardous material that may be used in, supplied with, or required for support of the 
NGEN Program.  The ISEA will be the Fleet’s point-of-contact (POC) for hazardous material identified in the ULSS  
and product technical documentation.  The NGEN Segment Service Provider Contractors must obtain approval from 
the Government via the submission of a Material Safety Data Sheet (MSDS) for hazardous material usage 

In order to comply with the National Environmental Policy Act (NEPA), PM NGEN will prepare the PESHE.  The 
PESHE will include all required information prior to each milestone decision, in accordance with Office of the Chief 
of Naval Operations Instruction (OPNAVINST) 5090.1B Chapter 2, NEPA implementation. 

24.9 Facilities 

Facilities required to support NGEN must be planned, designed, and acquired in a timely manner. Requirements for 
facilities (i.e. functional requirements, capacity requirements, location, etc.) are driven by NGEN’s network design, 
NGEN’s system deployment concepts and Logistics support approaches.  The NGEN network design effort must 
include appropriate analyses for facilities/space requirements.  
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In order to meet SECNAV’s direction to “do no harm” when transitioning to NGEN, it is expected that NMCI 
infrastructure facilities/space will be procured by DON for use by NGEN. In order to ensure a seamless transition, it 
is envisioned that any additional facilities/space requirements will be filled by the use of existing DON IT programs’ 
facilities.  Due to the long lead-times, minimal new facilities/spaces can be located, surveyed, funded, designed and 
built-out as major NGEN IT facilities during NGEN Block 1.  This includes NOCs, service desks, and server farms.  
Similarly, no new construction projects are feasible during Block 1 due to the approximate five-year Military 
Construction (MILCON) lead-time. 

If a claimant/command determines and can fund a new requirement for facilities/space, the NGEN APML will 
identify possible solutions.  Commander, Naval Installations Command (CNIC) and Navy Facilities Engineering 
Command (NAVFAC), will be involved with that effort. Site surveys will be conducted and cost and schedule 
impacts will be assessed. Executive Order 13423, issued 27 Jan 2007 will be applied.  This Order requires Agencies 
to consider the improvement of energy efficiency and reduction of energy intensity in facilities/space requirement 
decisions.   Additionally, CNO’s guidance provided in Shore Vision 2035 will be addressed.  The CNO’s guidance 
stated that “that it is imperative that we reduce our shore footprint, wherever practical.” 

It is anticipated that NGEN facilities will be part of Government Installations in order to provide more positive 
Government control, enhanced physical security, and to enable ready operational assumption by the Government 
should contractor support be terminated due to default or other unforeseen events.  It is anticipated that the use of 
commercial facilities for NGEN could pose a risk.  The continued requirement for Major NMCI IT infrastructure 
that currently resides in commercial facilities/spaces, not under lease to DON, for use by NGEN must be determined 
(i.e. the Application Hosting Facility (AHF) in Tulsa, OK or the NMCI Service Desks in Boise, ID and San Diego).  
Further, the decision to eliminate, retain-in-place, or relocate those capabilities to locations under Government 
control for NGEN must be made in a timely manner. 

24.10  Computer Resources Support (CRS) 

A CRS analysis will be conducted to determine all factors necessary to support a system’s computer hardware and 
software, including utilities, security, environment, and data storage.  This analysis will be used to develop a CRS 
support plan.  CRS will outline NGEN organizational responsibilities, functions, and agreements, and defines and 
lists resources needed to acquire, develop, and support the computer resource. 

24.11  Design Interface 

NGEN will incorporate and adapt a variety of COTS hardware and software items.  The modular, scalable and 
redundant architecture will provide increased reliability and availability and allow for fit into the existing physical 
footprint of current deployable and shore based systems.  NGEN Design interface will address the relationship of 
logistics related design parameters to readiness and support resource requirements.  These logistics related design 
parameters will be expressed in operational terms rather than as inherent values.  They will be related to system 
readiness objectives and support costs of the system.   

The PM NGEN will establish the NGEN ISEA or similar functional organization to work in concert with NGEN 
Technical Design Authority (TDA) to perform the reliability, availability and, maintainability (RAM) analysis.  This 
analysis will be accommodated utilizing parametric and service quality data available from the numerous Enterprise 
tools and associated sources.  These sources will include but not be limited to network and service management 
capabilities such as Tivoli and Remedy.  Data such as internal and external trouble tickets will be analyzed for 
operational impacts as well as frequency (i.e. trends) that will enable the Government team to refocus service and 
system performance monitoring strategies.  The TDA and ISEA will collaborate on refining NGEN increment 
requirements focused on improved service delivery situational awareness leading to architecture improvements that 
optimize service availability and maintainability. 

24.12  Demilitarization and Disposal Planning 

NGEN APML supported by the NGEN ISEA will structure the demilitarization of NGEN equipment in accordance 
with the DoD 4161.2-M DoD Manual for the Performance of Contract Property Administration, and DoD 4160.21-
M-1 Defense Demilitarization Manual.  As Government property/equipment is acquired by the NGEN program, a 
demilitarization code to indicate the process or procedure to be followed for subsequent disposition will be assigned 
to the equipment, based on specific DoD-wide policy. 
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The NGEN ISEA will ensure proper disposal and recycling efforts are integral to NGEN Program equipment.  With 
the concurrence of PM NGEN and per appropriate directives, used equipment shall be transferred to a Defense 
Reutilization and Marketing Office (DRMO) and offered for reutilization within DoD, transferred to other federal 
agencies, or made available for donation to state or local governments, and other qualified organizations.  (This is 
applicable based on the ownership of assets.) 

25.0 Risk Areas  
Risks to NGEN shall be assessed in accordance with Risk Management Guide for DoD Acquisition, Sixth Edition, 
(August, 2006). Furthermore, SPAWARINST 3058.1, NAVAL SYSCOM RISK MANAGEMENT POLICY will be 
adhered to.  

25.1 Operational Risk 

The following risks are presented in three categories:  operational; technical and program risk.  This list is not 
intended to be all inclusive but is focused on those risks identified during the SS process. 

Operational Risks:   

• The NGEN Service Delivery / Service Coordination is a new role for the Government and has not yet been 
thoroughly / adequately defined.  This represents a risk in the planning of cost, schedule and resources for 
planning delivery of Service Delivery / Service Coordination.  

• NMCI does not currently provide COOP services.  NGEN requirements document 2.0 calls for a COOP. 

• Not having access to NMCI’s IP for the SS product development may be a risk for NGEN’s transition from 
NMCI.    

• The SS was completed before the ITIL RACI was available so that the ITIL processes and specifications were 
not in place.   

• There is some risk to schedule and cost by virtue of not having NGEN’s ITIL process detailed at the service 
level. Having ITIL specifications only at the segment level may omit some cost and schedule impact.  

• NGEN’s requirements for facilities (i.e. functional requirements, capacity requirements, location, etc.) to 
support NGEN Block 1 Increment 1 will be based on the current NMCI infrastructure.  There is a cost and 
schedule risk upon return of these facilities that they may not meet performance requirements. 

• The decision on commercial facilities / spaces to eliminate, retain-in-place, or relocate those capabilities to 
locations under Government control could introduce a major risk to cost and schedule. 

Technical Risks: 

• The decomposition of KPPs, PAs and KPIs across multiple segments for services spanning multiple segments 
may be inaccurate and would benefit from Independent Validation & Verification (IV&V) analysis 

• Immaturity of seminal acquisition documents such as an approved CONOPS, DoDAF, project management 
plan, and acquisition strategy create an opportunity for schedule and cost risk down stream.  

• The key to identity synchronization / pass-through authentication will be leadership decisions and policies for 
firewalls, boundaries, and directories to open up the interior boundaries for this functionality.  Ongoing 
projects inside NMCI will place in production much of the engineering framework. If these projects do not 
complete on time NGEN may not meet this requirement. 

• Core operating systems and some enterprise services will be close to end-of-life of vendor support (or already 
dropped from support) at NGEN transition in 2010. 

Program Risks: 

• There is no process in place to update NGEN whenever NMCI addresses an emergent requirement.  SS may 
not reflect all of the changes made in NMCI. 

• SS and associated costs estimates were made without benefit of actual NMCI costs and IP.  Planning based on 
these estimates may be over or under estimated.   

• NGEN has not definitively decided whether the Government will own all assets.  This presents a risk to the 
specifications and cost estimates for ESH and logistics. 
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• An Analysis of Alternatives (AoA) was not completed prior to SS.  The SS may require additional work 
based on the AoA results. 

• Utilizing the flexibility of a phased block approach, the Government elected to focus Block 1 Increment 1 on 
just transitioning NMCI services to the NGEN service delivery model.   

• USMC requirements are included in the Requirements document V2.  No additional consideration of USMC 
NGEN services strategy was included.    The SS approach is service agnostic.   

• The timeliness of having tool set and training in place to support the ITSM / ITIL V3 implementation for 
NGEN is critical to the success of the NGEN program.  If the funding and implementation is delayed the 
schedule, cost and quality of the transition will be impacted.  

• All NMCI accreditation will pass to NGEN.  There is a risk that if these do not pass then each of the NGEN 
solution providers will have a significant back log of tasking to do in a compressed timeframe 

25.2 Off Ramps 

Operational risks: 

All but one of the operational risks identified in this document have been assigned as a task in SE&I IPT.  The 
NGEN COOP requirement is yet to be funded.  All other tasks will be managed using the Risk Management Plan 
and supporting processes.   

Technical Risks: 

All but one of the listed technical risks has plans and are being worked.  The remaining risk, a refined 
decomposition of KPPs, PAs and KPIs, is dependent on funding availability.   

Program Risks: 

All but two of the listed program risks has been accepted or have plans in place and are being worked.  The two 
remaining risks, managing emergent requirements and NMCI accreditation transference to NGEN, have yet to be 
addressed.  They will be managed per the NGEN Program Risk Management Plan.   

25.3 Cost and Schedule Impacts 

The consequences considered when evaluating risk are cost, schedule, and performance. The majority of the risks 
addressed during the Block 1 Increment 1 of the acquisition cycle consist of cost and schedule risks. The next phase 
of tasking in the SS process will be to perform a BCA on the different service pieces.   

25.4 Risk Management Plan 

A risk management plan for NGEN has been approved and implemented by PM NGEN. The process revolves 
around a monthly Risk Management Board review chaired by PM NGEN (see Figure 25.0-1). In this process, risks 
are first identified by a Risk Management Team made up from various IPTs including but not limited to: SE&I, 
Transition, PCO, NGEN Fleet Integration and Transition Team (FITT), PM NGEN; and Project Control. The IPT 
risk teams evaluate the risks with regard to consequence and likelihood of occurrence. After the risks are identified 
and evaluated, they may be elevated to the Risk Board depending on the severity of risk and IPT approval. 

After elevation to the Risk Management Board, Risk Response and Mitigation plans are developed and supported by 
a POA&M. The risks and response / mitigation plans are managed by the IPT risks teams with monthly status 
reports given at monthly NGEN Risk Board Meetings.  

Figure 25.0-1  Risk Management Process 
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25.5 Technology Risks 

Technology lifecycles are becoming increasingly shorter with the potential for any design and transition activities 
performed prior to transition being obsolete at the time of NGEN initiation. This risk to technology obsolescence 
will be considered during NGEN risk management activities.   In summary, the technology risks identified in 
Section 1.8.2 are as follows: 

• The focus on current NMCI capabilities with only limited improvements at transition will produce NGEN 
capability gaps for NGEN Block1. 

• Security Boundary policy decisions may limit Identity Synchronization (or comparable system) across the 
USN and USMC COIs. 

• Development of an NGEN COOP capability will depend on the selection of data sites and funding. 

• Technology refresh decisions for end-of-life hardware and software may affect performance.  

25.6 Risk Occurrence 

The likelihood of the previously mentioned technology risks occurring during transition to the NGEN Program is 
significant.  Therefore, risk mitigation plans and technology off ramps will need to be developed in more detail 
within the NGEN Risk Management Plan. 

25.7 Technology Off Ramps 

The following are high level recommendations for technology off ramps to be addressed in more detail within the 
NGEN Risk Management Plan: 
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• NGEN Capability Gaps – Perform capability gap analysis based on SS approved COAs.  Address critical 
capability gaps in contract extension. 

• Identity Synchronization (or comparable system) architectural decisions – Include SPAWAR and 
MARCORSYSCOM engineers in the early design activities for identity synchronization. 

• Development of an NGEN COOP – Create an NGEN Engineering Focus Team with representatives from 
SPAWAR and MARCORSYSCOM to research and recommend way forward to meet the NGEN COOP 
requirement.  Build or lease decisions should be assessed. 

• Technology refresh decisions for end-of-life hardware and software - Create an NGEN Engineering Focus 
Team with representatives from SPAWAR and MARCORSYSCOM to perform a detailed analysis of NMCI 
hardware and software that will reach end-of-life on 1 October 2009.  Focus Team will provide 
recommendations for Hardware and Software refresh.   

26.0 Cost Analysis  
NGEN SS costs were developed after all the requirements, derived requirements, courses of action, KPPs, PAs and 
KPIs were identified and developed for each service.    

SS analysts estimated all infrastructure hardware; hardware maintenance; software; software maintenance; labor for 
development, implementation and ongoing support; travel and other direct costs for each of the SS services using 
known as-is (NMCI) sizing as a starting point.   

26.1 Probabilistic Determinations of Cost 

NGEN SS cost determination uses a range estimating approach.  This range estimate gathers the most likely cost, the 
lowest and highest expected costs of each cost element.  These estimates are then used to determine the upper and 
lower confidence level of the cost estimates.  The upper and lower confidence level parameters define the 
distribution shape of the probability cost curves which are then aggregated for each service’s cost estimate.  PM 
NGEN will use these cost curves for cost management (including budgeting, cost risk management and cost trade 
offs). 

Being able to quantify the relationship of costs and their dispersion enables higher accuracy level projection of the 
cost estimates. 

Figure 26.0-1 below graphically illustrates the range estimating with probabilistic definition of the cost curve.  This 
example assumes the distribution of possible real values is not symmetrical. 

 

Figure 26.0-1  Probabilistic Cost Determination 
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26.2 Trade Off Priorities 

The PM NGEN will manage overall program costs and be faced with making trade-offs across the cost of desired 
performance (as defined by the KPPs, PAs and KPIs), risk and schedule.   

Cost as an Independent Variable (CAIV) provides a methodology to determine cost trade-offs over the life cycle of 
the program.  CAIV principles will be used to continually review the NGEN system’s needs, its risks, and cost 
constraints. Determination of trade-off areas or “Trade Spaces” will be between cost objectives and cost ceilings, 
and threshold performance and desired performance.  NGEN Cost IPTs will facilitate the tradeoff planning activities 
using priorities established under PM NGEN guidance. 

CAIV principles for determining tradeoff priorities are: 

• Total Systems Costs Are Capped. To preclude sacrificing force modernization to pay operational and support 
costs of current systems, near-term costs must be reduced and out-year costs must be contained. 

• Trade Space is the Foundation for Informed Decisions. Trade Space defines a range of alternatives available 
to decision-makers that directly influence costs, e.g., performance, schedule, and risk.   

The SS definition of KPPs, PAs, and KPIs is part of the effort to define cost objectives for industry to meet or beat.   

26.3 CAIV Philosophy 

The Defense Acquisition Desk Book, Version 3.1, 30 September 1999 first outlined ‘Cost as an Independent 
Variable’.  The goal of CAIV is to establish achievable, affordable Life Cycle Costs and quantified price 
requirements. CAIV treats cost as an input rather than an output.   

CAIV strategy involves setting realistic cost objectives that are balanced against mission needs.  Cost of operational 
requirements are projected year over year considering existing and emerging technology and industry process 
improvements.  CAIV can help achieve cost reduction throughout the life cycle of NGEN. 

As system performance and cost objectives are decided on the basis of cost-performance trade-offs, the requirements 
and acquisition processes position cost more as a constraint, and less as a variable component.     

The key philosophical constructs of CAIV are: 

• Requirements are stated in terms of capabilities and may be exchanged, substituted, or adjusted for the sake 
of another. Capabilities should be established at the system level and not at lower levels.  

• Early and continuous customer / warfighter participation in setting and adjusting program goals throughout 
the program is imperative.  
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• Trade space (i.e., cost gradient with respect to performance) around the cost objective is encouraged.  

• Realistic but aggressive cost objectives are set early and updated for each phase of an acquisition program 

The five elements forming the iterative CAIV processes are: 

1) Capabilities-Based Requirements:  The DoD customer must define requirements through KPP by stating what is 
wanted from a system, not how to build the system.  This gives competitors the flexibility to design a “best value 
system” that achieves the minimum KPPs, saves money, meets the schedule, and has minimal acceptable risk. 

2) Partnering and Incentives:  Trust within the DoD and industry team is essential to ensure development of an 
optimum system consistent with CAIV savings.  The contractor’s IPT and the DoD must agree on final thresholds; 
define objective values for cost, schedule and performance; and ensure that risks are acceptable. Collaboration 
between the DoD user and the contractor’s IPT must achieve Life Cycle Cost reduction targets, not just near-term 
cost objectives.  

3) Total Ownership Cost / Life Cycle Cost Focus: Both DoD and the contractor’s total ownership cost determine 
targets for the system. At each DoD acquisition milestone, targets and progress toward them are reviewed to 
determine if they are being met. Corrective action is required when a realistic target is not being met.   

4) Risk-based Management:  Risk management must be an overriding consideration for the IPTs when determining 
cost reductions versus performance and schedule trade offs.  

5) Measurement:  Metrics must be used continuously to address CAIV cost reduction throughout the life of the 
program.   

26.4 ‘Fenced’ Areas 

Fenced areas refer to areas of the NGEN program which are not subject to trade-offs.  The five KPPs within each 
COA define the minimum performance criteria that must be met for each NGEN service.   

COA 1, to purchase and operate the “as-is” NMCI solution in a “do no harm” mode was the first trade-off made in 
NGEN.  Further trade-off priorities will be determined outside of these fenced areas. 

26.5 Life Cycle vs. Acquisition Cost Priorities 

The early identification of cost objectives and use of effective cost management strategies such as CAIV allows 
Program Managers (PMs) to reduce costs throughout the full life cycle.  This is important since operations and 
maintenance costs consume as much as 70-80% of a system’s total life cycle cost.   

Early implementation of industry process best practices such as ITIL V3 and mandating IP developed on NGEN as 
owned by the Government will lower total lifecycle cost.   Other actions which can reduce total life cycle cost will 
be careful definition of the contractor requirements to maintain software versions of no less than one Original 
Equipment Manufacturer (OEM) version from the most current version.  The version will be defined at the OEM 
version service pack level, e.g., Microsoft Exchange 2003 SP2. 

Additional strategic changes affecting the total life cycle cost will be the definition of NGEN services.  The NGEN 
catalog will define discrete services in their own right, not as part of a seat service construct. 

26.6 Acquisition Strategy Options 

The NGEN acquisition strategy options are tied to the segmentation plan approved by the Secretary of the Navy in 
April 2008 and the use of CAIV to manage each of the segment IT service providers and support contracts.   

Segmentation will occur according to the segmentation plan.  Services will be provided by a combination of one or 
more contractors and government agencies. 

The Government will manage the overarching segments (SE&I, NetOps and Governance) to reduce the risk and to 
manage the additional complexity in the IT Service delivery model that comes from having multiple service 
providers. 
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Appendix A – NGEN Performance Requirements 

1.0 Service Specification 

This appendix contains service specifications that detail how NGEN will deliver information technology goods and 
services to the USN and USMC information technology enterprise operational forces.  It is organized according to 
acquisition segments: 

• Desktop and Peripheral Devices (DPD) 

• LAN / BAN 

• Service Desk (SD) 

• Application, Server, NOC (ASN) 

• Information Assurance (IA) 

• WAN 

• Services, Engineering and Integration (SEI) 

1.1 Service Configuration 

Each Service section is written with core paragraphs, a synopsis of which follows: 

• Lead paragraph:  The lead paragraph describes the service.   

• Service Requirements:  This is literally a copy and paste from the signed NGEN Requirements Document, 
version 2.  Each section is referenced by paragraph and its numbered requirement. 

• Derived Requirements:  This is also a copy and paste from authoritative documents with references to their 
page and section numbers.  At present, the only authoritative NGEN document outside the NGEN 
requirement document is the   NetOps CONOPS.  With leadership approval, we included NMCI references in 
all the services and many DoD level references in the IA services. 

• Assumptions and Dependencies:   

− The primary assumption was the execution of the current NMCI infrastructure following service approved 
transition plans.  

• KPPs, PAs, KPIs:  All PAs and KPIs were organized around the core KPPs.   

− PAs that focused on System Availability fell under KPP 1 for System Availability.   

− IA, Joint capability, etc. fell under KPP 2 for Net Readiness 

− System Performance PAs and KPIs especially in the areas of DNS, authentication, email and web 
performance fell under KPP 3 

− Most PAs and KPIs for Network Availability fell under KPP 4 metrics and tables that form the exhaustive 
list of latency and performance metrics in the NGEN Requirements Document. 

− Problem Resolution PAs and KPIs were rolled into a central set defined at the end of this lead section and 
are defined under KPP 5. 

 

• ITSM Service Requirements:  service requirements are covered in the ITIL documentation.  This section 
contains specific additional information only relevant to that particular service. 

1.2 Common Specifications 

The sections below detail the specifications and performance measures that are common to all the services.  The PAs 
and KPIs below were developed by NGEN SE&I engineering agents and are for use on all NGEN services. 

 

Although vendor specific solutions are named herein as the "as-is" state, they are not intended to be the only 
acceptable vendor solution. 

1.2.1 Boundary Depiction 
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Establishment of firm boundaries between segments is critical for defining boundaries, responsibilities.  Figure A-1 
below details these boundaries – they can change at any time. 

Figure A-1  Boundary Depiction 

 

1.2.1.1 LAN Segment within Each Service 

This segment includes all hardware and software required to support the provisioning, management and maintenance 
of the required LAN infrastructure. Latency and performance thresholds for success inside the LAN segment are in 
NGEN Requirements Document Table 6.4.3B: Performance Measures: BAN/LAN Communications Services; 
NGEN Requirements Document Table 6.4.4A: Local Area Network; and NGEN Requirements Document Table 
6.4.1B: Performance Measures: NGEN Intranet. 

1.2.1.2 BAN Segment within Each Service 

This segment includes all hardware and software required to support the provisioning, management and maintenance 
of the required BAN infrastructure.  

Latency and performance thresholds for success inside the BAN segment are in the NGEN Requirements Document, 
Table 6.4.3A:  Base Area Network; NGEN Requirements Document Table 6.4.3B:  Performance Measures:  
BAN/LAN Communications Services; and NGEN Requirements Document Table 6.4.1B: Performance Measures: 
NGEN Intranet. 

1.2.1.3 ASN Segment  

This segment includes the Service Desk and security operation centers (SOCs), and application servers / network 
operation centers (NOCs) segments (to include seat management). Performance thresholds for success inside the 
ASN Group are in the NGEN Requirements Document, Sections 6.5: Network Management and 6.6: Information 
Assurance.  ASN Segment Enterprise Services are listed in Section 2. 

1.2.1.3 WAN Segment within Each Service 

This segment includes all NIPRNET, SIPRNET and Intranet Wide Area Network capabilities.  

Latency and performance thresholds for success inside the WAN segment are in the NGEN Requirements 
Document, Table 6.4.2A:  Wide Area Network and NGEN Requirements Document Table 6.4.1B:  Performance 
Measures: NGEN Intranet. 
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1.2.2 COI Derived Requirements 

NMCI currently facilitates multiple Communities Of Interest (COIs).  Transition of these COIs to NGEN will add 
complexity and risk in transition activities. The establishment of COIs especially affects Directory Services, 
Messaging, Data Storage, Enterprise Collaboration, Boundary / DMZ, operational processes and IA procedures.   

The existing COIs and potential future COIs reside in high trust infrastructure or low trust infrastructure.  High trust 
COIs are inward facing.  Existing NMCI COIs and potential future COIs require varying degrees of physical and 
logical separation. Though they remain part of the core enterprise, access and data are kept separate by security 
policy, storage separation, and perhaps even service segmentation in messaging and portal services.   

Low trust COIs are outward facing.  Users in these COIs must access sites, information, and execute collaboration 
with Internet elements that might compromise internal enterprise resources if exploited by a bad actor.  
For example, Navy Recruiters must access NGEN email resources and internal web sites yet must also use 
FaceBook and MySpace as part of their recruiting mission.  Placing a portion of his security and access in a low 
trust COI would permit access to those Internet elements via special gateways or other means yet keep that external 
facing capability external to NGEN internal infrastructure.  

Figure A-2  NMCI COIs 

 

1.2.2.1 NGEN Legal Counsel Protecting Sensitive Information during Anticipated 
or Actual Litigation and Investigations:  COI Architecture 

NGEN Legal Counsel shall have a High Trust COI that protects sensitive information during and after legal 
investigations.  Access shall be controlled via PKI authentication and security policy utilizing Directory Services. 

1.2.2.2 NGEN Legal Counsel “Support Of Anticipated Or Actual Litigation And 
Investigations:” Records Searches and Production 

Detailed instructions for NGEN Legal Counsel access to sensitive records, information searches, forensics and 
evidence chains in support of anticipated or ongoing legal investigations. 

1.2.2.3 NNPI: Signed Letter from Director, Navy Nuclear Propulsion 
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Subject:  NGEN Naval Nuclear Propulsion program Requirements:  Refer to this letter to ensure HIGH TRUST COI 
transition and implementation for both classified and unclassified administrative and Mission requirements for this 
community.  See NNPI DD254 for further specification of COIs. 

1.2.2.4 NCIS:  NMCI Engineering Services (CLIN 5000) Statement of Work 

This CLIN details the current state of the NCIS COI that will be transitioned to NGEN Management. 

1.3 ITSM Service Requirements  

IT Service Management processes span across all government organizations and service providers to establish 
standardization, consistency and effective collaboration in managing IT services.  Appendix E of the SS document 
defines the conditions and guidelines to be followed by all service providers to ensure a consistent approach to 
managing and supporting IT services.   

In addition to the over-arching ITSM processes and procedures, there are ITSM specifications that apply to each 
service.  These specifications define the following: 

• Security requirements  

• Service continuity and disaster recovery requirements 

• Service Level Agreements 

• Availability requirements 

• Capacity requirements 

• Supplier Management requirements 

• Service Catalog requirements   

Some of these requirements have been defined in the NGEN Requirements document as KPPs.  These KPPs will 
need to be applied to each service to define the specific needs of that service.  In some cases, additional 
specifications must be derived for a service, beyond those provided in the requirements document to complete the 
service specification.  The service providers will play a key role in defining these specifications 

1.4 Deriving Performance Attributes (PAs) and Key Performance 
Indicator (KPIs) from Key Performance Parameters (KPPs) 

There are 5 KPPs defined in NGEN Requirements V2.O. These KPPs include System Availability, Net Ready; 
Performance; Network Availability and Problem Resolution. Each of these KPPs has threshold and objective values 
specified as applicable.  

NGEN technical staff assigned to each service, consulted the NGEN Functional Assessment for all functions within 
the service to review all of the functional information (DoD, DoN, NMCI policy and guidance information) and 
NMCI CLIN Descriptions. This data was analyzed to determine if there were specific measurable indicators that 
could be documented that would support the delivery of services such as the KPP values. If specific measurable 
criteria can be specified that would further define and clarify the intent of a KPP for the prospective service 
providers then a Key Performance Indicator (KPI) was captured.  

 The identical analysis occurs for the creation of Key Performance Attributes (PAs), However, PAs are not 
specifically granularly measurable - they typically are present as defined or they are absent. These PAs are 
developed to help clarify the simple values imposed by the KPPs. 

 Not all services will have PAs or KPIs for each applicable KPP.   

While expected to be highly accurate, the PAs and KPIs included in this version of the NGEN SS may, in fact, 
change once the detailed NMCI data (potentially Intellectual Property) needed for final verification is available to 
Government analysts.   

The following PAs and KPIs for KPP 5 are specifications that apply to all segments and services.  

1.4.1 All PAs and KPIs for KPP 5 (Problem Resolution) 

End User:  



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
73 

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN service desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor provided network device. 

PA 5A: Measuring Successful Problem Resolution 

Determine the percentage of all resolved NGEN incidents against identified performance target values. Problem 
resolution time starts with the opening of a service desk incident ticket by the contractor following receipt of an 
incident notification. Problem resolution time stops upon successful resolution of the incident, or when an incident is 
determined, by pre-agreed Government-provider criteria, to fall outside the scope of provider responsibility (e.g., 
transfer of legacy application incidents to appropriate non-NGEN agency, NGEN to- outside-NGEN interoperability 
reporting). The problem resolution time may pause during a period when Government support is required but not 
available, such as:  

• Customer, upon proper notification is not available to provide complete information or to continue 
troubleshooting  

• Facility not accessible to support problem resolution activities  

• Time required for completion of Government administrative actions (e.g., missing, lost, or stolen equipment) 

Location: Service Desk Trouble Ticket System Reporting Frequency: Monthly 

Population: All Navy; All USMC (measured separately) 

Aggregation: Sites shall meet the requisite target(s) at the site level. 

Weighting: Equal weighting for all incidents 

A failed large-scale VTC session can have considerable impact.  It is more appropriate to measure availability based 
on successful conduct of a VTC session instead of “observed downtime” (when the service is not in use) until it is 
actually needed. 

KPI 5A Formula for Closed Incidents 

The formula for the closed incidents is the number of closed incidents completed within the required target values / 
Total number of incidents. All measurements are based on a 24 hours a day/7 days a week operation.   The KPI is: 

• 4 hrs > 80.0%, 4 days > 90.0%, 14 days> 99.0% - LOS 1 

• 2 hrs > 90.0%, 1 day > 99.0% - LOS 2 

• 1 hrs > 90.0%, 4 hrs > 95.0%, 16 hrs > 99.0% - LOS 3 

PA 5B: Incident Repeat Rate 

NGEN will effectively ensure that incidents are being analyzed for root cause.  If true root causes of problems are 
being eliminated the incident repeat rate should be a critical metric that shows this.  The incident repeat rate is:  <5% 
incident repeat rate (50,000 dpmo, 3.14 sigma) 
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PA 5C: Number of Major Problems 

NGEN will assess and report on the major problems (Pareto principle). 

KPI 5C: Frequency 

The frequency of major problem occurrence KPI is still to be determined 

PA 5D: Problem Resolution Rate 

NGEN will need to effectively eliminate/solve problems.  The problem resolution rate is 95% baseline (50,000 
dpmo, 3.14 sigma). 

PA 5E: Percentage Resolved via Workaround 

NGEN will assess and report on the percentage of problems addressed by the implementation of workarounds.  This 
is an important metric because workarounds often result in a vulnerability in another area of the system.   

KPI 5E: Problem Workaround Rate 

The problem workaround rate is:   <5% problem workaround rate (50,000 dpmo, 3.14 sigma). 

PA 5F: Problem Resolution Effectiveness 

NGEN will need to assess and report on whether problems are successfully removed and, if so, to what degree of 
effectiveness.  

KPI 5F: Reopen Rate 

The problem reopen rate is:  <5% problem reopen rate (50,000 dpmo, 3.14 sigma). 

PA 5G: Customer Impact 

NGEN will need to assess and report on how customers are impacted by problems.  

KPI 5G: Customer Impact Rate 

Failure mode and effects analysis (FMEA) severity level 6 applies. 

PA 5H: Timeliness 

Timeliness must focus on whether problems are addressed in a timely manner and customers are informed of the 
status.  

KPI 5H: Average Problem Resolution Time 

The average problem resolution time should be 48 or fewer hours. 

PA 5I: Labor Availability 

NGEN will need to assess and report on the available labor capacity that was spent handling problems. The 
assumption is that this is labor that was not assigned to work problems.  

KPI 5I: Problem Labor Utilization Rate 

The problem labor utilization rate is:   <5%. 

PA 5J: Toolset Effectiveness 

NGEN will need to assess and report on how the current tool set supports problem management activities. 
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KPI 5J:  Problem Management Tooling Support Level 

The problem management tooling support level KPI is:  very good with a survey success rating of greater than 80%. 

PA 5K: Problem Management Execution 

NGEN will need to assess and report on how well problem management activities are executed. Dashboard metrics 
should be developed using all the above mentioned metrics. 

KPI 5K: Problem Management Process Maturity 

The problem management process maturity is:  (<5%, 50,000 dpmo, 3.14 sigma) or COBIT Maturity Model level 2. 

1.5 Computer/Electronic Accommodations Program 

The Computer/Electronic Accommodations Program (CAP) provides assistive technology and services to people 
with disabilities, federal managers, supervisors, IT professionals, and Wounded Services Members.   All funding of 
the assistive technology (AT) is provided by the CAP program.  The service provider works the DON certification 
process for AT. 

1.5.1 Description 

All hardware will be Energy Star® compliant unless specifically waived. Each provided capability must have the 
option to augment the service to provide Section 508 required level of use/access unless specifically waived. 

CAP has the authority to provide assistive technology, devices, and services free of charge to Federal agencies. The 
service provider works with CAP office for certification of software and/or hardware into the DON environment. 

CAP requires the agencies to submit a request, and receive approval prior to installation of Assistive Technology 
hardware and software into the DON environment. 

Hardware Certification: - Simple:  This service tests a hardware device and software drivers (e.g. .inf files). This 
service only applies to hardware that does not require an enabling application for installing or operating the device. 
The Test Summary Report will be produced not later than fifty (50) days after a Task Order is issued and the 
Contractor has received the applicable hardware and any related items.  

1.5.2 Hardware Certification 

Hardware Certification – Complex:  This service tests  

• A hardware device that requires an enabling application for installing or operating the device and  

• Single function network connected printers. Unless otherwise agreed, testing of a multi-functional device 
(MFD) or any hardware solution that constitutes a backend server component (as opposed to a seat 
component) shall be negotiated between the parties as a separate effort.  

• The Test Summary Report will be produced not later than sixty-five (65) days after a Task Order is approved 
and the Contractor has received the applicable hardware and any related items.  

Certified Hardware Installation Service: This service includes  

• Initial installation/connection of a certified hardware item to the user’s seat (locally-connected) or the 
NMCI/NGEN network 

• Limited service desk service that shall consist solely of a referral to the appropriate OEM of the item. 
Certified Hardware Installation 

Service does not include any re-engineering, integration services, maintenance, and/or break-fix support. The 
Government will be liable for appropriate connection, access, usage, service, maintenance or other charges or fees 
(e.g., charges for cell phone service or integrated data/voice service on a PDA) charged by the OEM for the use of 
the devices. 

Service does not include any re-engineering, integration services, maintenance, and/or break-fix support. The 
Government will be liable for appropriate connection (such as via a CLIN 0006 Wall Plug item), access, usage, 
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service, maintenance or other charges or fees (e.g., charges for cell phone service or integrated data/voice service on 
a PDA) charged by the OEM for the use of the devices. 

2.0 ASN Segment Enterprise Services 

Services in this section are: 

• Directory Services 

• Messaging 

• Enterprise Data Center Design 

• Data Storage Solutions 

• Enterprise Portals 

• Boundary and DMZ 

• Data Center Operations 

• Application Hosting 

• Workflow and Collaboration Tools 

• Remote Access Service (RAS) 

Architecture considerations within this segment followed two separate but integrated design models.  

First, Enterprise services (Directory, Messaging, Web, Collaboration) are best viewed logically from the Directory 
perspective in Figure A-3. 

Figure A-3  Enterprise Services 

 

The Figure 2.0A presents a notional view of Directory services for NGEN on the left and USMC on the right with 
identity synchronization and federation services between them.  The service details in subsequent sections the 
established Performance Attributes (PAs) and Key Performance Indicators (KPIs) in alignment with Key 
Performance Parameters (KPPs).  All of these point at the architecture above as the place where users login, access 
information resources and collaborate within NGEN and across logical boundaries. 

Secondly, core infrastructure (Data Center Design, Data Storage, Application Hosting facility) are best viewed 
physically in the notional diagram shown in Figure A-4 below: 
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Figure A-4  Notional Diagram 

 

The Data Center Design service establishes standardized layers, tiers, and redundancy nodes that permit hosting of 
applications and COOP/DR of information resources.  Figure A-4 above indicates the type of storage, ingress/egress 
points, and COOP/DR services that are standard in most data centers. 

3.0 Directory Services 

Directory Service provides access and management of file and directory structures. Its capabilities include: 
authentication to enterprise applications, trusted relationships between people, devices, applications, services, and 
other resources throughout the network. It provides the backbone for federation identity data amongst Naval and 
DoD and Interagency and Coalition domains.       

3.1 Service Requirements 

Navy and Marine Corps authorized users and systems shall be able to rapidly and seamlessly access data and 
services across both Navy and Marine Cops management domains.   

The USMC has one management domain, the Marine Corps Enterprise Network, which includes NGEN.  The 
MCEN has one Designated Approval Authority and one Chief Information Officer – DON CIO Marine Corps.  

3.1.1 NGEN Requirement Document Section 6.4.15 

Provide global information services that deliver a distributed computing environment, which supports the 
management and use of file services, network resources, security services, messaging, web, e-commerce, white 
pages, and object-based services across NGEN. Information services shall include storing, updating, and publishing 
directory information from multiple systems and formats, including e-mail addresses, commercial and DSN 
telephone numbers, certificates, addresses, applications, network devices, documentation, and routing information, 
as well as other data/resources in support of the NGEN environment. 
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• NGEN will comply with Government standards with the flexibility to include DON users not directly 
supported by NGEN in directory services. Further specification of designs will be covered in Critical Design 
Review (CDR) and ultimately the NGEN Technical SOW.    

• Requirement: Directory Services—Implementation Requirements 

 Support and facilitation of the following basic functions— 

o Supported by PKI authentication services, provide the capability for users, devices, and 
applications to discover and utilize global information services data. 

o Support the monitoring of administration and management of network resources. 

o Support the implementation of global account management and subsequent authentication and 
authorization to data maintained in the global directory service. 

o Support the enablement and distribution of applications. 

o Provide a proactive environment that builds and manages relationships between objects within the 
global directory service. 

o Support the ability for end users to interact globally (anywhere, anytime) with the network 
directory services in a transparent and consistent manner. 

o Operate the legacy Navy/Marine Corps White Pages until new directory services are complete and 
available throughout DON. 

o Provide an authoritative DON user database and unique “account for life” capability. 

o Provide federation services with JEDS. 

o Provide the capability for command administrators to maintain their security groups for use in 
access controls. 

o Provide the capability to provide role-based access controls. 

o Provide the capability to support Cross-domain Security Identity Management and access controls. 

• Requirement: Directory Services—Global Information Services Standards 

NGEN directory services shall conform to Government standards and provide the flexibility to include DON users 
not directly supported by NGEN in directory services. The global directory services shall be required to maintain 
information on users and resources. 

3.1.2 NGEN Requirements Document Page 13 (JEDS Integration) 

NGEN will have common services criteria established that go across the Internet, Non-Classified Internet Protocol 
Router Network (NIPRNet), and Secret Internet Protocol Router Network (SIPRNet) environments, including a 
standard credentialing validation service and use of the Joint Enterprise Directory Service (JEDS). 

3.2 Derived Requirements 

3.2.1 NetOps CONOPS Page 2 (NGEN Management Domains) 

Management Domains (MDs) are boundaries within a network for which a management authority will effect 
command and control.  MDs in the Navy are designated by the network's Service component command authority 
(NETWARCOM) and in the Marine Corps by Director MCNOSC.  MDs include within them the ability to direct 
and manage network resources and capabilities. 

• NGEN NetOps functions will be exercised via two separate NGEN MDs – one for the USN and another for 
the USMC: 

• USN NGEN MD.  NETWARCOM shall operate a NGEN MD that supports roughly 235,000 seats for USN 
users. 

• USMC NGEN MD.  MCNOSC shall operate a NGEN MD that supports roughly 85,000 unclassified seats for 
USMC users. 

Two separate MDs allow both NETWARCOM and MCNOSC to operate their respective components of NGEN in a 
manner best suited to support the different operational objectives, mission priorities, and business processes of the 
USN and USMC, respectively, as well as meet their JTF-GNO Component Commander obligations. 
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3.2.2 NetOps CONOPS page 5-6:  2.3 Management Domains (MDs)(2.3.1 USN 
MDs) 

The USN will have the following MDs: 

• Information Technology for the 21st Century (IT-21):  IT-21 consists of the shipboard LANs, satellite 
communications programs, and a shore-based infrastructure (i.e., Tactical Switching) to support IT services 
for the fleet. The Consolidated Afloat Networks and Enterprise Services (CANES) is a program of record that 
will replace existing shipboard IT services. 

• OCONUS Navy Enterprise Network (ONE-NET):  ONE-NET provides a single integrated network with a 
full range of services and a centralized control authority for installations overseas. 

• NGEN:  NMCI currently supports roughly 235,000 seats, which will be transitioned into NGEN, for USN 
installations and users in the U.S. 

• Excepted:  Cyber Asset Reduction and Security (CARS) is a USN Task Force charged with identifying and 
implementing consistent, secure solutions for legacy systems and reduce the number of legacy systems that 
are not a part of the USN MDs discussed above.  USN legacy systems that meet approved criteria will be 
given an excepted status by CARS and be operated as their own MD. 

3.3 Design and Implementation Constraints 

Design constraints include: 

• Separate management domains for Navy and Marine Corps 

• Hardware and Software lifecycle and replacement to support directory service capability 

• DoD JEDS structure and capability 

3.4 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the directory services 
spreadsheet. 

3.4.1 KPP 1: System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95%   

KPI 1A: Capacity Planning 

Utilize Capacity Planning, Commercial Best Practices for configuration of storage resources for directory domain 
controllers (KPP 3a thru 3f).  (As an example, assess the ratio of NTDS.dit size to total quantity of users on a Global 
Catalog Server versus a plain domain controller.)  See capacity planning components of NGEN for more details. 

3.4.2 KPP 2: Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1  

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table. 
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• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Systems Administrator Mechanisms 

Active Directory (or comparable system) provides the Systems Administrators the mechanism for user and machine 
management within NGEN.     System Administrators will use the active directory (or comparable system) to 
manage access rights. 

PA 2B: JEDS Integration 

JEDS and NGEN Directory Service will integrate and flow schema attributes across their logical boundaries.   

PA 2C: NCES Integration 

NGEN directory service integrated with NCES collaboration, content discovery, and content delivery capabilities.  
This integration facilitates information sharing between DoD and the rest of the NGEN infrastructure.   

PA 2D: Directory Services Monitoring 

Provide capability to monitor all administration and management of network resources, specific to the delivery of 
Directory Services. 

PA 2E: Directory Objects 

Develop a proactive environment that builds and manages relationships between objects within the global directory 
service. 

PA 2F: Global Interaction 

Deliver the ability for NGEN end users to interact globally (anywhere, anytime) with the NGEN network directory 
services in a transparent and consistent manner. 

PA 2G: JEDS Federation 

Federate services with JEDS.   

PA 2H: Command Administrators 

Enable command administrators to maintain their security groups for use in access controls. 

PA 2I:  RBAC 

Include the capability to provide role-based access controls.   

PA 2J: Active Directory Application Mode (ADAM) and Identity Synch 
Infrastructure (or comparable systems) 

Establish (if not already in place through the JEDS integration project) ADAM (or comparable system)  
infrastructure at each NOC that is separate from the core NMCI / NGEN Directory yet federated with LDAP/S 
based schema / attribute flow.  Create according to the following metrics and planning parameters: 

• 3.7 KB per user object- 1.7 GB for 500,000 users 

• Sufficient RAM on ADAM (or comparable system) servers to hold entire NMCI / NGEN NTDS.DIT 
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• Sufficient high speed storage spindles to hold the user object databases (inbound feed from JEDS) from the rest of 
DoD 

• Normalize the core attributes within user schema that define a user identity (per DoD Guidance) 

PA 2K: High Trust COIs Transition / Implementation of Directory Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are high trust and by 
DON or DoD administrative or mission requirements must have access to specific mail stores, file shares, and 
collaboration portal infrastructure that by regulation must be physically and logically separate from the rest of the 
NGEN enterprise.   Transition and improve if necessary management of access to COI architecture through PKI 
authentication integrated with Directory Services.  

PA 2L: Low Trust COIs Transition / Implementation of Directory Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are low trust and by 
DON or DoD administrative or mission requirements must have access to messaging, collaboration, and/or other 
resources external to DON and DoD enclaves.  Transition and improve if necessary management of access from this 
COI to these external facing or external originating resources to facilitate mission execution by this COI. 

KPP 3: System Performance 

• DNS:  90% < 50msec Threshold; 90% < 10 msec Objective value 

• AD / CRL:  90% < 5 Seconds Threshold; 90% < 2 sec Objective value 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds Threshold;  99.5% < 10 sec & 99.9% < 20 sec Objective 
value 

• E-mail:  95% <1 minute & 99% <4 minutes Threshold; 95% < 30 s & 99% < 1min Objective value 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

KPI 3A: RAM Metric 

Execute Minimum required memory (RAM) allocation for a domain controller; (2GB for >1000 Users) 

KPI 3B: CPU Ratio to User Metric 

Implement State of the Shelf, minimum ratio of 1 Dual-Core CPU per 8000 users on Domain Controllers (or 
comparable system) utilized for only authentication. 

KPI 3C: Global Catalog CPU ratio to Exchange Mail server metric 

Implement State of the Shelf Global Catalog (GC) servers in exchange sites at a ratio of 1 GC CPU core for every 8 
Exchange CPU cores. 

KPI 3D: Domain Controller ratio to Portal Web server metric 

Implement State of the Shelf Domain Controllers (or comparable system) supporting Portal infrastructure with a 
ratio of 1 Domain Controller for every 3 Web portal servers. 
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3.4.3 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% Threshold; 99.99% Objective value 

• WAN: 99.99% Threshold; 99.999% Objective value 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

3.4.4 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN service desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

3.5 ITSM Service Requirements for Directory Services 

3.5.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

3.5.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.   

3.5.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.   

3.5.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.   
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3.5.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete.  

4.0 Messaging  

The messaging service’s objective is to design and Implement core messaging solutions that support users on the 
NIPRNet.  Messaging encompasses human-readable messages delivered via computer software for person-to-person 
communication. Instant messaging and e-mail are examples of computer software designed for delivering human-
readable messages in formatted or unformatted text, from one person to another.  Common service messaging for 
NGEN Block 1 will be provided via enterprise wide messaging services. (This general type of messaging should not 
be confused with the Defense Message System (DMS), which is a specific application that will not be supplied as a 
common service.) Messaging provides capability to support synchronous and asynchronous information exchange 
and the distribution of content, as well as mechanisms for efficiently and reliably delivering that content across the 
enterprise. It provides one-to-one relationships, but also one-to-many relationships (multicasting), intelligent 
routing, and guaranteed delivery. It provides both web services and wireless-based interfaces, a means to post 
messages to topics and queues, and the ability to publish/subscribe. 

4.1 Service Requirements: 

4.1.1 Messaging (NCES), Section 6.1.2.10 

Requirement: Messaging—NCES Messaging 

• NGEN will fully support requirements for Naval community access to and utilization of NCES messaging. 

4.1.2 Messaging (non-NCES), Section 6.1.3.6 

Requirement: Messaging—Information Exchange 

• NGEN will provide capability to support synchronous and asynchronous information exchange and the 
distribution of content, as well as mechanisms for efficiently and reliably delivering that content across the 
enterprise. 

Requirement: Messaging—Multicasting 

• Provide one-to-one and one-to-many relationships (multicasting), intelligent routing, and guaranteed delivery. 

Requirement: Messaging—Web and Wireless Interfaces 

• Provide both web services and wireless-based interfaces, a means to post messages to topics and queues, and 
the ability to publish/subscribe. 

Requirement: Messaging—Alerts 

• Provide full alerts functionality based on subscriber’s choice of applications (e.g., e-mail, instant messaging, 
phone, audio/video) and mediums (e.g., web browser, laptop, Personal Digital Assistant, cell phone) for 
NGEN Block 1 supported capabilities.   

In this context messaging means human-readable messages delivered via computer software for person-to-person 
communication. Instant messaging and e-mail are examples of computer software designed for delivering human-
readable messages in formatted or unformatted text, from one person to another. Common service messaging for 
NGEN Block 1 will be provided via NCES, DKO, and other enterprise wide messaging services. Messaging 
provides the capability to support synchronous and asynchronous information exchange and the distribution of 
content, as well as mechanisms for efficiently and reliably delivering that content across the enterprise. It provides 
one-to-one relationships, but also one-to-many relationships (multicasting), intelligent routing, and guaranteed 
delivery. It provides both web services and wireless-based interfaces, a means to post messages to topics and 
queues, and the ability to publish/subscribe. It supports full alerts functionality based on subscriber’s choice of 
applications (e.g., e-mail, instant messaging, phone, audio/video) and mediums (e.g., web browser, laptop, 
personal digital assistant, cell phone).  Where possible, NGEN Block 1 will federate to and/or leverage DKO, 
NCES, and/or other approved DoD, Joint, and DON IT/NSS solutions that meet Naval capability and missions 
requirements and comply with approved Technical Standards listed in the DISRonline. Where NCES is unable to 
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replicate NMCI 2010 capability, NGEN Block 1 will continue to offer the capability until such time as NCES is 
ready to take over these services. 

− Enterprise vault 

− VIP Mailbox 

4.1.3 Communications and Networks, Section 6.4  

NGEN will provide the capability to facilitate the movement of content around the enterprise for fast access, 
enterprise federated alerts and transactional messaging capabilities, enterprise publish and subscribe capabilities, 
enterprise mediation-enabling services, continuity of operations, and disaster recovery. This includes the 
establishment of publish/subscribe channels in which users may receive content that is published over a predefined 
channel. It also covers the capability to provide a distributed content cache, i.e., the capability for transparent pull of 
content from regional locations during user requests to support responsiveness or to forward-stage content. It 
provides the capability to integrate existing content staging data replication and forward-staging solutions to support 
responsiveness, provides guaranteed reliable delivery in accordance with assigned handling instructions, and 
supports configurable bandwidth utilization and transfer scheduling. It shall provide caching specifications for 
integrating existing Naval data storage facilities into a distributed storage caching architecture. 

4.2 Derived Requirements 

4.2.1 NetOps CONOPS page 28: (COOP/DR) 

See Table 4 NetOps Responsibilities for Data Center requiring NetOps Tactical Control (TACON) to execute 
Continuity Of Operations (COOP)/ Disaster Recovery (DR) in accordance with established guidance. 

4.2.2 NetOps CONOPS Page 27: (NetOps Responsibilities) 

(See Table 3) NetOps Responsibilities for Application Management Services: 

• Email – Global NetOps:  NetOps Operational Control (OPCON) to:  

o Manage global address list  

o Establish regional authorities and responsibilities  

o Apportion e-mail resources to regional authorities 

• Email – Regional NetOps:  NetOps OPCON to:   

o Manage regional e-mail resources  

o Designate local responsibilities 

• Email – Local NetOps:  NetOps TACON to Manage user mailboxes, permissions, and functional accounts for 
supported commands 

 

• 4.2.3 Capability Development Document (CDD) for Net-Centric Enterprise 
Services (NCES) Increment: 1, Version: 1.0, 24 MAY 2006 

The following NGEN enabling capabilities are the minimum required to support the desired operational outcome 
and alignment with NCES: 

• Support and integration of advanced data mark-up constructs (e.g., eXtensible Markup Language (XML), 
metadata tagging); 

• Intergration with NCES Enhanced collaboration tools (e.g., DoD Collaborative Presence (DCP)); 

• Support and integration of advanced information exchange (e.g., web based messaging); 

• Alignment with NCES Web Service Registries (e.g., Lightweight Directory Access Protocol (LDAP), 
Universal Description Discovery Integration (UDDI)); and 

• Interoperability with NCES Virtual storage (e.g., storage on demand, content staging, content delivery 
network). 
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• 4.2.4  Internet-NIPRNet Department of Defense (DoD) Demilitarized Zone (DMZ) 
Engineering Plan, Feb 2008, pgs 7 & 8 PEO-IAN 

Electronic Mail Information Assurance Capabilities 

The system provides information assurance capabilities for mail originating from the Internet (herein referred to as 
incoming e-mail). The following IA capabilities are applied to incoming e-mail. 

 

Internet Protocol Access Controls 

The system will include an access control capability that will employ technical controls, such as state-based layer 3 
firewalls, to limit the exposure of systems supporting incoming email.  This will reduce the risk of an adversary 
compromising these systems through spoofing or open, but unneeded ports that might otherwise be exposed to 
attack. 

 

Protocol Attack Prevention 

The system will include a capability to enforce standards-based Simple Mail Transfer Protocol (SMTP) compliance 
and reduce the vulnerabilities associated with SMTP and protocol implementation flaws. This capability will be 
deployed to block attacks that affect the confidentiality and integrity of the incoming e-mail and the resources that 
provide the service. A combination of intrusion detection, intrusion prevention, and e-mail proxies will be deployed 
to provide this capability. 

 

Denial of Service Attack Prevention 

The system will include a capability to ensure availability and reduce or eliminate denial of service (DoS) attacks 
directed against the resources that provide the incoming e-mail service. This capability will be deployed by using 
technology such as intrusion detection systems, intrusion prevention systems, and, potentially, black hole routing. 

 

Content Filtering 

The system will include content filtering capabilities to prevent unwanted incoming e-mail or malicious code that 
could be embedded in incoming e-mail. The two content filtering capabilities are further defined below with 
examples provided. 

• SPAM Filtering—The system will incorporate a capability to block e-mail that is unwanted because it is 
considered unsolicited junk (i.e., SPAM), contains content that is prohibited by policy (e.g., music audio files 
and executable files), is coming from a masqueraded source (i.e., spoofed source) or is prohibited by policy 
(e.g., exceeds message size). 

• Malicious Code Filtering—The system will incorporate a capability that will block incoming e-mail that 
contains malicious code (e.g., viruses, worms) from reaching the end recipients. 

4.3 Design and Implementation Constraints 

Constraints include: 

• Compliance with multiple standards (DoD, interagency, service, and commercial) 

• Storage and architectural constraints 

4.4     Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

4.4.1 KPP 1: System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 
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• Non-Critical user access devices ≥ 95% 

PA 1A: Take over Existing 

Assume Existing NMCI Enterprise Messaging Service (IOC Block 1).  This includes messaging resources at 60+ 
server farms across NMCI on Windows 2003, Exchange 2003 messaging servers. 

PA 1B:  Memory Resources 

Implement, as required, best practice configuration of storage and memory resources for Messaging Servers.  
Microsoft Technet provides a table with a sampling of best practice attributes as representative parameters.  This 
specification assumes a Heavy User with an average message throughput of 25 send / 120 receive messages per day 
with half of them approximately 50 KB or more in size. 

PA 1C:  Messaging Server Capacity 

Implement messaging on 32bit hardware and OS or better with the ratio of one Dual-Core CPU per 500 users on 
each mail server. 

PA 1D:  Messaging Server Performance 

Implement messaging on 32 bit hardware and OS or better on mail servers that have a minimum of 8 Dual Proc CPU 
cores. 

PA 1E:  Hub Transport Servers 

Implement Exchange 2007 (or comparable system) on 32 bit hardware and OS or better on hub transport servers 
with a minimum ratio of one Hub transport server for every five mail servers. 

PA 1F:  Client Access Servers 

Implement Exchange 2007 (or comparable system) on 32bit hardware and OS or better on client access servers with 
a minimum ratio of one client access server for every four mail servers. 

PA 1G: Web & Wireless Interfaces to Messaging 

NGEN will provide both web services and wireless-based interfaces, a means to post messages to topics and queues, 
and the ability to publish/subscribe.  

PA 1H:  NCES Readiness 

Where NCES is unable to replicate NMCI 2010 capability, NGEN Block 1 will continue to offer the capability until 
such time as NCES is ready to take over these services. 

4.4.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table. 

• NCOW-RM Enterprise Services 
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• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Ongoing NCES Integration Effort 

Take over ongoing (perhaps mature but continuing) efforts to integrate NMCI directory service with NCES 
collaboration, content discovery, and content delivery capabilities. 

PA 2B:  DoD DMZ Integration 

The Messaging Services architecture should support integration with the DoD DMZ and DoN DMZ architecture 
across the GIG infrastructure.  This should include modifications to Directory capabilities to ensure SMTP / 
messaging flow across directory replication links yet inside the internal facing DMZ boundary.   

PA 2C:  Edge Servers 

Implement "Edge" messaging capabilities that integrate with existing messaging infrastructure.  Edge servers must 
be capable of filtering inbound SMTP traffic before it arrives on core messaging servers and be dynamically 
configurable to support emerging SPAM, Virus, auto executables, and other potentially malicious threats.  This edge 
technology must be deployed at the 5 DON ingress / egress points and integrated with on-going DoD DMZ efforts to 
manage SMTP traffic before it is routed to core messaging infrastructure. 

PA 2D:  Synchronous and Asynchronous Information Exchange 

Provide capability to support synchronous and asynchronous information exchange and the distribution of content, 
as well as mechanisms for efficiently and reliably delivering that content across the enterprise.  

PA 2E:  Federate with DKO & NCES 

Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISRonline. 

PA 2F:  High Trust Community of Interest (COIs) Transition / Implementation of 
Messaging 

Establish Messaging groups and capabilities as required for individual Communities of Interest (COIs) that are High 
Trust such that they are permitted access to specific mail stores, file shares, and collaboration portal infrastructure 
that by regulation must be physically and logically separate from the rest of the NGEN enterprise. 

PA 2G:  Low Trust Community of Interest transition / Implementation of 
Messaging 

The Low Trust COI messaging resources must retain access to Internet / Low trust messaging resources that utilize 
Internet resources otherwise considered high risk inside the Navy Enterprise.  These external messaging resources 
include GMail, Yahoo, MSN, and other approved messaging resources that might include recruiters, intelligence, or 
other approved users. 

4.4.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
88 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  PKI 

Implement Messaging infrastructure capable of utilizing PKI for signing and encrypting messages 

KPI 3A:  Integrate with Directory to utilize PKI 

Integrate with directory based PKI elements to ensure message signing / encryption via CAC mechanisms. 

4.4.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

4.5 ITSM Service Requirements for Messaging Services 

4.5.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

4.5.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  

4.5.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete. 

4.5.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  
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4.5.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete.  

5.0 Enterprise Data Center Design 

Engineering Services for Data Center Design and Architecture is responsible for design of the PHYSICAL 
architecture to host and environmentally store / operate servers, storage, and networking equipment.  This service 
will engage a service provider to provide environmental, architectural, drafting plans, and documentation as 
required.  In the event that the design is to be used for the upgrade or expansion of an existing space, the service will 
additionally work with existing tenant(s) and stakeholders to ensure as little disruption as possible, scheduling 
construction and infrastructure changes during non-peak times.   

This service will take into account the future plans for the space to properly size the environment to allow for 
appropriate electrical, air conditioning and floor space so that the planned needs of the space can be most effectively 
implemented.  Physical security will be considered and implemented to the level required by DoD policy for the 
security level needed by the facility.   

Primary areas of concern are:  

• Assessment & Planning  

• Design  

• Architecture / Engineering  

• Equipment Sourcing & Scheduling  

• Construction / Installation / Integration  

• Commissioning  

• Operations & Maintenance  

• Monitoring  

• Provisioning 

Finally, this service will engage and monitor, from inception to completion, the on-site construction process.  
NOTE:  While all services are housed within the walls of a Data Center, not all services are detailed within this 
service.  Many items are broken out within their respective services in detail.  The primary consideration within this 
service is to provide an optimal environment for the running and connection of all services contained within the four 
walls of a Data Center. 

This service is available to facilitate the physical needs of Data centers as they are built, expanded and / or 
consolidated. 

The functional requirements of the data center are to provide: 

• A place to locate computer, storage, and networking devices safely and securely 

• The power needed to maintain these devices 

• A temperature-controlled environment within the parameters needed to run these devices 

• Connectivity to other devices both inside and outside the data center 

These are core values that are the foundation of a data center design philosophy:  simplicity, flexibility, scalability, 
and modularity. 

5.1 Service Requirements in the NGEN Requirement Document: 

5.1.1 NGEN Requirements Document, V2.0, Page 76, 6.2.1 – Application Hosting 

NGEN Block 1 will sustain NMCI 2010 application hosting capability and the associated continuity of operations 
(COOP) capability in DON-approved facilities. 

Requirement: Application Hosting—Management 

• NGEN will provide for: 

− Management of application hosting services 
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− Provision of standard computing environment 

− Provision of server administration services 

− Facilitate the running of applications 

− Provision of self-healing/restoration for applications in a network degraded environment 

− Operation of the application hosting environment. 

− Continuity of Operations (COOP) for all hosted applications. 

Requirement: Application Hosting—Subscriber Management 

• NGEN will manage subscriber’s environment. 

Requirement: Application Hosting—Hardware 

• Provide subscriber hardware platform. 

Requirement: Application Hosting—Software 

• Provide subscriber operating systems 

Requirement: Application Hosting—Limited Connectivity 

• Maintain information and knowledge connectivity in limited bandwidth environment. 

NGEN Block 1 will continue to provide NMCI 2010 SIPRNet, NIPRNet, and DoD DMZ portal capability.  NGEN 
Block 1 will support the deployment of separately-provided portals.  Enterprise portals will provide authentication 
services and control user access based upon DoD security policies in support of controlled access to DoD-controlled 
information and applications.  For the Navy, NGEN will provide a framework to leverage NCES and federate the 
DKO portal and provide technology to federate existing legacy Navy portals.  The Marine Corps will provide all 
portal functionality through MCEITS. 

5.1.2 NGEN Requirements Document, V2.0, Page 83, 6.4.1 – Information 
Transport 

Requirement: Information Transport—Transport SLA 

• NGEN will provide information transport capability functionality at all sites at a minimum of current levels. 
Provide expeditious upgrades where required. 

Requirement: Information Transport—IP-Based 

• NGEN will be a 100 percent IP-based network that employs public IP space and supports a dualstack 
IPv4/IPv6 environment. 

Requirement: Information Transport—Server Support 

• NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, QoS, WINS, 
forward proxy, load balancing, content filtering), network connections, and IA services, and will use dynamic 
routing to the extent possible. 

Requirement: Information Transport—COI Support 

• NGEN will provide COI support via economical means that meet the required IA posture, including various 
VLAN, MPLS, IPSEC VPN, SSL VPN, Type 1 CRYPTO, Access Controls, Network Boundaries, 
interconnection support to Platform IT systems for LAN and WAN connectivity and shared use of devices, 
and physically separate network segment with full management and support capabilities as required.  The 
information transport capability must, at a minimum, meet all of the current NMCI functionality and SLAs. In 
addition, it must be expeditiously upgraded to ensure continued information transport capability. 

NGEN will provide a 100 percent IP-based network that employs public IP space and supports a dual stack 
IPv4/IPv6 environment. NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, 
QoS, WINS, forward proxy, load balancing, content filtering), network connections, and IA services, and will use 
dynamic routing to the extent possible. NGEN will provide COI support via economical means that meet the current 
required IA posture, including various VLAN, MPLS, IPSEC VPN, SSL VPN, Type 1 CRYPTO, Access Controls, 
Network Boundaries, and physically separate network segment with full management and support capabilities.  
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5.1.3 NGEN Requirements Document, V2.0, Page 129, 6.8 – Data Architecture 

Deferred to Future Blocks.  There is currently no Department of Navy data architecture. Once a DON data 
architecture is developed for Future Blocks, NGEN will have to meet the requirements in Appendix QQ, and the 
applicable NCES Information Exchange Requirements from Appendix 5, Table 36 of the NCES CDD. The detailed 
specifications found in the appendix support the acquisition effort by providing a framework for consideration of 
service level offerings and capabilities to be provided in a given NGEN acquisition segment. At times, the threshold 
and objective values will require additional input from organizations across the DON, to include FAMs and other 
NNE governance bodies. 

5.1.4 NGEN Requirements Document, V2.0, Page 204, 6.12.6.3 – Server 
Connections 

NGEN will provide secure, available, and reliable network connection services (i.e. 100MBPS/GIG-E/10GIG-E) at 
any NGEN service delivery location to support either a server, a user-managed network device, or a user-managed 
service delivery point that is accessible from any other NGEN location. 

5.1.5 NGEN Requirements Document, V2.0, Page 205, 6.12.6.4 – Mission-Critical 
Upgrade for a Network Connection 

NGEN will provide two diverse network connections, one on each of two physically separate network devices with 
network diversity over the environment.  Service is to be available on all supported networks. 

5.1.6 NGEN Requirements Document, V2.0, Page 91, 6.1.2.9 – Load Balancing 

NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, QoS, WINS, forward 
proxy, load balancing, content filtering), network connections, and IA services, and will use dynamic routing to the 
extent possible.  NGEN will be a 100 percent345, Appendix FF – Summary Table of IP-based network that employs 
public IP space and supports a dual stack IPv4 / IPv6 environment. 

5.1.7 NGEN Requirements Document, V2.0, Page 353, 6.1.3.2 – Network 
Performance, Table 6.5.1A 

Monitoring and Measurement:  The execution of the set of functions required for monitoring and measuring the 
resources of a telecommunications network, including performing functions such as initial network planning, 
frequency allocation, predetermined traffic routing to support load balancing, authentication and authorization, 
configuration reporting, fault management, security management, and  performance management. 

5.2 Derived Requirements 

5.2.1 NetOps CONOPS, Paragraph 4.3.1, Page 16 

USN enterprise IT centers (EITC) are data centers that will host enterprise class applications/services required by 
the supporting establishment and the warfighter. 

5.2.2 NetOps CONOPS, Paragraph 4.4.1, Page 20 

USMC EITCs are data centers that will host enterprise-class applications/services required by the supporting 
establishment and the warfighter. 

5.2.3 NetOps CONOPS, Paragraph 5.4, Table 4:  NetOps Responsibilities for Data 
Center Services, Page 28 

Table 4 contains a representative list of NGEN midrange services and the types of NetOps controls / functions at the 
global, regional, and local levels for each service. 

5.3  Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 
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5.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  Multi-Tier Model 

Design and establish a Multi-Tier Model to separate applications, web services, and database infrastructure.  This is 
a Multi-tier data center model for the HTTP-based applications. Include web, application, and database tiers of 
servers. At a minimum, the following three tiers will be used:  Web Server, Application, and Database 

PA 1B:  Transition 

Transition selected sites and server farms (rank order by priority and mission) to the services Tier model, Network 
Core layers, and Redundancy node capabilities detailed in the PAs and KPIs in below in order to facilitate potential 
site consolidation and implementation of COOP / DR capabilities. 

PA 1C:  Data Center Resiliency 

Design server farms within the Multi-tier Data Center with processes running on separate machines to provide 
improved resiliency and security.  Resiliency is improved because a server can be taken out of service while the 
same function is still provided by another server belonging to the same application tier. Security is improved 
because an attacker can compromise a web server without gaining access to the application or database servers. Web 
and application servers can coexist on a common physical server; the database typically remains separate.   

PA 1D:  Load Balancing 

Establish Resiliency by load balancing network traffic between the tiers.  

PA 1E:  Firewalls between Tiers 

Establish security by placing firewalls between the tiers.  

PA 1F:  Separation of Tiers 

Establish segregation between the tiers by deploying a separate infrastructure composed of aggregation and access 
switches, or by using VLANs. Establish Physical segregation to improve performance.  Design such that each tier of 
servers is connected to dedicated hardware. Ensure logical segregation with VLANs to reduce the complexity of the 
server farms within the data center.  

PA 1G:  Design to Physical Segregation 

Design to physical segregation or logical segregation:  Design to specific network performance requirements and 
traffic patterns within the data center. 

PA 1H:  Redundancy Nodes 

Establish Nodes for different types of Redundancy, Disaster Recovery and COOP 

PA 1I:  Front End Interfaces 

Design Front end Interfaces used for external access to the clusters, which can be accessed by application servers or 
users that are submitting jobs or retrieving job results from the cluster.   

PA 1J:  Master Nodes 

Design Master nodes (also known as head nodes) for managing the compute nodes in the clusters and optimizing the 
overall compute capacity.  Narrative:  usually, the master node is the only node that communicates with the outside 
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world. Clustering middleware running on the master nodes provides the tools for resource management, job 
scheduling, and node state monitoring of the computer nodes in the cluster. Master nodes are typically deployed in a 
redundant fashion and are usually a higher performing server than the compute nodes.  

PA 1K:  Back-End High Speed Fabric 

Design Back-end high-speed fabric—the Primary medium for master node to compute node and inter-compute node 
communications. Include low latency and high bandwidth applications; include jumbo frame and 10 GigE support at 
a minimum.  

PA 1L:  Compute Nodes 

Design Compute nodes—that run an optimized or full OS kernel and is primarily responsible for CPU-intense 
operations.  

PA 1M:  Storage Path 

Design Storage path—The storage path can use Ethernet or Fibre Channel interfaces. Fibre Channel interfaces 
consist of 1/2/4G interfaces and usually connect into a SAN switch. The back-end high-speed fabric and storage 
path can also be a common transport medium when IP over Ethernet is used to access storage. Typically, this is for 
NFS or iSCSI protocols to a NAS or SAN gateway, such as the IPS module on a Cisco MDS platform.  

PA 1N:  Common File System 

Establish Common file system in which the server cluster uses a common parallel file system that allows high 
performance access to all compute nodes. The file system types may vary by operating system. 

5.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1  

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs)  (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

5.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 
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Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

5.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

PA 4A:  Layered Design for Data Center Network 

Establish a Best Practice Layered design for network protocol and transport. 

PA 4B:  Core Layer 

The design core layer provides the high-speed packet switching backplane for all flows going in and out of the data 
center. The core layer provides a resilient Layer 3 routed fabric with no single point of failure. The core layer runs 
an interior routing protocol, such as OSPF or EIGRP, and load balances traffic between the campus core and 
aggregation layers.  

PA 4C:  Aggregation Layer 

The aggregation layer modules provide service module integration, Layer 2 domain definitions, spanning tree 
processing, and default gateway redundancy. Server-to-server multi-tier traffic flows through the aggregation layer 
and can use services, such as firewall and server load balancing, to optimize and secure applications.  

PA 4D:  Access Layer 

The access layer is where the servers physically attach to the network. The server components consist of X-RU 
servers, blade servers with integral switches, blade servers with pass-through cabling, clustered servers, and 
mainframes with OSA adapters. The access layer network infrastructure consists of modular switches, fixed 
configuration 1 or 2RU switches, and integral blade server switches. Switches provide both Layer 2 and Layer 3 
topologies, fulfilling the various server broadcast domain or administrative requirements. 

5.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 
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• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

5.4 ITSM Service Requirements for Enterprise Data Center Design 

5.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.  

5.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  

5.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.   

5.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

5.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

6.0 Data Storage Solutions 

Data Storage Solution Service:  Data Storage Solutions services provide storage solutions for on-line, near-line and 
off-line storage to meet all Service Level Agreements specified in NGEN.  Examples of storage needs include but 
are not limited to application, database, file and print needs, web caching for Internet browsing and back-up and 
restore.  Data storage solutions services also include providing adequate tape storage for off-line / off-site needs. 

6.1 Service Requirements 

6.1.1 Storage/COOP (6.1.3.7) 

Requirement: Storage—Storage Content Staging and COOP:   NGEN will provide physical and virtual storage to 
host and retain data for purposes such as content staging, continuity of operations, or archival within Enterprise 
Service Delivery Environment (ESDE). 
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Requirement: Storage—Implement in accordance with Specifications Table:   Provide sufficient capacity and 
process for Enterprise Portal, Net-Centric Warfare, application Hosting, enterprise-shared data, electronic file 
storage regulations compliance, backup, recovery, restore, archive, purge, and age of data store information. 

6.1.2 COOP for File Share Services (6.12.6.1) 

Requirement: Other End-User Services—COOP for File Share Services.  NGEN will provide group and enterprise 
file share services, in excess of the amount provided as a part of any basic NGEN service support, which allow the 
user to store and retrieve files on shared, controlled-access storage media (unit=1 terabyte of file storage) with 
threshold capabilities to include traditional tape based methodologies that restored essential functions based upon a 
prioritized list of restoration timelines. Objective capability includes backup and recovery options that support near-
real-time or hourly delayed replication options, and hot or warm standby COOP capability at a regionally diverse 
location. 

6.1.3 NGEN NetOps Requirements (3.5.1) 

Support the full range of continuity of operations (COOP) activities. Events – such as operator error, natural 
disasters, hostile attacks, etc. – will degrade the network. To ensure COOP, the DON requires:  

• Service redundancy and failover appropriate to the supported missions. Large, high impact service outages 
are a result of centralizing services without an adequate COOP capability. For services that support critical 
operations, such as management services or missions, high availability and redundancy are needed to ensure 
services are available during high tempo operations or when an adversary is actively attempting to disrupt or 
degrade NGEN capabilities.   

• Degradation of services by request. NetOps commanders and operators must practice implementing 
contingency plans, in response to NGEN degradations, to ensure COOP during an actual event. Service 
contracts should have provisions that allow the DON to request the degradation of services in support of 
COOP exercises and training. For example, intentionally degrading service performance (i.e., systems going 
offline, loss of bandwidth, etc.) during an exercise provides NetOps commanders the opportunity to train 
operators how to recognize, respond, and continue to function during a network attack. 

6.2 Derived Requirements 

6.2.1 Table 3 of NetOps CONOPS 

Table 3: NetOps Responsibilities for Application Management Services:  Regional NetOps- NetOps OPCON 
Manage file storage resources in the region Designate local responsibilities 

6.2.2 Table 4 of NetOps CONOPS 

Table 4: NetOps Responsibilities for Data Center Services:  Back-Up - NetOps OPCON Manage data back-up 
operations for global services COOP/DR - NetOps OPCON Manage COOP/DR service between regions 

6.2.3 Table 6 of NetOps CONOPS 

Table 6: NetOps Responsibilities for Security Services:  Boundary Security and DMZs.  NetOps OPCON manages 
all B1 and B2 boundaries and designates COOP/DR responsibilities 

6.2.4 NMCI Conformed Contract, Data Storage Services 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

Item 0126AV: Move Exchange Public Folders Data: The contractor shall move up to 100MB of data located in 
Microsoft Exchange public folders from an existing storage location to a government-identified storage location. If 
necessary, the contractor shall create a new public root folder and provide temporary data storage until the data 
movement is complete. 

Item 0126AW: Move Command File share Data: The contractor shall move up to 100MB of data from an existing 
command file share storage location to a government-identified command file share storage location. If necessary, 
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the contractor shall create a new command file share root folder and provide temporary data storage until the data 
movement is complete. 

Item 0028 (and 0128 if option is exercised): Data Warehousing: Data warehousing services shall be in accordance 
with DON and DoD policy, standards, and architecture regarding data, data storage, and data retrieval, including use 
of COTS tools. This item will be separately priced in individual orders. 

Item 0016AA and 0016AC (and 0116AA and 0116AC if option is exercised): Additional Shared File and Email 
Storage Service - Unclassified: File share services, in excess of the amount provided as part of the basic NMCI 
services, allow the user to store and retrieve files on shared, controlled access storage media. This includes, but is 
not limited to, access controls, back up and recovery. The service is not available for hybrid seats or wall plug 
services. Optional for Items 0001 through 0004, 0036 and 0038AC (and 0101 through 0104, 0136 and 0138AC, if 
option is exercised) 

Item 0016AB and 0016AD (and 0116AB and 0116AD if option is exercised): Additional Shared File and Email 
Storage Service – Classified: File share services, in excess of the amount provided as part of the basic NMCI 
services, allow the user to store and retrieve classified files on shared, controlled access storage media. This includes 
but is not limited to access controls, back up, and recovery. Not available for hybrid seats or wall plug services.  
Optional for Items 0001 through 0004, 0036 and 0038AC (and 0101 through 0104, 0136 and 0138AC, if option is 
exercised). 

Items 0116AE through 0116AH: Bulk Storage of Data Files: Provides the capability for contiguous storage of 
electronic data files. Contractor shall provide those storage management services provided under Items 0001 through 
0004 (and 0101 through 0104) which includes on demand access to scalable storage capacity and support of storage 
intensive applications.  Data files will be accessible only to NMCI users residing in CONUS locations. Available 
only for storage of unclassified electronic data files within the USN and USMC COIs. A single data file shall not 
exceed 10 TB. 

6.3     Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

6.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  File Share Availability 

Percentage of time the end user’s File Share Service is active and available for transfer. Server Availability is 
measured at every File Share server. The availability measure does not include any supporting network 
infrastructure. 

KPI 1A1:  File Share Metrics 

File Share Server Availability 

Threshold  

• > 99.7% LOS 1 and 2  

• > 99.7% LOS 3 Objective  

• > 99.7% LOS 1and 2  

• > 99.99% LOS 3 

Exclusions: 

• Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only. 

• Natural disasters for LOS 1 and 2 only. 

• Business rules for data anomalies (i.e., false positives) 
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• Government (GNOC and MCNOSC) activities that preclude measurement 

KPI 1A2:  Client Metrics 

Client Responsiveness 

• Threshold Time interval:  ≤ 2 seconds Percentage complete > 98.0% 

• Time interval:  ≤ 4 seconds Percentage complete > 99.8% 

Exclusions:  

• Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only. 

• Natural disasters (Attachment 4 Section 4.1.5 and 4.2) for LOS 1and 2 only. 

• Business rules for data anomalies (i.e., false positives) 

• Government (GNOC and MCNOSC) activities that preclude measurement 

PA 1B:  Storage & COOP 

NGEN Data Storage will be a provider of Storage for COOP services 

KPI 1B1:  Capacity Planning 

Implement sufficient Storage in accordance with the following: 

• Each large Server Farm will require 70 TB as a storage size 

• Each medium Server Farm will require 35 TB as a storage size 

• Each small Server Farm will require 17 TB as a storage size 

KPI 1B2:  Recovery Time Objective 

Establish Level of Service for Recovery Time Objective (RTO) for service recovery in accordance with (time to 
restore): 

• LoS 1: 8 hour, normal business hours 

• LoS 2: 4 hours, normal business hours 

• LoS 3: 1 hours, "24 x 7" (PA 1c) 

KPI 1B3:  Recovery Point Objective 

Establish Level of Service for Recovery Point Objective (RPO) for recovery of data in accordance with (acceptable 
loss): 

• LoS 1: 24 hours, 1 business day, in accordance with normal business hours 

• LoS 2: 8 hours, normal business hours 

• LoS 3: 1 hour, "24 x 7" 

PA 1C:  Storage Disk Capacity 

Storage disk utilization will maintain spare capacity on average compared with available, useable storage capacity. 
The calculation will be under normal operations, times of surges will exceed these values. This information will be 
reported as an average, range, and granularity reflecting data for normal and peak network conditions. 

KPI 1C:  Storage Usage 

Utilization:  Overall storage usage will not surpass 70%, leaving 30% capacity available  

Time Interval:  Measured every 24 hours, summarized weekly, reported monthly (PA 1D) 

PA 1D:  Bandwidth for Storage 

Data storage will need to meet Bandwidth throughput to meet the following standards. 
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PA 1E:  PKI for SAN 

Fiber Channel Certificate Authentication Protocol will be used or equivalent security measures. This needs to tie 
into the NGEN PKI infrastructure. 

PA 1F:  Data Storage Reporting 

Weekly and quarterly reports will be provided to the government to view the health of data storage. Some items 
would be trending, capacity, spares, utilization, unused files, or last accessed, dark storage, etc. Refer to ITIL for 
additional PAs and KPIs. 

6.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs)  (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 1A:  Community of Interest (COIs) Transition / Implementation of data storage 

Transition (or establish if necessary) Data Storage infrastructure for individual Communities of Interest (COIs) that 
are High Trust and by DoD or DON Administrative or Mission requirements must have access to specific mail 
stores, file shares, and collaboration portal infrastructure that by regulation or mission requirement must be 
physically and logically separate from the rest of the NGEN enterprise.   Transition and improve if necessary 
management of access to COI architecture through PKI authentication integrated with Directory Services.  On-order, 
design and implement dedicated storage infrastructure to accommodate specific High Trust COIs.  Some COIs 
might require Storage resources on dedicated LUN sets and dedicated physical hard drives:   to accommodate 
virtualized messaging and collaboration resources as well as dedicated mail stores, file shares and COI portal 
information. 

6.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes 

 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 
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Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specification required:  Storage does not directly contribute to performance of this KPP. 

6.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

6.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  See details at the Segment Level. 

6.4 ITSM Service Requirements for Data Storage Solutions 

6.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete. 
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6.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  

6.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.   

6.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

6.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

7.0 Enterprise Portals  

Web Portal Content, discovery and delivery services include any services that require a user to access the service 
from a web browser (i.e. OWA), and their backend databases which provide that service.  Web Portal Services are 
furnished by the provider and allow end users to access web content as supported by the NGEN network.  This 
requirement applies to web portal services obtained through an NGEN network.  This service is provided through 
NCES not DON.   

Where possible, NGEN Block 1 will federate to and / or leverage DKO, NCES, and / or other approved DoD, Joint, 
and DON IT / NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISR online. 

7.1 Service Requirements in the NGEN Requirement Document 

7.1.1 NGEN Requirements Document, Page 55, 6.1.2.1 - Portal Framework 
(NCES) 

NGEN Block 1 will continue to provide NMCI 2010 SIPRNet, NIPRNet, and DoD DMZ portal capability.  NGEN 
Block 1 will support the deployment of separately-provided portals.  Enterprise portals will provide authentication 
services and control user access based upon DoD security policies in support of controlled access to DoD controlled 
information and applications.  For the Navy, NGEN will provide a framework to leverage NCES and federate the 
DKO portal and provide technology to federate existing legacy Navy portals.  The Marine Corps will provide all 
portal functionality through MCEITS. 

7.1.2 NGEN Requirements Document, Page 58, 6.1.2.4 - Service Discovery 
(NCES) 

NGEN Block 1 will provide access and facilitate use of NCES service discovery tools. 

7.1.3 NGEN Requirements Document, Page 59, 6.1.2.5 – People Discovery 
(NCES) 

NGEN Block 1 will provide the capability to uniquely identify, find, and publish white page information on people 
and object identities within the GIG web services environment building on JEDS. 

NGEN Block 1 will provide web service interfaces to the information currently available in JEDS and the shipboard 
Virtual Directory Service (VDS). 

NGEN Block 1 will provide access and facilitate use of NCES people discovery tools. 

7.1.4 NGEN Requirements Document Page 59 (Virtual Shipboard Directory) 
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NGEN Block 1 will provide web service interfaces to the information currently available in JEDS and the shipboard 
Virtual Directory Service (VDS). 

7.1.5 NGEN Requirements Document, Page 60, 6.1.2.6 – Content Delivery (NCES) 

NGEN Block 1 will fully support NCES information exchange requirements for content delivery. 

7.1.6 NGEN Requirements Document, Page 61, 6.1.2.7 – Content Discovery 
(NCES) 

Content Discovery will align with NCES through NGEN Block 1, increment 1 which will fully support NCES 
information exchange requirements for content discovery IAW DON policy and guidance.  Further amplification of 
Federated Services through Content Discovery initiatives will be described in Critical Design Review (CDR) and 
ultimately the NGEN Technical SOW.   

Amplification of Public Content Indexing through Content Discovery initiatives will be described in Critical Design 
Review (CDR) and ultimately in the NGEN Technical SOW.    

7.1.7 NGEN Requirements Document, Page 63, 6.1.2.9 – Mediation (NCES) 

NGEN will leverage NCES information exchange requirements for mediation. 

7.1.8 NGEN Requirements Document, Page 67, 6.1.3.2 – Content Delivery (non-
NCES) 

Requirement:  Content Delivery—Content Delivery Transport/Cache:  NGEN Block 1 will continue to provide 
NMCI 2010 capability that provides a smart-cache method of information transport to facilitate the movement of 
content around the enterprise for fast access, enterprise-federated alerts and transactional messaging capabilities, 
enterprise publish and subscribe capabilities, enterprise mediation-enabling services, and disaster recovery. 

Requirement:  Content Delivery—Publish and Subscribe:  NGEN Block 1 will continue to provide NMCI 2010 
capability that provides for establishment of publish / subscribe channels in which users may receive content that is 
published over a predefined channel. 

Requirement:  Content Delivery—Rules:  NGEN Block 1 will continue to provide NMCI 2010 capability that 
provides guaranteed reliable delivery in accordance with assigned handling instructions and support configurable 
bandwidth utilization and transfer scheduling. 

Requirement: Content Delivery—Cache Specifications / Data Storage:  NGEN Block 1 will continue to provide 
NMCI 2010 capability that provides caching specifications for integrating existing DON data storage facilities into a 
distributed storage-caching architecture. 

Requirement:  Content Delivery—Distributed Cache:  NGEN Block 1 will continue to provide NMCI 2010 
capability that provides a distributed content cache (i.e., the capability for transparent pull of content from regional 
locations during user requests to support responsiveness or to forward-stage content provides guaranteed reliable 
delivery in accordance with assigned handling instructions and supports configurable bandwidth utilization and 
transfer scheduling). It shall provide caching specifications for integrating existing DON data storage facilities into a 
distributed storage caching architecture. 

7.1.9 NGEN Requirements Document, Page 256, Table 6.1.2A:  Portal 
Performance 

• Portal Access Availability:  Threshold 99.7%,  Objective 99.99%  

• Portal Access Maximum Load:  Threshold SIPRNet - 130k / NIPRNet - 550k  Objective SIPRNet - 300k / 
NIPRNet - 1.5M 

• NCES Accessibility:  Threshold 10 seconds, 95% of time, Objective 5 seconds, 99% of time 

7.1.10 NGEN Requirements Document, Appendix G - Table 6.1.2B 
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Appendix G – Table 6.1.2B includes detailed specifications tailored to support NCOE JIC and C2 requirements as 
well as performance measures, which reflect expectations for NMCI modified to support NCOE JIC and C2 
requirements and remain a valid basis to generate final requirements. The detailed specifications found in the 
appendix support the acquisition effort by providing a framework for consideration of service level offerings and 
capabilities to be provided in a given NGEN acquisition segment. At times, the threshold and objective values will 
require additional input from organizations across the DON, to include FAMs and other NNE governance bodies. 

7.1.11 NGEN Requirements Document, Page 268, Appendix L 

Appendix L includes detailed specifications for service discovery. 

7.1.12 NGEN Requirements Document, Page 269, See Appendix J 

Appendix J includes detailed specifications for people discovery. 

7.1.13 NGEN Requirements Document, Page 272, COIs Appendix K 

Appendix K includes detailed specifications for content delivery. 

7.1.14 NGEN Requirements Document, Page 273, See Appendix L 

Appendix L includes detailed specifications for content discovery. 

7.1.15 NGEN Requirements Document, Page 278, See Appendix N 

Appendix N includes detailed specifications for mediation. 

7.2 Derived Requirements 

7.2.1 NCES CDD, Page A-10, Appendix A.5.3 - IER Matrix 

The NCES Information Exchange Requirement (IER) Matrix includes detailed specifications for content discovery 
and delivery.  It also includes information for people discovery and service discovery. 

7.2.2 NCES CDD, Page A-16, Table 36 - IER Matrix 

Table 36 – NCES Information Exchange Requirement (IER) Matrix includes detailed specifications for content 
discovery and delivery.  Also includes information for people discovery and service discovery. 

7.2.3 NMCI Conformed Contract, Web Portal 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Item 0037: TFW Portal Capability upgrade: The Contractor shall upgrade the functional and technical requirements 
of the NMCI portal to provide a standardized web-based interface to allow sharing and managing both structured 
and unstructured information for an operational and test upgrade effort. The NMCI portal shall support integration 
of disparate Navy applications and data sources to form a web-based, service-centric capability. The enterprise 
portal interface shall be personalized and customizable by the end user and by organizational commands. The end 
user shall be able to subscribe to desired services and have these services provided at each log-on to the NMCI 
portal. Organization commands shall be able to tailor the view provided to each user within the command. Each 
NMCI portal view shall provide a standard Navy banner that can be customized with tabs for Navy and 
organizational command access. The Contractor shall demonstrate portal capability to ashore users in accordance 
with Attachment 13. 

Attachment 13: TFW Operational and Test Portal upgrade Capability, Executive Summary 

Successful development and deployment of the Task Force Web (TFW) portal upgrade, with support from the 
Contractor and SPAWAR, shall provide at least 2,000 Navy personnel ashore and 3,000 afloat access to more than 
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50 Navy- identified applications via the Navy web portal 90 days from contract award. This effort must conform to 
all security requirements as set forth in the NMCI contract. The Contractor team shall provide integration capability 
for some applications in accordance with the TFW architecture. The Contractor shall also provide guidance, 
training, and assistance to application developers, enabling them to produce required interfaces for access via the 
Navy web portal. The successful development and deployment of these web enabled applications and the portal 
environment shall result in greater accessibility and higher productivity of Navy personnel, creating a more cohesive 
and efficient Navy organization.  To accomplish this aggressive objective, the Contractor shall partner with the 
government (i.e., OPNAV 09W and SPAWAR) to implement TFW. Specifically, the Contractor shall provide the 
required ashore infrastructure and support to develop and implement a test portal solution at the Contractor Test 
Facility and an operational portal upgrade solution at the two established NMCI Network Operations Centers 
(NOCs). Initially and until 30 April 2002, this upgrade effort shall be limited to a minimum of 2000 users, 
whereupon version 2.0 portal services shall be provided as a basic seat service at no additional charge. This service 
does not include the application server infrastructure that needs to support more than 2,000 users. This solution shall 
be for government purposes only. This includes the infrastructure (hardware, software, engineering, operations and 
maintenance, Service Desk, and training) and management of the Contractor portions of this effort. The Contractor 
shall provide the Navy with a cost effective, practical and reasonable solution within the timeline required; a 
solution that is open, scalable and accessible across the enterprise. This document provides a listing and a 
description of those deliverables the Contractor shall provide under this effort. 

7.3     Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

7.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

No additional specifications beyond the latency and performance metrics in KPP 1 

7.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  Web Portal Secure Socket Layer (SSL) Support 

NGEN web portals must support SSL encryption. 
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PA 2B:  NCES Information Exchange Requirements 

NGEN Block 1 will fully support Net-Centric Enterprise Service (NCES) information exchange requirements for 
content discovery. 

PA 2C:  Portlet Standards 

NGEN portals must meet portlet standards (JSR 168, Web Services for Remote Portals (WSRP)). 

PA 2D:  Portal Monitoring 

NGEN provider shall implement a Sensor Grid within the NMCI security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc. 

PA 2E:  Portal Interface to Directory Services 

NGEN portals must interface with directory services. 

PA 2F:  Portal Webmail Capabilities 

NGEN portals must interface with e-mail services to provide webmail (e.g., Outlook Web Access). 

PA 2G:  Portal Authentication 

NGEN portals must interface with the Public Key Infrastructure (PKI) to validate certificates used in authentication. 

PA 2H:  Portal Single Sign On (SSO) Capabilities 

NGEN portals must support single sign on. 

PA 2I:  Portal SOA Compliance 

NGEN portals must be compliant with Service Oriented Architecture initiatives. 

PA 2J:  Portal Security 

NGEN portals must meet DoD 8500 series instructions unless government waivers are requested. 

PA 2K:  Portal Access Control Methods 

NGEN portals must support future attribute based access control capabilities (ABAC). 

PA 2L:  High Trust Community of Interest (COIs) Transition / Implementation of 
Enterprise Portals 

Transition (or establish if necessary) Enterprise Portal infrastructure for individual High Trust Communities of 
Interest (COIs) that by DoD and/or DON administrative or Mission requirements must have access to specific mail 
stores, file shares, and collaboration portal infrastructure that by regulation or mission requirement must be 
physically and logically separate from the rest of the NGEN enterprise.   Transition and improve if necessary 
management of access to COI architecture through PKI authentication integrated with Directory Services.  On-order, 
design and implement dedicated Enterprise Portal infrastructure to accommodate specific COIs.  Some COIs might 
require Portal resources on dedicated LUN sets and dedicated physical hard drives:   to accommodate virtualized 
collaboration resources as well as dedicated mail stores, file shares and COI portal information. 

PA 2M:  Low Trust Community of Interest Transition / Implementation of 
Enterprise Portals 

Transition (or establish if necessary) Enterprise Portal infrastructure individual Communities of Interest (COIs) that 
are Low Trust and by DON or DoD Administrative or Mission requirements must have access to messaging, 
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collaboration, and/or other resources within the DON and DoD enclaves.  Establish capability of manual login and 
access to specific resources within the external facing enclave for non-DOD mission partners.  Establish capability 
of internal DON users to collaborate and share information at specific release levels with non-DOD mission partners 
on these external facing portal resources.  Integrate capability of PKI authentication from multiple root chains in 
addition to DoD that include (but not limited to) Federal, State, Local government root chains, first responders, 
Canadian, United Kingdom, and perhaps temporary Commercial chains for civilian non-agency partners.  Transition 
and improve if necessary management of access from this COI to these external facing or external originating 
resources to facilitate mission execution by this COI. 

7.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time.  Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  Portal Service Support for Webmail and Content Delivery 

NGEN portal services must support webmail and content delivery.  Webmail and content delivery services are 
hosted on different hosts. 

KPI 3A1:  Portal Access Maximum Load 

Portal Access Maximum Load:   

Threshold SIPRNet - 130k / NIPRNet - 550k 

KPI 3A2:  Portal Search 

NGEN will provide capabilities for federated searches, public content searches, and COI-specific data tag searches.  
NGEN will also provide search, content integration, and contextual information delivery capabilities. 

KPI 3A3:  Content Discovery Availability 

Content Discovery:  Availability is the percentage of time that the Core Enterprise Service (CES) is available to 
respond to user requests.   

Threshold:  97.7% 

KPI 3A4:  Content Discovery Response Time 

Content Discovery:  Response time is the time that is occupied in the fulfillment of a request.  Measured from the 
time a request is received by the content delivery service to the time that a response is formed and sent to the 
requester. 

Threshold:  5 seconds 
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KPI 3A5:  Content Discovery Load 

Content Discovery: 

Maximum load is the maximum number of requests per second on the number of content items indexed.   

Threshold:  100 requests per second for 20M SIPRNet documents and 20M NIPRNet documents 

7.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

7.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

7.4 ITSM Service Requirements for Enterprise Portals 

7.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete. 

7.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  
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7.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete. 

7.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete. 

7.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete.  

8.0 Boundary and DMZ  

Boundary and DMZ services protect the network infrastructure including the management and operation of the 
boundaries between NGEN and the Transport WAN; NGEN and external networks (B1); NGEN and NGEN COIs 
(B2); NGEN COIs and the Host level (B3); controls remote access; provides special services and maintains cross 
COI boundaries. Provisioning, management and operation of NGEN boundaries include the operation, maintenance 
and administration of all components that when operating together provide all the functions required of that 
boundary.   Boundary components may include but are not limited to: DMZs; security domains/COIs; backbone 
network protocols; IP/Multi-Protocol Label Switching (MPLS); VLANs; SNMP and remote monitoring; firewalls; 
routers and switches; IDSs; IPSs; NOC operations and Network Monitoring. 

8.1 Service Requirements 

8.1.1 B1 Boundary, section 6.4.10 

Requirement: B1—Provision and Implementation.  NGEN will provide and manage the Boundary 1 (B1) Logical 
Boundary between NGEN and External Networks to comply with the DON Unclassified Trusted Network 
Protection Policy (UTNPP) on the UNCLAS network, Classified Trusted Network Protection Policy (CTNPP) on 
the SECRET network, the DoD Ports, Protocols, Standards CAL (DoD PPS CAL) on all networks, and all 
applicable DISA STIGs on all networks. 

8.1.2 B2 Boundary, section 6.4.11 

Requirement: B2—Provision and Implementation NGEN will provide and manage the Boundary 2 (B2) logical 
boundary between NGEN and COIs, to comply with the DON Unclassified Trusted Network Protection Policy 
(UTNPP) on the UNCLAS network, the Classified Trusted Network Protection Policy (CTNPP) on the SECRET 
network, the DoD Ports, Protocols, Standards CAL (DoD PPS CAL) and all networks and all applicable DISA 
STIGs on all networks. 

8.1.3 B3 Boundary, section 6.4.12:   

Requirement: B3—Provision and Implementation:  NGEN will provide and manage the Boundary 3 (B3) Logical 
Boundary between COIs and the Host level, which are used to protect COI assets and users (e.g., NCIS and NNPI) 
from other NGEN assets, or NGEN assets from assets within COIs that are operating with lower security (such as 
software application development and testing environments). 

8.1.4 DoD DMZ Deployment, section 6.4.8 

Requirement: DoD DMZ—Deployment:  NGEN will deploy DON-supported DoD DMZs where required and 
maintain compliance with the DSAWG-approved architecture. 

8.1.5 E-DMZ Implementation, section 6.4.9 

Requirement: E-DMZ—Implementation:  Provide enclave DMZ as described in the current versions of the DoD 
Ports, Protocols, Standards CAL (DoD PPS CAL), the DON Unclassified Trusted Network Protection Policy 
(UTNPP), and all applicable DISA STIGs. 
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8.1.6 IA Compliance, section 6.6 

Requirement: Information Assurance (IA) Compliance NGEN will provide information assurance in compliance 
with DoD’s net-readiness requirements. NGEN IA is to ensure all appropriate security measures are in place to 
protect system data and resources from all known threats. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements in DoD 8500 series and CJCS 6510 series directives, instructions and manuals. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements for NNPI in NAVSEA 
Instruction 5511.32 series. 

8.1.7 Confidentiality, section 6.6.1 

Requirement: Confidentiality—No Unauthorized Disclosure:  NGEN will provide the capability to hold sensitive 
data in confidence, limited to an appropriate set of individuals or organizations, and the ability to ensure that 
information is not disclosed to unauthorized persons, processes, or devices. 

8.1.8 Availability, section 6.6.3 

Requirement: Availability—On-time Readiness:  NGEN will provide the capability to ensure that information and 
resources are in place and ready for use when needed to perform the mission, and provided in time to be used to 
perform that mission. 

8.1.9 Authorization, section 6.6.5 

Requirement: Authorization—Permission:  NGEN will provide the capability to ensure that only users with 
sufficient permissions are given access to particular systems, applications, information, and/or data. 

8.1.10 CND Network Protection, section 6.6.7 

Requirement: CND—Network Protection:  NGEN will provide network protection, monitoring, analysis, intrusion 
prevention and detection, and response capability to unauthorized activity within DON information systems and 
computer networks. These activities will be pursued as defined by DoDD O-8530.1, DoDI O-8530.2, CJCSI 
6510.01C and subsequent DoD and DON CND directives and mandates. These activities that involve NNPI systems 
or data will also incorporate requirements defined by NAVSEA Instruction 5511.32 series. 

8.1.11 CND Protected Internet Access, section 6.6.7 

Requirement: CND—Protected Access to the Internet:  NGEN will provide NIPRNet users with a protected method 
of accessing the Internet. The method will not disrupt day-to-day business operations or negatively impact Quality 
of Life. The method will prevent the network from being exposed to vulnerabilities that exist on the public Internet. 

8.1.12 CND Employ IA Actions, section 6.6.7 

Requirement: CND—Employ IA Actions:  NGEN will conduct CND protection and information assurance 
protection activities, including the ability to take deliberate actions to modify an assurance configuration or 
condition in response to a CND alert or threat information.  

8.1.13 CND Monitor and Analyze, section 6.6.7 

Requirement: CND—Monitor and Analyze:  NGEN will establish monitoring, analysis, and detection activities, 
including trend and pattern analysis, as called for by multiple disciplines within the DoD, e.g., network operations, 
CND services, intelligence, counterintelligence, and law enforcement. CND response can include recommendations 
or actions by network operations (including information assurance), restoration priorities, law enforcement, military 
forces, and other U.S. Government agencies. 

8.1.14 IA Technology Adaptation, section 6.6.8 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 
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8.2 Derived Requirements 

8.2.1 SECONOPS:  Defense in Depth (page 1 line 454) 

NGEN will employ a Defense-in-Depth strategy to mitigate the risk associated with a single point of failure. 
Available protection technologies will be employed in a layered system of defenses. To this end, attacks directed 
against systems within NGEN's defined network boundaries will be met by a series of protection mechanisms 
including, but not limited to, encryption, intrusion detection systems, firewalls, access controls, user identification 
and authentication, malicious content detection, audit, physical, and environmental controls. Use of these 
mechanisms will mitigate some or all inherent system vulnerabilities and counter potential threats. The number and 
type of defense mechanisms used in each boundary layer is a consequence of the protective qualities of the device 
and the assigned value of the information within the protected enclave. 

8.2.2 SECONOPS:  Interconnections (page 66 line 2965) 

1.1 Interconnections with other networks.   

Any external network interface to NGEN is considered to originate from an un-trusted source and must comply with 
the NGEN Connection Approval Process (NCAP) to gain connectivity. B2 connections to the NGEN are 
discouraged and will only be considered as a last resort to meet and operational commitment and shall be approve by 
the respective ODAA (MCEN DAA for USMC & NETWARCOM DAA for USN).  External interfaces to other 
systems are controlled at the recognized network boundaries and will be established as COIs.  These network 
boundaries include a variety of protection mechanisms to ensure the defense-in-depth strategy provides adequate 
protection of sensitive information.  Along with the logical protection mechanisms, procedural mechanisms are also 
employed by the respective clients before allowing external network connections. 

8.2.3 SECONOPS: Boundary B2 Requirements (page 89 line 3716) 

1.1.1 Boundary 2 (B2) Requirements for Transition 

Boundary 2 (B2) refers to the Logical Boundary between NGEN and COIs. The ODAA (MCEN DAA for USMC & 
NETWARCOM DAA for USN) shall approve the Boundary 2 architecture and individual hardware and software 
components and settings through the current C&A process. The principal Boundary 2 interfaces on NMCI and 
transitioning to NGEN are between the Navy NMCI enclave and IT-21 and ONE-NET, between Navy and USMC 
NMCI COIs, and between PACOM NMCI and PACOM’s C2 network. The current types of approved versions of 
B2 are detailed in NMCI Development Documents on IATS. 

8.2.4 SECONOPS:  Safeguard Data (page 8 line 709) 

Protect Information to safeguard data (as information) as it is being created, used, modified, stored, moved, and 
destroyed, at the client, within the enclave, at the enclave boundary, and within the computing environment, to 
ensure that all information has a level of trust commensurate with mission needs 

8.2.5 SECONOPS:  B1 & DMZ (page 11 line 833) 

1.1.2 The Initiation (Block 1) of NGEN will be a transition of current NMCI.  

NMCI Information Assurance suite includes enhancements and or upgrades to specific services areas that are 
focused on providing information assurance or computer network defense capabilities.  

• Boundary One Defenses. Provide the first layer of Defense in Depth. IA capabilities include firewalls, 
Intrusion Prevention Systems (IPS), and Proxy Services. 

• De-militarized zone (DMZ) services.  Provides an additional layer of security to a BAN/LAN by creating a 
physical or logical barrier between services accessible to non-BAN/LAN users and the rest of LAN. 

8.2.6 SECONOPS:  DMZ (page 69 line 3073) 

1.2 DMZ 
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As NGEN is a tactical military network, direct access to all external networks will be restricted.  All access to such 
networks (Internet) will be through approved DMZ portals only. A network DMZ is defined by the Department of 
Defense (DoD) as a perimeter network segment that exists logically between internal and external network 
management domains. Its purpose is to enforce the internal network's Information Assurance (IA) policies for 
external information exchange. Within NGEN, the DMZ is intended to restrict and control access to information 
while shielding the internal NGEN network for outside attacks.  

There shall be five public facing hosting or security zones with the NGEN DMZ enclave. Those zones are defined 
as: 

• Infrastructure 

• Internet Public Access 

• NIPRNet Public Access 

• Specialized Application 

• Transition ( Purgatory) 

An Internal Firewall Cluster will be deployed for subsequent access protection for hosted services, as they require 
reaching into the private network domains for access to protected information stores and services within NGEN. The 
Internal Firewall Cluster also protects access to and from the NGEN DMZ Zones. 

8.2.7 NMCI Conformed Contract, Boundary & DMZ Services 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Item 0027AP: Standard Application Server Connectivity (DMZ Facility) 

Item 0027AQ: Mission Critical Application Server Connectivity (DMZ Facility) 

Item 0027DA: Standard Application Server Connectivity (DMZ Facility) - Ongoing: 

Provides for (i) acquisition of equipment and hardware for accommodating a single server and for installing and 
connecting a single server in a DMZ Facility; (ii) ongoing support of improvements to the DMZ Facility to 
accommodate hosting of a single server, and (iii) a standard level of connectivity, network loading, and maintenance 
responsiveness for a single server located in the DMZ Facility. Maximum server bandwidth utilization is 1 Gbps. 

Item 0027DB: Standard Application Server Connectivity (DMZ Extension) - Ongoing: 

Provides standard level of connectivity, network loading, and maintenance responsiveness for an application server 
located in a facility containing a DMZ Extension implemented under Item 0027DL. Maximum server bandwidth 
utilization is 1 Gbps. Requires Item 0027DG and Items 0027DL, 0027DN, and 0027DP at requested facility. 

Item 0027DC: Standard Application Server Connectivity (DMZ Zone Extension) - Ongoing: Provides standard level 
of connectivity, network loading, and maintenance responsiveness for an application server located in a facility 
containing a DMZ Zone Extension implemented under Item 0027DM. Maximum server bandwidth utilization is 100 
Mbps.  Requires Item 0027DG and Items 0027DL, 0027DN, and 0027DP at requested facility. 

Item 0027DD: Mission Critical Application Server Connectivity (DMZ Facility) - Ongoing: Provides for (i) 
acquisition of equipment and hardware for accommodating a single server and for installing and connecting a single 
server in a DMZ Facility; (ii) ongoing support of improvements to the DMZ Facility to accommodate hosting of a 
single server, and (iii) an increased level of availability, reduced network loading and greater maintenance 
responsiveness for a single server located in the DMZ Facility. Maximum server bandwidth utilization is 1 Gbps. 
Available only in facilities where the Contractor determines that sufficient infrastructure exists to support redundant 
network connections. 

Item 0027DE: Mission Critical Application Server Connectivity (DMZ Extension) - Ongoing: Provides an increased 
level of availability, reduced network loading and greater maintenance responsiveness for an application server 
located in a facility containing a DMZ Extension implemented under Item 0027DL. Maximum server bandwidth 
utilization is 1 Gbps.  Available only in facilities where the Contractor determines that sufficient infrastructure exists 
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to support redundant network connections. Requires Item 0027DG and Items 0027DL, 0027DM, and 0027DP at 
requested facility. 

Item 0027DF: Mission Critical Application Server Connectivity (DMZ Zone Extension) - Ongoing: Provides an 
increased level of availability, reduced network loading and greater maintenance responsiveness for an application 
server located in a facility containing a DMZ Zone Extension implemented under Item 0027DM. Maximum server 
bandwidth utilization is 100 Mbps. Available only in facilities where the Contractor determines that sufficient 
infrastructure exists to support redundant network connections. Requires Item 0027DG and Items 0027DL, 0027DN, 
and 0027DP at requested facility. 

Item 0027DG: DMZ Application Server Connectivity - Implementation: Provides initial implementation of 
connectivity to the DMZ Capabilities through either a DMZ Extension or a DMZ Zone Extension and configuration 
of an application server to access all Basic Application Server Services. Required with Items 0027DB, 0027DC, 
0027DE, and 0027DF. 

Item 0027DL: DMZ Extension / Zone Extension - Implementation: Provides the initial development and 
implementation of a single DMZ Extension or a single DMZ Zone Extension at a facility other than a DMZ Facility. 
Government is responsible for providing any necessary racks and KVM switches for servers connecting through a 
DMZ Zone Extension. Once the utilization of the VPN or transport boundary at a facility reaches an average 
utilization rate of 70% between the hours of 0800 and 1700 during any Monday through Friday period, no additional 
servers may connect to the respective DMZ Extension or DMZ Zone Extension. The price for this Item will be 
determined separately for each individual task order using a mutually agreed rate card. Changes to the rate card will 
be by mutual agreement of the parties. The Government and the Contractor will agree upon the specific equipment, 
hardware and software required to provide this service.   Required for Items 0027DB, 0027DC, 0027DE, and 
0027DF.  Requires Item 0027VE prior to or with the initial order from a DMZ Zone Extension. 

Item 0027DM: DMZ Extension / Zone Extension – Upgrade: Provides additional capacity for an existing DMZ 
Extension or DMZ Zone Extension initially implemented under Item 0027DL.  The price for this Item will be 
determined separately for each individual task order using a mutually agreed rate card. Changes to the rate card will 
be by mutual agreement of the parties.  The Government and the Contractor will agree upon the specific equipment, 
hardware and software required to provide this service. Optional for Item 0027DL. 

Item 0027DN: DMZ Extension / Zone Extension – Ongoing Support: Provides for the ongoing support of hardware 
required for providing a DMZ Extension or a DMZ Zone Extension.  The price for this Item will be determined 
separately for each individual task using a mutually agreed rate card. Changes to the rate card will be by mutual 
agreement of the parties. The required support will be based upon the specific equipment, hardware and software 
provided under Items 0027DL and 0027DM. Required for Item 0027DL or Item 0027DM. 

8.3  Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

8.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

8.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 
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• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table. 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  IA and Data strategies 

Maintain IA and Data strategies consistent with DoD 8500 series along with all applicable NSA guidance. 

PA 2B1:  DoD DMZ Integration - Transition 

Takeover ongoing (perhaps close to completion by 2010) efforts to provision and re-engineer Messaging Services 
architecture to comply with DoD DMZ and DON DMZ integration across the GIG infrastructure.  Key component 
will be participation of redesign of Active Directory sites and replication to ensure messaging flow across directory 
replication links yet inside the internal facing DMZ boundary.  Another key component will be establishing outward 
facing web based capabilities (e.g. OWA) for user access to messaging resource via PKI authentication and 
Kerberos constrained delegation to interior resources. 

PA 2B2: DoD DMZ Integration – Integrate into GIG 

Comply with DoD DMZ and DON DMZ integration across the GIG infrastructure.  Key component will be 
retaining all directory, collaboration, and authentication related traffic via protocol routing, cryptography, site 
design, directory replication, and DNS placement inside the internal facing DMZ boundary.  

KPI 2B:  Edge Servers 

Implement Exchange 2007 (or comparable system) on 32 bit hardware and OS or better on Edge servers with a 
minimum of 8 Edge servers at each ingress / egress point (four will be for inbound traffic and four will be for 
outbound traffic). 

PA 2C:  IA Policy Implementation 

Implement IA policies in accordance with DoD standards that do not degrade service below with the following 
parameters: 

• IA efforts -   Provider shall incorporate defensive IA capabilities that protect the availability, integrity, 
authentication, confidentiality, and non-repudiation of the information exchanged and used on workstations. 

• Monitor the number and duration of events when NGEN does not provide and manage the Boundary 3 (B3) 
Logical Boundary between COIs and the Host level to protect COI assets and users (e.g., NCIS and NNPI) 
from other NGEN assets, or NGEN assets from assets within COIs that are operating with lower security 
(such as software application development and testing environments). 

• Monitor the number of deviations from the description of an enclave DMZ from the current version of the 
DoD Ports, Protocols, Standards CAL (DoD PPS CAL) 

• Information Assurance (IA) Compliance. NGEN will provide information assurance in compliance with 
DoD’s net readiness requirements. NGEN IA will ensure all appropriate security measures are in place to 
protect system data and resources from all known threats. NGEN will be in full compliance and remain 
consistent with the most recent IA requirements in DoD 8500 series and CJCS 6510 series directives, 
instructions and manuals. NGEN will be in full compliance and remain consistent with the most recent IA 
requirements for NNPI in NAVSEA Instruction 5511.32 series. 

PA 2D:  CND—Network Protection  
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NGEN will provide network protection, monitoring, analysis, intrusion prevention and detection, and response 
capability to unauthorized activity within DON information systems and computer networks. These activities will be 
pursued as defined by DoDD O-8530.1, DoDI O-8530.2, CJCSI 6510.01C and subsequent DoD and DON CND 
directives and mandates. These activities that involve NNPI systems or data will also incorporate requirements 
defined by NAVSEA Instruction 5511.32 series. 

PA 2E:  Federate with DKO & NCES 

Where possible, NGEN Block 1 will permit federation to and/or leverage DKO, NCES, and/or other approved DoD, 
Joint, and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISRonline. 

PA 2F:  Unclassified B1, B2, & B3 

NGEN will provide and manage the Boundary 1 (B1), (B2), & (B3) Logical Boundary between NGEN and External 
Networks to comply with the DON Unclassified Trusted Network Protection Policy (UTNPP) on the UNCLAS 
network 

KPI 2F:  Unclassified Service at B1, B2, & B3 

Must provide sufficient service to meet performance and latency parameters defined in table 6.4.3 .   

PA 2G:  Classified B1, B2, & B3 

NGEN will provide and manage the Boundary 1 (B1), (B2), & (B3) Logical Boundary between NGEN and External 
Networks to comply with the Classified Trusted Network Protection Policy (CTNPP) on the SECRET network 

KPI 2G:  Service at Classified B1, B2, & B3 

Provide sufficient service to meet performance and latency parameters defined in table 6.4.3. 

PA 2H:  PPS Assignments List 

NGEN will provide and manage the Boundary 1 (B1), (B2), & (B3) logical boundary between NGEN and external 
networks to comply with the DoD ports and protocols documented in the PPS Category Assignments List. 

PA 2I:  DoD DMZ—Deployment 

NGEN will deploy DON-supported DoD DMZs where required and maintain compliance with the DSAWG-
approved architecture. 

PA 2J:  e-DMZ 

Provide an e-DMZ as described in the current versions of all applicable DISA STIGs. 

PA 2K:  CND—Protected Access to the Internet 

NGEN will provide NIPRNet users with a protected method of accessing the Internet.  The method will not disrupt 
day-to-day business operations or negatively impact Quality of Life.  The method will prevent the network from 
being exposed to vulnerabilities that exist on the public Internet. 

PA 2L:  CND—Employ IA Actions  

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  

PA 2M:  CND—Monitor and Analyze 
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NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

PA 2N:  High Trust COIs Transition / Implementation of Boundary Specific 
services 

Transition (or establish if necessary) Messaging groups and capabilities for individual Communities of Interest 
(COIs) that are High Trust and by DON or DoD Administrative or Mission requirements are permitted access to 
specific mail stores, file shares, and collaboration portal infrastructure that by regulation or must be physically and 
logically separate from the rest of the NGEN enterprise.   Transition existing access to NGEN COI messaging 
architecture through PKI authentication integrated with Directory Services. 

PA 2O:  Low Trust COI transition / Implementation of Boundary specific Services 

Transition (or establish if necessary) VPN / dedicated POP / Dedicated or Special gateways that provide 
Communities of Interest (COIs) that are LOW Trust, and by DON or DoD Administrative or Mission Requirements, 
must have access to external facing and Internet resources to continue their mission execution.  Transition and 
improve if necessary management of access to external facing resources through PKI authentication integrated with 
Directory Services.  This will include design and implementation of both Kerberos constrained delegation for pass 
through to external facing or external originating resources and SAML token passing across boundaries.  Once PKI 
based authentication is in place and verified, hardware / software based dedicated VPNs and special gateways will 
be minimized with the intent of eventually removing altogether in order to rely on logical and PKI certificate based 
separation. 

PA 2P:  Forensics and Audit Architecture within Boundary and DMZ Services 

Transition existing forensics / audit collection NMCI infrastructure to NGEN management.  On-order, improve 
existing or design and implement forensics / audit collection architecture with the following capabilities:   

• Account Management Event / Incident capture 

− User account created/deleted, enabled/disabled  

− Administrator groups changes  

− Group membership changes  

− Changing someone else’s password  

− Computer account created/deleted  

• Access Violation event / incident capture 

− Unauthorized access attempts  

− Account locked  

• Policy Change event / incident capture 

− Audit policy changed  

− Object permissions changed  

− Account policy changed  

− Privilege added/removed  

• System Integrity event / incident capture 

− Lost events  

− Audit failure  

− Log cleared  

8.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 
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• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  PKI Signing 

Facilitate PKI based authentication at boundary and Kerberos constrained delegation to interior resources to access 
Portal, messaging, and other resources from external facing locations. 

KPI 3A:  Integrate with Directory to utilize PKI 

Ensure integration with directory based PKI elements to ensure message signing / encryption via CAC mechanisms. 

8.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99%  

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

PA 4A:  CAT 1, 2, & 3 Compliance 

Monitor the number of CAT 1, 2 or 3 STIG non-compliance findings in Boundary 2.  Monitor compliance / 
remediation activities.   

PA 4B:  Test and certify workstations  

Test and certify workstations for use in the NGEN environment. Monitor the number of deviations from the 
DSAWG-approved architecture for DoD DMZs 

PA 4C:  e-DMZ 

Provide an e-DMZ as described in the current version of the DON Unclassified Trusted Network Protection Policy 
(UTNPP) 
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PA 4D:  e-DMZ Ports, Protocols & Standards 

Provide an e-DMZ as described in the current version of the DoD Ports, Protocols, Standards CAL (DoD PPS CAL) 

PA 4E:  On-time Readiness.  

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

8.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

8.4 ITSM Service Requirements for Boundary and DMZ 

8.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete. 

8.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  

8.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete 

8.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

8.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete.  

9.0 Data Center Operations 

The ASN Data Center Operations service provides end-to-end monitoring, management, administration and 
maintenance for all manned and unmanned NGEN data centers.  NGEN data centers include Network Operations 
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Centers (NOCs), Application Hosting Facility (AHF), Security Operations Centers (SOCs), Enterprise IT Support 
Centers (EITCs), and server farms.  Staffing will be adequate to provide coverage and maintain service levels as 
prescribed in the contract. 

9.1 Service Requirements in the NGEN Requirement Document 

9.1.1 NGEN Requirements Document, V2.0, Page 76, 6.2.1 – Application Hosting 

NGEN will provide for:  Provision of server administration services. 

9.1.2 NGEN Requirements Document, V2.0, Page 83, 6.4.1 – Information 
Transport 

NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, QoS, WINS, forward 
proxy, load balancing, content filtering), network connections, and IA services, and will use dynamic routing to the 
extent possible. 

9.1.3 NGEN Requirements Document, V2.0, Page 89, 6.4.5 – Domain Name 
Services (DNS) 

This service will include independent Primary and Secondary Internal DNS Servers inside the enclave and Primary 
and Secondary External DNS Servers in the Enterprise DMZs. 

9.1.4 NGEN Requirements Document, V2.0, Page 91, 6.4.7 – Windows Internet 
Name Service (WINS) 

If DNS is available (6.5.5), NGEN will support WINS only as long as Pre-Windows 2000 clients or servers need to 
resolve names. 

9.1.5 NGEN Requirements Document, V2.0, Page 216, 6.13.1 – NOC Operations 

NGEN will provide training to address a Naval Network requirement for positive (Government) control of the 
Network Operating Centers (NOC) and to mitigate the shortage of trained and certified IT personnel.  NGEN will 
develop a program that delivers Military/Government Personnel Core Competency Development at major fleet 
concentration areas. The training approach should include progressive education and on-the-job training that assigns 
NOC operational workload to military and Government IT personnel in order to develop core competencies and 
provide the path to certifications. The training should be developed in accordance with ITIL. 

9.1.6 NGEN Requirements Document, V2.0, Page 274, Table 6.1.9A: Enterprise 
Service Management 

See APPENDIX M – SUMMARY TABLE OF ENTERPRISE SERVICE MANAGEMENT PERFORMANCE, 
Table 6.1.9A: Enterprise Service Management in its entirety. 

9.1.7 NGEN Requirements Document, V2.0, Page 312, 6.1.3.2 – Table 6.4.1B 
Performance Measures 

See Table 6.4.1B - Performance Measures: NGEN Intranet. 

9.2 Derived Requirements 

9.2.1 NetOps CONOPS, Section P – Configuration Management, Page P-1: 

DoDAF and CONOPS integration into service specifications:    NetOps-CONOPS, Page P-1: 

P.3 Use Case: Upgrade Mail Server Software Based on Figure 21, the process for upgrading the mail server 
software, as outlined in one of the use cases in Annex N:  
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• Tasking from JTF-GNO:  JTF-GNO has requested the server software on all Microsoft Exchange servers be 
upgraded due to a buffer overflow threat. 

• Approve configuration change:  The GNOSC approves the configuration change to the server software.  

• Not a standard configuration change:  Upgrading the server software is not a minor change and the 
acquisition authority needs to be involved. 

• The existing mail service does not need to be changed.  The server software needs to be upgraded, which does 
not require changes to the existing mail service (i.e., no additional servers, change to the architecture, etc.). 

The Security ConOps (SeconOps) contains numerous references to server administration. 

9.2.2 NetOps CONOPS, Page 23, Application Management Services 

USMC EITCs are data centers that will host enterprise class applications/services required by the supporting 
establishment and the warfighter.  USMC EITCs will be subordinate to the USMC GNOSC, who is responsible for 
directing and coordinating global functions. 

9.2.3 NetOps CONOPS, Page 27, Relationship between NGEN Management 
Domains 

USN EITCs are data centers that will host enterprise class applications/services required by the supporting 
establishment and the warfighter.  USN EITCs will be subordinate to the USN GNOSC, who is responsible for 
directing and coordinating global functions. 

9.2.4 NetOps CONOPS, Page 28, Table 4:  NetOps Responsibilities for Data 
Center Services 

Table 4 contains a representative list of NGEN midrange services and the types of NetOps controls/ functions at the 
global, regional, and local levels for each service. 

9.2.5 NMCI Conformed Contract, Attachment 1, Statement of Objectives 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Operational Support Services (OSS) section 3.4.2 

Requirement: Network operations display shall be provided to authorized users on a real-time basis, indicating status 
of network assets allocated to them for mission support. The display shall be available to authorized users at any 
mission-critical seat and show performance status of the overall network and individual servers and routers. 
Capability to display separate Navy and Marine Corps performance status, status by theatre (USCINCPAC or 
JFCOM), and status by Navy and Marine Corps base is part of basic service. The Contractor shall provide services 
that include, but are not limited to, Data Backups and Recovery, Data Archiving, Routine Database Audits and 
Maintenance, Log Retrieval and Audits, Purging of Records, Domain Name Service and Network Address 
Administration. The Contractor shall support Government oversight, maintain accessible historical data, and provide 
summary management information that details the OSS functions.  

The Contractor shall provide a report in accordance with CDRL A010 and A010a.  

Scope: Basic service for all NMCI infrastructure and DON organizations ASLAPC 329 

9.3     Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

9.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 
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• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  Network Applications Services for Mission-Critical Apps 

Network Applications Services will be provided for mission-critical applications. 

PA 1B:  Network Applications Services for Non-Critical Apps 

Network Applications Services will be provided for non-critical applications. 

PA 1C:  Monitoring 

Monthly status reports of system availability from monitoring will be provided. 

KPI 1C1:  Web Portal Secure Socket Layer (SSL) Support 

Critical services availability is ≥ 99.7%. 

KPI 1C2:  Web Portal Secure Socket Layer (SSL) Support 

Non-critical services availability is ≥ 95%. 

9.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1   

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  Server Administration Service Provisioning 

NGEN will supply the provisioning for server administration services. 

PA 2B:  Net-Centric Military Operations 

NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed in the network, 
and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a Net-Centric military 
capability. 

PA 2C:  Provisioning and Administering Legacy Server Applications 

NGEN will provision and administer legacy server applications.  The following items are required to provision and 
administer legacy server applications: 
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• Functional Area Manager (FAM) approval 

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (MCEN DAA 
for USMC & NETWARCOM DAA for USN) 

• Availability specification listed in KPI 1 

• Administration maintainability of legacy server applications will be performed during planned and scheduled 
maintenance windows. 

• The provisioning and administering of legacy server applications includes the following responsibilities: 

− Analyzing system logs and identifying potential issues with computer systems 

− Integrating certified new technologies into existing data center environments 

− Performing routine audits of systems and software 

− Performing and verifying backups 

− Applying operating system updates, patches, and configuration changes 

− Installing and configuring new hardware and software 

− Adding, removing, and updating user account information 

− Resetting passwords 

− Implementing security processes and procedures in accordance with DoDI 8500.2 specification and 
Computer Network Defense initiative 

− Responsibility for documenting the configuration of the system and maintaining the configuration 
management database 

− Troubleshooting any reported problems with the prescribe service level agreement (SLA) 

− System performance monitoring and tuning 

PA 2D:  Provisioning and Administering Mission-Critical Server Applications 

NGEN will provision and administer mission-critical server applications for combat and control operations.  The 
following items are required to provision and administer mission-critical applications: 

• Functional Area Manager (FAM) approval.  

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (MCEN DAA 
for USMC & NETWARCOM DAA for USN) 

• Service Availability specification listed within the following KPI 

• Administration maintainability of mission-critical server applications will be performed in real time. 

• The provisioning and administering of legacy server applications includes the following responsibilities: 

− Analyzing system logs and identifying potential issues with computer systems 

− Integrating certified new technologies into existing data center environments 

− Performing routine audits of systems and software 

− Performing and verifying backups 

− Applying operating system updates, patches, and configuration changes 

− Installing and configuring new hardware and software 

− Adding, removing, and updating user account information 

− Resetting passwords 

− Implementing security processes and procedures in accordance with DoDI 8500.2 specification and 
Computer Network Defense initiative 

− Responsibility for documenting the configuration of the system and maintaining the configuration 
management database 

− Troubleshooting any reported problems with the prescribe service level agreement (SLA) 

− System performance monitoring and tuning 

PA 2E:  Provisioning and Administering Enterprise Server Applications 

NGEN will provision and administer enterprise server applications including e-mail and web services.  The 
following items are required to provision and administer enterprise applications: 
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• Functional Area Manager (FAM) approval 

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (MCEN DAA 
for USMC & NETWARCOM DAA for USN) 

• Service Availability specification listed within the following KPI 

• Administration maintainability of enterprise server applications will be performed during planned and 
scheduled maintenance windows. 

• The provisioning and administering of legacy server applications includes the following responsibilities: 

− Analyzing system logs and identifying potential issues with computer systems 

− Integrating certified new technologies into existing data center environments 

− Performing routine audits of systems and software 

− Performing and verifying backups 

− Applying operating system updates, patches, and configuration changes 

− Installing and configuring new hardware and software 

− Adding, removing, and updating user account information 

− Resetting passwords 

− Implementing security processes and procedures in accordance with DoDI 8500.2 specification and 
Computer Network Defense initiative 

− Responsibility for documenting the configuration of the system and maintaining the configuration 
management database 

− Troubleshooting any reported problems with the prescribe service level agreement (SLA) 

− System performance monitoring and tuning 

PA 2F:  Provisioning and Administering Network Management Tools 

NGEN will provision and administer NOC server applications including network management tools.  The following 
items are required to provision and administer NOC applications: 

• Functional Area Manager (FAM) approval 

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (MCEN DAA 
for USMC & NETWARCOM DAA for USN) 

• Server availability specification listed within the following KPI. 

• Administration maintainability of NOC server applications will be performed during planned and scheduled 
maintenance windows. 

• The provisioning and administering of legacy server applications includes the following responsibilities: 

− Analyzing system logs and identifying potential issues with computer systems 

− Integrating certified new technologies into existing data center environments 

− Performing routine audits of systems and software 

− Performing and verifying backups 

− Applying operating system updates, patches, and configuration changes 

− Installing and configuring new hardware and software 

− Adding, removing, and updating user account information 

− Resetting passwords 

− Implementing security processes and procedures in accordance with DoDI 8500.2 specification and 
Computer Network Defense initiative 

− Responsibility for documenting the configuration of the system and maintaining the configuration 
management database 

− Troubleshooting any reported problems with the prescribe service level agreement (SLA) 

− System performance monitoring and tuning 

9.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 
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• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  Web Based Applications 

NGEN will provide support for web-based applications. 

KPI 3A:  Web Based Performance 

Web:  Percentage of performance based on access time:  99.5% < 10 seconds & 99.9% < 20 seconds 

PA 3B:  E-mail Based Applications 

NGEN will provide support for e-mail based applications. 

KPI 3B:  E-mail Based Performance 

E-mail: Percentage of performance based on access time.  

95% < 2 minutes & 99% < 4 minutes 

9.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites.  The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices.  

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

9.3.5 KPP 5: Problem Resolution 
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End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored.  A network incident is defined as a period of time during 
which the customer cannot use network transport services due to failure of a contractor-provided network device. 

PA 5A:  Severity Level 1 

Severity Level 1 (Sev-1) must be adhered to. 

KPI 5A1:  Severity Level 1 

Severity Level 1 is an outage impacting 1,000 or more users or seats, with a duration of twenty (20) minutes.  A 
Severity Level 1 is defined as an:  Unclassified Network service-impacting outage that meets metric parameters 
(user / seat size) and also meets any of the following criteria:  An entire site which impacts 1 or more VIP or 
Mission Critical seat or individual as defined in the EPMD or Remedy system;  any High-Interest (HIT) List site; 
any Blackberry, Defense Messaging System (DMS), or Pier Connectivity issue; and any High-profile or high-
visibility issue that does not meet the above criteria but requires immediate resolution due to sensitivity and/or 
customers impacted. 

KPI 5A2:  Severity Level 1 

Severity Level 1 for a Classified Network is a service impacting outage affecting 10 or more users or seats. 

PA 5B:  Severity Level 2 

Severity Level 2 (Sev-2) must be adhered to. 

KPI 5B1:  Severity Level 2 

A Severity Level 2 is defined as an:  Unclassified Network service impacting outage that meet metric parameters 
(100 - 999 users or seats,) impacting potentially, (with a duration of twenty (20) minutes or more) which also meets 
any of the following criteria:  Any High-Interest (HIT) List site. Any Blackberry, Defense Messaging System 
(DMS), or Pier Connectivity issue; and high-profile or high-visibility issue that does not meet the above criteria but 
requires immediate resolution due to sensitivity and/or customers impacted. 

KPI 5B2:  Severity Level 2 

A Severity Level 2 for a Classified Network is a service impacting outage affecting fewer than 10 users or seats 
(classified network). 

PA 5C:  Severity Level 3 

Severity Level 3 (Sev-3) must be adhered to. 
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KPI 5C:  Severity level 3 

Severity Level-3 is a degradation of any service or affecting any site for which NOC or ENOSC leadership 
determines there is an elevated visibility.  Stubbed mailboxes will always require a Severity 3 RtOP (Restore to 
OPerations) report until customer archived mail is restored.  NOTE:  Power outages do not require a RtOP unless it 
is a HIT list site or service. 

9.4 ITSM Service Requirements for Data Center Operations 

9.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete. 

9.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

9.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete 

9.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

9.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

10.0 Application Hosting   

Application Hosting Service:  Provides a protected hosting environment, consisting of common hardware platforms 
and operating systems where applications will reside within NGEN.  Application hosting includes hosting legacy, 
enterprise and communities of interest (COI) applications.  NGEN hosting services will integrate all types of client 
applications (Web, virtual / thin / fat clients), and will be interoperable with Common Computing Environment 
(CCE) developed in accordance with the implementation of DON and DoD enterprise IT services (i.e. NCES).  
NGEN will, within budgetary constraints,  design and implement the hosting services that meet or exceed stated 
KPPs and will seamlessly integrate into the Enterprise Portal, Net-Centric Warfare concepts, information assurance 
overlay, implemented NGEN account management, administration, enterprise-shared data, electronic file storage 
regulations compliance, backup, recovery, restore, archive, purge, and age of data store information processes. 

10.1 Service Requirements:   

10.1.1 NGEN Requirements Doc, 6.2, Page 21 (Common Computing Environment) 

The capability to establish a common computing environment entails the ability to provide an application hosting 
environment that serves the needs of Naval commands and their many COIs.  This capability involves the 
establishment of criteria, processes, and procedures for the hosting, management, and support of applications and 
their use in the NGEN network environment. The common computing environment must support the capability to 
achieve fluid allocation of resources to allow the timely access and execution of processes supported by the diverse 
applications needed to support the Naval community. These needs must be met in accordance with shifting priorities 
and the command intent (dynamic, priority-based resource allocation). NGEN common computing capability must 
support the Highly Available Enterprise concept envisioned for the network-centric environment by ensuring that 
applications and related resources are readily available to Naval community users, both warfighters and business 
(NCOE JIC). While supporting this network-centric environment, COIs such as NNPI (both classified and 
unclassified) require proper access control for their data for those users with the need-to-know. 
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10.1.2 NGEN Requirements Doc, Sec 1.4, Page 13: (Enterprise Application 
Environment Rules) 

NGEN will leverage the capabilities provided to the Navy and Marine Corps from CANES and MCEITS. NGEN 
Block 1 will operate within DoD and Joint guidance, which defines the enterprise environment in which future 
applications will be developed and operate and establish rules for application hosting. 

10.1.3 NGEN Requirements Doc, Sec 2.2, Page 22: (Application Components) 

This consists of devices that specifically support applications or users such as server management consoles, AD 
schemas, storage area networks (SAN), email, file shares, seat management tools, etc. These devices can be 
managed in-band or sideband. 

10.1.4 NGEN Requirements Doc, Sec 6.1, Page 47:  (Infrastructure Support to 
Applications Hosting) 

NGEN shall deliver the enterprise IT infrastructure necessary for organizing and managing hardware, software, and 
data as virtualized resources; hosting applications as services; using data sources; and offering NCES core services 
along with other core services as they become available. 

10.1.5 NGEN Requirements Doc, Sec 6.3, Page 79:  (Data Hosting) 

Deferred to Future Blocks [see comment above on IOC needs] See Appendix U for the relevant standards that 
applications hosting will have to meet upon implementation. The detailed specifications found in the appendix 
support the acquisition effort by providing a framework for consideration of service level offerings and capabilities 
to be provided in a given NGEN acquisition segment. At times, the threshold and objective values will require 
additional input from organizations across the DON, to include FAMs and other NNE governance bodies. 

10.1.6 NGEN Requirements Doc, Sec 6.9.8, Page 145: (Release and Deployment 
Management) 

Release and Deployment management is a component of ITSM (see 6.9.1). NGEN will implement release 
management in accordance with industry best practices.  Reference model component:  Governance NGEN will 
implement release management.  At a minimum, the processes and tools will be established to: 

 

• Introduce a new capability to support business and warfighting goals such as new functionality, minimized 
risk to existing functionality and service, or audit capability 

• Protect the production environment and IT services through the use of formal procedures and checks that 
include risk assessment and mitigation of risks 

• Reduce the impact of scheduled outages to the live environment by bundling multiple changes when possible 

• Create a holistic view of multi-faceted changes that involve activities of multiple Organization 

10.1.7 NGEN Requirements Doc, App D, Page 244: (Common Computing 
Environment) 

NGEN capability that provides an application-hosting environment that serves the needs of naval commands and 
their many COIs. 

10.2 Derived Requirements 

10.2.1 NetOps CONOPS Page 11 

The USMC will have the following MDs: 

• NGEN.  NMCI currently supports roughly 85,000 unclassified seats, which will be transitioned into NGEN, 
for USMC installations and users in the U.S. 
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• Marine Corps Enterprise IT Services (MCEITS).  A proposed program of record that will develop an 
application and services hosting capability as well as support DoD enterprise services.  MCEITS Enterprise 
IT Centers (EITCs) will host enterprise-class applications/services required by the supporting establishment 
and the warfighter.  Regional MAGTF IT Support Centers (MITSCs) will host regional-class/local 
applications and provide services used by MAGTFs.  In addition to provisioning the EITCs and regional 
Distributed Hosting Platforms, MCEITS will develop the IT services that will be hosted at these facilities as 
well as leverage DoD enterprise services that lend themselves to presentation within MCEITS. 

10.2.2 NetOps CONOPS Page 17, 4.3.3, USMC Local NetOps 

Local detachments will be subordinate elements of a RNOSC/NITSC and shall exert NetOps TACON over its 
designated area of responsibility by: 

• Managing all locally hosted services and applications.  Some services and applications might be hosted 
and/or managed by the local NetOps authority. 

10.2.3 NetOps CONOPS Page 21, 4.4.2, USMC Regional NetOps 

The RNOSC, generally established at the Marine Corps Bases Command level to support Marine Forces 
(MARFOR) Commands, shall delegate NetOps authorities to MITSCs to provide regional NetOps capabilities.  
Each MITSC will host services and applications and support forces as designated by Director C4.  MITSCs are 
generally provisioned within a Marine Corps Installation (MCI) Commands to support Marine Expeditionary Force 
(MEF) Commands and, as part of the fifth element of the MAGTF, support the warfighter while operationally 
deployed, in garrison, or engaged in training. 

10.2.4 NetOps CONOPS, Page 21, 4.4.3, USMC Local NetOps 

Base G6s will act as the local NetOps authority and shall exert NetOps TACON over their designated area of 
responsibility by: 

• Managing all locally hosted services and applications.  Some services and applications might be hosted 
and/or managed by the local NetOps authority. 

10.2.5 NetOps CONOPS, Page 27, 5.3, Application Management Services 

Application Installation and Removal: Global NetOps Authorize and direct installations, upgrades or removal for 
MD.  Establish regional authorities and responsibilities.  Regional NetOps Support remote installation, upgrade or 
removal.  Designate local responsibilities.  Local NetOps Support manual installation, upgrade or removal for 
supported commands, as assigned, when global/regional capabilities fail in time critical situations.  Support manual 
installation, upgrade or removal when directed. 

10.2.6 NMCI Conformed Contract, Application Hosting Services 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Item 0058 (and 0158):  Application Hosting Services: Provides Application Hosting Services in accordance with the 
Task Order for specific services. Services and prices for CLINs contained in the Task Order will be based upon the 
Description of Services dated April 22, 2004 (hereinafter referred to as the “DOS”) and Application Hosting Rate 
Table version 2, effective October 1, 2007. Applicable Service Level Agreements (SLAs) shall be those listed in 
contract modification P00108, Final Addendum. 

Item 0058AA (and 0158AA):  Recurring Support: Provides Application Hosting Services as described in the DOS. 
The Contractor shall be responsible for the NMCI network security and shall ensure that the network and 
information assurance infrastructure design associated with this hosting effort complies with the requirements of 
Contract Attachments 4, 5 and 10.  Item 0058AB (and 0158AB): Preparation and Setup Services: Provides 
preparation of the hosting environment to allow the Government to install the hosted applications. The Contractor 
shall assist the Government with preparation of Application Security Validation documentation as contained in the 
DOS. 
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Item 0058AC (and 0158AC):  Deactivation Services: Provides services to deactivate the hosting environment in the 
event the Government issues a Task Order to discontinue an Application Hosting Service. The Government shall be 
responsible for the removal of the application from the hosting environment. Item shall be ordered no less than 90 
days in advance of the date the Government requires services to be discontinued. 

10.3   Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

10.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

KPI 1A:  Number of allowable service bindings within the required timeframe. 

The number of allowable service bindings within the required timeframe is >10,000.   

PA 1B:  Response Time 

NGEN will provide service within the Application Hosting Environment Response Time.   

KPI 1B1:  Time to effect the service contract modification      

Time to effect the service contract modification is <1 minute.   

KPI 1B2: Accurately identify changing roles and responsibilities    

NGEN will accurately identify changing roles and responsibilities and match them to critical information 99% of the 
time. 

PA 1C:  Synchronization Time 

NGEN will provide synchronization between multiple applications with simultaneous user interaction.  

KPI 1C:  Time to synchronize applications       

The time to synchronize applications is <1 second.  

PA 1D:  Simultaneous Support Capacity  

NGEN will provide synchronization between multiple applications with simultaneous user interaction. 

KPI 1D:  Number of users simultaneously supported 

The number of users (applications multiplied by users) to be simultaneously supported is >100.   

PA 1E:  En-route User Support 

NGEN will use multiple authoritative applications in parallel for course of action or functional alternative 
development in a distributed environment. 

KPI 1E:  Percent of time en-route users supported 

The percent of time en-route users will be supported is 95% or greater. 

PA 1F:  Configuration and Modification of Applications 

NGEN will enable rapid configuration and modification of new and existing applications. 
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PA 1G:  C4I System Accessibility 

NGEN will provide C4I system accessibility. 

KPI 1G:  Percent of essential C4I systems accessible from all locations during a 
24 hour period (M4).      

The percent of essential C4I systems accessible from all locations during a 24 hour period (M4) will align to the 
System Availability KPP for LOS3.  

PA 1H:  JSIPS-N system operational (M18)  

NGEN will provide support for JSIPS-N system to be operational (M18) for its users. 

KPI 1H:  Logic Yes/No          

NGEN will measure in a Yes or No metric whether the JSIPS-N system is operational. 

PA 1I:  FTI Organic Imagery System available (M19) 

NGEN will provide FTI Organic Imagery System availability. 

PA 1J:  Provide subscriber service provider interface 

NGEN will supply a subscriber service provider interface. 

KPI 1J:   Time to establish access and implement subscriber authentication   

The time to establish access and implement subscriber authentication is 1 minute/ 10 seconds. 

PA 1K:  Customize subscriber presentation 

NGEN will provision customize the subscriber presentation. 

KPI 1K:  Percent of content that can be tailored to meet user needs    

The percent of content that can be tailored to meet user needs is > 90%. 

PA 1L:  Transform/process data into information 

NGEN will transform/process data into information. 

KPI 1L:  Time for information change to be posted and/or subscribers notified  

Time for information change to be posted and/or subscribers notified is < 1 minute. 

PA 1M:  Service Adaptation Requirement 

NGEN will support enterprise-wide and COI specific applications. 

PA 1N:  Machine-to-machine Assurance Time 

NGEN will support enterprise wide and COI specific applications machine-to-machine.  

KPI 1N1:  Machine-to-machine Time to Assure Applications and Services  

The time to assure enterprise-wide and COI-specific applications and services for machine-to-machine translation is 
< 3 minutes. 

KPI 1N2:  Man-to-machine Time to Assure Applications and Services 
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The time to assure enterprise-wide and COI-specific applications and services for machine-to-machine translation is 
< 10 minutes. 

PA 1O: Provide COI Environment Information Change Notification Time 

NGEN will report COI environment Information change notification times. 

KPI 1O:  Time for information change to be posted and/or subscribers notified  

The time for information change to be posted and/or subscribers notified is < 1 minute. 

PA 1P:  Uptime Requirement 

NGEN will meet COI environment uptime requirements. 

KPI 1P:  Percentage of Uptime of Required Service       

The percentage of uptime of required service is 99.90%. 

PA 1Q:  Operational Need Adaptation Time 

NGEN will flexibly adapt to changing operational needs. 

KPI 1Q:  Time to adapt to changing operational needs      

The time to adapt to changing operational needs is 6 hours (threshold value) / 2 hours (objective value). 

PA 1R:  New User Discovery Time 

NGEN will flexibly adapt to changing operational needs for new user discovery. 

KPI 1R:  Newly Connected Users are Discovered        

The time for newly connected users to be discovered is < 30 seconds. 

PA 1S:  New Machine Discovery Time 

NGEN will flexibly adapt to changing operational needs for new machine discovery. 

KPI 1S:  New Machine Discovery Time to be in Minutes       

New machine discovery time is 5 - 10 minutes. 

PA 1T:  COI Adjustment Time 

NGEN will flexibly adapt to changing operational needs for COI Adjustments. 

KPI 1T:  Timeframe for COI to Adjust       

The timeframe for COIs to adjust to changing operational needs is 1 - 3 minutes. 

PA 1U:  COI Information Gathering Time 

Flexibly adapt to changing operational needs - COI Information Gathering Time. 

KPI 1U:  Time for COI to gather necessary information      

The time for COIs to gather necessary information < 1 minute.  (Information derived from outside sources may take 
longer.) 

PA 1V:  Situational Awareness 
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NGEN will share situational awareness by providing access to common information with specific indication of 
contextual relevance. 

KPI 1V:  Percent of COI information with contextual relevance tagging  

The percent of COI information with contextual relevance tagging will be 90%. 

PA 1W:  Visualizations 

NGEN will provide visualizations of non-visible phenomena by synthetic means for COI purposes and threat 
awareness. 

10.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table. 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Application Distribution 

Enable distribution of applications. 

10.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

(Executing KPIs 3a thru 3f will PROBABLY put in place sufficient Directory Servers to meet this KPP.  Key will 
be exercising these ratios and services in a lab in order to refine the quantity of DCs required to meet this KPP.) 

 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 
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E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

10.3.4 KPP 4: Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

10.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  Detailed at the segment level  

10.4 ITSM Service Requirements for Application Hosting  

10.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

10.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete.  

10.4.3 Availability Specification 
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Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete. 

10.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.     

10.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

11.0 Workflow and Collaboration Tools 

Workflow and Collaboration Tools service enables synchronous and asynchronous communication using instant 
messaging, low-bandwidth text chat, and web conferencing.  Instant messaging and web conferencing both include 
text-based communication, while web conferencing adds shared whiteboards, desktop & application sharing, and the 
ability to invite non-DoD personnel into collaboration sessions.   Current Communication Services include Live 
Communication Services (LCS) is an instant messaging solution that combines Microsoft’s Live Communications 
Server 2005 and Office Communicator 2005 technologies.  LCS allows real-time chats, availability status using 
Outlook calendar information and e-mailing within the instant messaging tool.  Live Communications Server also 
integrates with SharePoint, providing a richer collaboration experience.  Video Teleconferencing Services (NMCI 
CLINs 0014; 0115; 0122 offerings provides a variety of teleconferencing capabilities that meet differing needs and 
requirements of Claimants and Commands. 

Workflow Design provides capabilities to include:  improved efficiency, better process control, improved customer 
service, flexibility, and business process improvement.  Designs the tasks, procedural steps, organizations or people 
involved, required input and output information, and tools needed for each step in the business process. 

11.1 Service Requirements   

11.1.1 Common Services section 6.1 

NGEN will leverage the four NCES product lines, one of which is Enterprise Collaboration, NGEN Requirement 
Document, page 47.  In addition, NGEN Block 1 will continue to provide NMCI 2010 capability to convert various 
textual, common multimedia formats, common open formats, common commercial formats, and common enterprise 
wide DoD formats into documents and formats using intelligent concept/block identification to guide the structure of 
the resultant output as well as customize subscriber presentation. 

11.1.2 Workflow Tools (NCES), NGEN Requirement Document, page 56, section 
6.1.2.2 

Requirement:  Workflow Tools—Workflow Integration.  NGEN Block 1 will facilitate to the fullest extent use of 
workflow capabilities provided by DKO, NCES, or by individual COIs.   

Requirement:  Workflow Tools—Workflow Collaboration.  NGEN Block 1 shall continue to facilitate user ability to 
collaborate (have conferences - voice, video, data) to support activities that are important to geographically 
distributed work. 

Reference model component:  Common Services A user must be able to quickly modify the workflow based on the 
collaborative efforts. 

11.1.3 Collaboration Tools (NCES), page 57, section 6.1.2.3  

Requirement:  Collaboration Tools—NCES Collaboration Tools.  NGEN Block 1 will provide access and facilitate 
use of NCES collaboration tools.  Reference model component: Common Services 

11.1.4 Workflow Tools (non-NCES), page 66, section 6.1.3.1  
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Requirement: Workflow Tools—Workflow within COIs NGEN Block 1 shall continue to provide the use of 
workflow software supported by NMCI 2010, enabling the development and operation of workflow within specific 
COIs.  Reference model component: Common Services. 

11.2 Derived Requirements 

11.2.1 NetOps CONOPS Page 27, 5.3 Application Management Services 

See Table 3 which contains a representative list of NGEN application management services and the types of NetOps 
controls/functions at the global, regional, and local levels for each service. 

11.3   Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

11.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  Workstations 

Deployed workstations must be configured with software able to utilize existing NCES collaboration capabilities. 

KPI 1A1:  IA Policy vice Collaboration Service Degradation 

The provider will implement IA policies in accordance with DoD standards that do not degrade service below the 
following parameters: 

• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

KPI 1A2:  Availability of Collaboration Service 

Provider shall maintain availability of this service for:  

• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

KPI 1A3:  Availability of Collaboration Devices 

Devices purchased must have the following availability: 

• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

KPI 1A4:  MTBF 

Deployed workstations will have a MTBF of three years with an 85% probability.   

KPI 1A5:  Issue Adjudication 

Provider will adjudicate any issues pertaining to the compliance of the SLAs:   

• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

KPI 1A6:  Collaboration availability 

Provider will provide collaboration availability ≥ 95%. 
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• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

KPI 1A7:  SLA Compliance 

Provider will adjudicate any issues pertaining to the compliance of the SLAs: 

• Critical user access is ≥ 99.7%. 

• Non-Critical user access is ≥ 95%. 

PA 1B:  COOP of Collaboration Systems 

The provider will plan and provide capabilities for continuity of operations (COOP).  They will include plans to 
ensure that Collaboration services can recover and continue should a serious incident / disaster occur. 

PA 1C:  Capacity 

Maintain sufficient levels of inventory (spares) or have access to spares to meet capacity and continuity 
requirements. 

11.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (MCEN DAA for USMC & NETWARCOM DAA for USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Defensive IA Capabilities 

Provider will incorporate defensive IA capabilities that protect the availability, integrity, authentication, 
confidentiality, and non-repudiation of the information exchanged and used on workstations. 

PA 2B:  IA & Data Strategies 

Provider will maintain IA and Data strategies consistent with DoD 8500 series along with all applicable NSA 
guidance. 

PA 2C:  Configuration Oversight 

The Provider will provide oversight and guidance to ensure configurations will be maintained based on current 
revisions of applicable DoD and DON policy and guidance and the DISA STIGs as specifically agreed upon and 
approved by the DAA. (MCEN DAA for USMC & NETWARCOM DAA for USN) 

PA 2D:  PKI Authentication from External Boundaries 
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The Provider will execute PKI based authentication from external locations to the interior with delegation to 
Kerberos constrained capabilities (or other digital cert mechanism such as SAML) in a stove pipe fashion to permit 
allied or non-DoD mission partners to collaborate in specific permitted areas. 

PA 2E:  PKI Implementation 

The Provider will implement and enforce PKI based policies to ensure DoD security policies for access are enforced 
and monitored. 

11.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

11.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

PA 4A:  Outward facing VPNs / Tiers of Capability 

Establish Clear separation and enclaves of the outward facing collaboration assets such that information sharing 
does not compromise inward facing resources.  Meet the requirements of DoD DMZ for separation of outward vice. 
inward capabilities.   

PA 4B:  Security Enforcement at B1 and B2 Boundaries 

Design Security enforcement at the appropriate boundary to disallow collaboration between non-trusted entities. 

PA 4C:  Inward Facing VPNs / Tiers of Capability 
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Clear separation, engineering design, and enclaves of the inward facing collaboration assets such that DON elements 
and some DoD elements can collaborate internally across logical boundaries without crossing internal enclave 
boundaries or the DoD DMZ with authentication sessions, global search functions, or expose internal links to 
external elements. 

PA 4D: PKI based authentication at B1 & B2 Boundaries 

Establish PKI based authentication from external locations to the interior with delegation to Kerberos constrained 
capabilities (or other digital cert mechanism such as SAML) in a stove pipe fashion to permit allied or non-DoD 
mission partners to collaborate in specific permitted areas. 

11.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 

No additional specification required:  See details at the segment level. 

11.4 ITSM Service Requirements for Workflow and Collaboration Tools  

11.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

11.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

11.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

11.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

11.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

12.0 Remote Access Service (RAS) 
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Remote and mobile users will access unclassified and classified resources on the intranet from laptops, desktops, or 
Personal Data Assistants (PDAs) via analog dial-up or broadband access.   Encryption capability will allow secure 
access to these resources.   

 Supported Unclassified RAS services are: 

• Broadband Unclassified Remote Access Service (BuRAS), IPSec VPN or SSL VPN 

• Unclassified Dial-Up RAS, IPSec VPN or SSL VPN 

• Cellular Unclassified RAS (CuRAS), IPSec VPN or SSL VPN 

• Citrix Portal 

• Outlook Web Access (OWA) 

• Blackberry PDA 

• Pager PDA   

12.1 Service Requirements   

12.1.1 NGEN Requirements Document 6.10.1.5 Page 165: (Remote NGEN Account) 

DON Accounts—Remote Accounts: NGEN will provide Remote NGEN Accounts on all supported networks, which 
will provide all standard levels of services to a single user for access via any authorized means to any authorized 
services based upon specific user-assigned access rights or role-based access controls.  Normal access will be 
provided through a full-service capability such as CITRIX, SSL VPN, or equivalent and will provide capability for a 
user from any authorized workstation over any authorized path.  Examples include an account holder on a Research, 
Development, Test and Evaluation (RDT&E) workstation through a B2, on another DoD workstation through the 
NIPRnet or SIPRnet B1, or a workstation on the Internet through the DoD DMZ.  The account can be used remotely 
or while on the network, but this type of account cannot be upgraded to Level of Service (LOS) 2 or LOS 3. 

12.1.2 NGEN Requirements Document 6.11.8 Page 179: (Remote NGEN Access 
Portal)  

NGEN Block 1 will continue to support 2010 NMCI Remote Access Portals providing the full level of NGEN 
capability permitted based on the users' connectivity type. 

12.1.3 NGEN Requirements Document 6.11.9.1 Page 180: (Classified Remote 
Access Service {CRAS})  

NGEN Block 1 will provide classified Remote Access service to allow users to access the NGEN data network from 
remote locations using an NSA- and DAA-approved (MCEN DAA for USMC & NETWARCOM DAA for USN) 
dial-up, broadband, or wireless capability, including NSA-approved hardware required to connect to NGEN data 
networks via RAS. 

12.2 Derived Requirements 

12.2.1 NGEN NetOps CONOPS, Section 5 - NGEN Services and NetOps, Page 25 

Section 5.1 - End-User Computing Services - Table 1:  NetOps Responsibilities for End-User Computing Services. 
Table 1 contains a representative list of NGEN end-user computing services and the types of NetOps 
controls/functions at the global, regional, and local levels for each service. 

Remote Access:  

• NetOps OPCON (Global NetOps):  - Establish regional authorities and responsibilities - Monitor gateways 
for Remote Access.  

• NetOps OPCON (Regional NetOps):  - Manage gateways for Remote Access. 

• Local NetOps (Command):  - Provide command Remote Access requirements. 

12.2.2 NMCI Conformed Contract, Remote Access Service (RAS) 
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NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Attachment 1 Statement of Objectives: 3.1.17 Un-classified Remote Access Service  

Requirement: The Contractor shall provide services that allow users to access the NMCI data network from remote 
locations via a local or toll-free call and via third party broadband ISP. The service shall provide for the 
identification and authentication of the user via DoD PKI Certificates on the DoD Common Access Card or 
equivalent smart card provided by DON, and authorizes access to an NMCI-defined set of services, with capacity 
available to accommodate Navy and Marine Corps surge requirements.   The Contractor shall provide a RAS 
Capacity Report in accordance with CDRL A006.  

Scope: Basic service for all data seats.  

Reference: SLAPC 103.7 

Item 0055: Broadband Unclassified Remote Access Service: The Contractor shall provide service to support BuRAS 
in accordance with Attachment One, Statement of Objectives, Paragraph 3.1.17, Unclassified Remote Access 
Service. For the purposes of Section 1.2.2 entitled "Equipment," if the Government chooses to purchase the 
equipment dedicated to this service, the equipment shall have a price of zero dollars ($0.00) upon receipt of IATO 
notification from NETWARCOM DAA (for USN and MCEN DAA for USMC)and subsequent acceptance of CLIN 
0055. 

Item 0018 (and 0118 if option is exercised): Classified Remote Access Service (CRAS): Classified remote access 
service allows users to access the NMCI data network from remote locations using a secure dial-up capability, 
including NSA-approved hardware required to connect user NMCI data networks via RAS. User shall have also 
ordered Item 0009. Optional for Items 0002AA/AB and 0004 (and 0101 through 0104, if option is exercised). 

Item 0052CH and 0152CH: Sprint Cellular Card (CONUS): This card is a Sprint 595 (or equivalent) add-on 
PCMCIA card that is inserted into an NMCI Portable seat. In conjunction with the Sprint CuRAS (CONUS), it 
provides connectivity to NMCI via cellular RAS service, utilizing a cellular card as a temporary alternative to 
traditional network connectivity components. The cellular card may only be used in the seat into which it is installed 
at initial CLIN order. The seat must be connected to the NMCI network and able to install the applications to 
support the cellular card. 

Item 0052CJ and 0152CJ: Sprint CuRAS Installation: This service must be ordered in conjunction with CLIN 
0052CH or 0152CH “Sprint Cellular Card (CONUS)”. This CLIN is for one-time installation services of the Sprint 
Cellular card, software and services. 

Item 0052CK and 0152CK: Sprint CuRAS (CONUS): This service provides connectivity to NMCI via cellular RAS 
service, utilizing a cellular card as a temporary alternative to traditional network connectivity components. This 
service can only be used on a NMCI Portable seat. The Contractor provided service shall provide transmission and 
reception of data using commercially-available cellular service. The cellular card and service may only be used in 
the seat into which it is installed at initial CLIN order. There are no roaming charges associated with this CLIN. 

Item 0052CL and 00152CL: Sprint CuRAS Surcharge: This service must be ordered in conjunction with CLINs 
0052CK and 0152CK “CuRAS (CONUS)”. This CLIN is for monthly recurring charges associated with the CuRAS 
(CONUS), such as taxes, tax-like surcharges, fees, toll calling, etc. Only actual charges will be invoiced against this 
CLIN. Ordering activities will be responsible for monitoring this usage, and will either add additional funding 
during the year as required or will de-obligate excess funding identified towards the end of the fiscal year. De-
obligation and/or modification of funding levels are the responsibility of the claimant. The initial monthly amount 
ordered is estimated at 10% of 0052CK or 0152CK. 

Item 0052CM and 0152CM: Sprint CuRAS (CONUS) Transfer of Service: Where available, service to switch a 
government-owned cellular card and service activated on the carrier network to CLIN 0052CK or 0152CK, Cellular 
Unclassified Remote Access Service. This One-time charge must be ordered with the appropriate CLINs for Cellular 
Unclassified Remote Access Service. This item can only be ordered with verification that CLIN 49AD, associated 
with installation of a government funded aircard had previously been acquired. The government is responsible for 
termination charges, if any, under its existing plan. 
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12.3   Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

12.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: VPN Availability 

VPN gateways will be available to successfully receive incoming IPSec or SSL tunnel requests. 

KPI 1A: Connection Rate 

Availability is defined as the rate of success in authenticating with the VPN gateway and pinging the inner router 
from the VPN client.  The test VPN client is physically attached (via Fast Ethernet) to the premise router.  A 
connection attempt is made every 5 minutes and availability is defined as the percentage of successful connections 
made over a 24 hour period. Successful connection rate > 98%. 

12.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DISR mandated GIG IT standards and profiles identified in the TV-1 

• DISR mandated GIG Key KIPs identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an IATO by the DAA (MCEN DAA for USMC & NETWARCOM DAA for 
USN) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

No additional requirements. 

12.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 
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Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A: Broadband IPSec VPN uRAS 

NGEN users will be provided an uRAS for access to unclassified intranet resources via IPSec VPN technology by 
connecting through a Broadband service offering acceptable levels of login availability, throughput, packet loss, and 
latency.     

KPI 3A: VPN Gateway Throughput  

This KPI measures the throughput of the VPN gateway.  A test VPN client is attached to the premise router and 
throughput is measured using the 'ttcp' program.  The 'ttcp' program measures the throughput between the test VPN 
host running 'ttcp' and an NGEN internal host running 'ttcp' that is directly attached to the inner router. 

PA 3B: Dial-up IPSec VPN uRAS 

NGEN users will be provided an uRAS for access to unclassified intranet resources via IPSec VPN technology by 
connecting through a dial-up connection offering acceptable levels of login availability, throughput, packet loss, and 
latency. 

KPI 3B: Dial-up Connection Rate Success 

This KPI measures connection rate success.  Connection rate success is measured by dialing up the vendor's access 
number and noting the number of successful authenticated dial-up connections.  Dialup attempts are made every 5 
minutes. 

PA 3C: Cellular IPSec VPN uRAS 

NGEN users will be provided an uRAS for access to unclassified resources via IPSec VPN technology by 
connecting through a Cellular service (among the cellular technologies applicable are Code Division Multiple 
Access (CDMA), High Speed Access Packet Access (HSPDA), Evolution Data-Optimized (EVDO), Global System 
for Mobile Communications (GSM) offering acceptable levels of login capability, connectivity, packet loss, and 
latency. 

KPI 3C: Cellular uRAS Authentication Rate Success 

Assuming that the cellular traffic is also forced to establish a VPN tunnel (IPSec, SSL), then we define availability 
as the rate of success in authenticating with the VPN gateway and pinging the inner router from at test VPN client.  
The test VPN client is physically attached via Fast Ethernet to the premise router. A connection attempt is made 
every 5 minutes and availability is defined as the percentage of successful connections made over a 24 hour period. 

PA 3D: Broadband  SSL VPN uRAS  

NGEN users will be provided an uRAS for access to unclassified intranet resources via SSL VPN technology by 
connecting through a broadband service offering acceptable levels of login availability, throughput, packet loss, and 
latency. 

KPI 3D: VPN Gateway Throughput  

This KPI measures the throughput of the VPN gateway.  A test VPN client is attached to the premise router and 
throughput is measured using the 'ttcp' program.  The 'ttcp' program measures the throughput between the test VPN 
host running 'ttcp' and an NGEN internal host running 'ttcp' that is directly attached to the inner router. 
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PA 3E: Dial-up SSL VPN uRAS 

NGEN users will be provided an uRAS for access to unclassified resources via SSL VPN technology by connecting 
through a Dial-up service offering acceptable levels of login availability, throughput, packet loss, and latency. 

KPI 3E: Dial-up Connection Rate 

This KPI measures connection rate success.  Connection rate success is measured by dialing up the service 
provider's access number and noting the number of successful authenticated dial-up connections.  Dialup attempts 
are made every 5 minutes. 

PA 3F: Cellular SSL VPN uRAS 

NGEN users will be provided an uRAS for access to unclassified intranet resources via SSL VPN technology by 
connecting through a cellular service offering acceptable levels of login availability, throughput, packet loss, and 
latency. 

KPI 3F: Cellular Connection Rate 

Assuming that the cellular traffic is also forced to establish a VPN tunnel (IPSec, SSL), then we define availability 
as the rate of success in authenticating with the VPN gateway and pinging the inner router from at test VPN client.  
The test VPN client is physically attached via Fast Ethernet to the premise router. A connection attempt is made 
every 5 minutes and availability is defined as the percentage of successful connections made over a 24 hour period. 

PA 3G:  Dial-up cRAS 

NGEN users will be provided a cRAS for access to classified intranet resources by connecting through a dial-up 
service via encryption modem offering acceptable levels of login availability, throughput, packet loss, and latency. 

KPI 3G: Dial-up cRAS Connection Rate  

This KPI measures connection rate success.  Connection rate success is measured by dialing up the service 
provider's access number and noting the number of successful secured dial-up connections.  Dialup attempts are 
made every 5 minutes. 

PA 3H: VoIP uRAS 

NGEN users will be provided an Unclassified Voice over Internet Protocol (VoIP) Service for access to unclassified 
resources (via Broadband, Dial-up or Cellular service) by connecting to the IPSec VPN Gateway device which will 
offer acceptable levels of availability to users (1 session per VPN tunnel). 

KPI 3H:  VPN Tunnel Utilization 

Assumption:  1 session per VPN tunnel:   

• IPSec maximum active tunnels (sessions) utilization shall be less than 70% utilization of the broadband 
Remote Access server (BRAS) during 99% of the year  

• IPSec maximum active tunnels (sessions) utilization shall be between 70% and 90% utilization of the BRAS 
during 0.99% of the year 

• IPSec maximum active tunnels (sessions) utilization shall be greater than 90% utilization of the BRAS during 
0.01% of the year 

PA 3I:  Citrix uRAS 

NGEN users will be provided Remote Access to unclassified intranet resources consisting of email (via OWA) 
through a connection to the Citrix server which will offer acceptable levels of availability to users. 

KPI 3I:  Citrix Connection Availability 

The Citrix Server will offer availability to NGEN users by allowing a TBD number of simultaneous connections. 
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PA 3J:  Internet cRAS  

NGEN users will be provided Remote Access to classified intranet resources using the unclassified Internet as 
transport. 

KPI 3J: Classified VPN Gateway Throughput 

This KPI measures the throughput of the classified VPN gateway.  The cipher text port of a classified test VPN 
client is attached to the premise router and throughput is measured using the 'ttcp' program.  The 'ttcp' program 
measures the throughput between the classified test VPN host running 'ttcp' and a classified NGEN internal host 
running 'ttcp' that is directly attached to the inner router. 

12.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

12.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

12.4 ITSM Service Requirements for Remote Access Services 

12.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

12.4.2 Capacity Specification 
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Further specifications for this attribute will be defined when service design is complete. 

12.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

12.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

12.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

13.0 LAN / BAN / WAN Segments 

Services include: 

• LAN 

• BAN 

• WAN 

• Wireless Network 

• VoIP 

14.0 LAN  

Local Area Network (LAN) connectivity provides all services, equipment, and solutions required to attain base or 
local connectivity between Navy and Marine Corps users / devices.  The LAN provides voice, video, and data 
connections to all required local and base services and networks for administrators and users.  LAN is the access 
layer through to the user wall plug, including cable plant. 

14.1 Service Requirements  

14.1.1 NGEN Requirements Document, V2.0, Page 13, 1.4 - Local Area Network 
(LAN):  Capabilities delivered by NGEN Block 1 

NGEN Block 1 will provide services to a range of Navy and Marine Corps end points that include data, voice, and 
video users; a mix of end-user accounts similar to the current NMCI. 

14.1.2 NGEN Requirements Document, V2.0, Page 88, 6.4.4 - Requirement: LAN - 
Functional SLA 

NGEN will provide the LAN capability to meet all functionality and SLAs of the current LAN service at all sites, 
and be expeditiously upgraded where required to meet the additional / upgraded requirements and / or performance 
measures identified. 

14.1.3 NGEN Requirements Document, V2.0, Page 88, 6.4.4 - Requirement: LAN - 
IPv6 Dual-Stack 

NGEN will complete all preparations to allow implementation of dual-stack IPv4 / IPv6 within 30 days of 
authorization by OSD on all appropriate LAN components. 

14.1.4 NGEN Requirements Document, V2.0, Page 203, 6.12.6.2 - Requirement:  
Wall Plug Service 
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NGEN Block 1 will provide access to NGEN in the form of a wall plug to allow direct, local connectivity to NGEN 
for approved devices in accordance with appropriate security requirements and policy.  Service is to be available on 
all supported networks.   

This service is an extension of the NGEN infrastructure.  This service from the wall plug will be NAC-enabled and 
support controlled access for DAA-approved POR computing devices, DAA-approved printers, and any authorized 
DoD laptop with current security software and patches as determined through NAC.   

Note:  In most cases, these authorized DoD laptops will be provided access only to the enclave DMZ, the DoD 
DMZ, or NIPRnet. The service will provide all necessary NGEN services with which to perform any DAA-
authorized (MCEN DAA for USMC & NETWARCOM DAA for USN) function. The NGEN network should be 
implemented in such a manner as to auto-configure / automate this capability with minimal (if any) network operator 
intervention. 

14.2 Derived Requirements 

14.2.1 NetOps CONOPS, Page25, Table 1: NetOps Responsibilities for End-User 
Computing Services 

End User Computing Services:  LAN 

• Global NetOps, GNOSC, NetOps OPCON - Establish regional authorities and responsibilities 

• Regional NetOps, RNOSC/ITSC, NetOps OPCON - Manage LAN infrastructure and designate local 
responsibilities 

• Local NetOps, USN Detachment  and USMC Base G6, NetOps TACON - Support LAN installation and 
maintenance and execute Move/Add/Change 

• Local NetOps, Command, Designate seat locations, provide physical security for LAN and provide command 
LAN requirements 

14.2.2 NMCI Conformed Contract, LAN Services 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Attachment 1: Statement of Objectives:  3.3.2 Local Area Network (LAN) and Base Area Network (BAN) 
Communication Services  

Requirement: The Contractor shall provide the capability to interconnect geographically co-located Navy and 
Marine Corps LAN and BAN attached devices. The BAN service shall address the specific mission requirements of 
each site, with regard to security, functionality, classification, performance (such as latency within the BAN 
boundary and packet loss), survivability (including fault tolerance), interoperability, network management, and total 
bandwidth available to accommodate Navy and Marine Corps surge requirement.  

The Contractor shall provide a Bandwidth Utilization report in accordance with CDRL A008.  

Scope: Basic service for NMCI infrastructure, and external networks.  

Reference: SLAPC 103.1, Transition SLAPCs 203.3, 204.1, 204.2, 225.1, 225.2, and 231.1 & ASLAPC 325. 

Item 0006AD (and 0106AD if option is exercised): Unclassified Wall Plug: This service provides an additional 
unclassified LAN wall plug beyond those provided with (1) all unclassified NMCI seats (except a basic hybrid seat); 
(2) a single unclassified workstation/data seat and (3) a single shared unclassified printer. The following items may 
not be attached using this service: (1) networks; (2) servers; (3) sensors; and (4) devices with high bandwidth 
requirements. DAA approval (MCEN DAA for USMC & NETWARCOM DAA for USN) is required for any 
attached device. This service, in conjunction with Item 0006AB, will allow direct, local connectivity to unclassified 
NMCI services in accordance with the security requirements and policy of this contract. This service does not 
include upgrading an existing switch to support this additional wall plug. If a switch providing NMCI unclassified 
service is not already in place that can support this additional wall plug, additional services will be required via Item 
0006AG. This service only provides wall plug support for the inside cable plant. Access to NMCI services is 
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provided by the basic seat service price if the wall plug is the primary wall plug for the seat. If the wall plug is an 
additional wall plug; beyond that provided with the seat (e.g. – conference room), service must be separately ordered 
via Item 0006AB. 

Item 0006AE (and 0106AE if option is exercised): Classified Wall Plug (Within a Controlled Access Area): This 
service provides an additional classified LAN wall plug beyond those provided with (1) all classified NMCI seats 
(except a basic hybrid seat); (2) a single classified workstation/data seat and (3) a single shared unclassified printer. 
The following items may not be attached using this service: (1) networks; (2) servers; (3) sensors; and (4) devices 
with high bandwidth requirements. NETWARCOM and/or MCEN DAA approval is required for any attached items. 
This service, in conjunction with Item 0006AC, will allow direct, local connectivity to classified NMCI, including 
SIPRNet, in accordance with the security requirements and policy of this contract. This service is limited to that 
provided within a Controlled Access Area where open secret storage is allowed and does not require a protected 
distribution system (PDS). This service, in conjunction with Item 0006AC, provides classified connectivity 
consistent with the security requirements of contract Attachments 4 and 5. This service must be placed within an 
area where an NMCI managed classified switch and TACLANE already exist. If a switch providing classified 
service is not already in place that can support this additional wall plug, an existing encryption device must be 
available or additionally provided as GFE, and additional services will be required via Item 0006AG. This service 
only provides support for the inside cable plant. All requests for service require NETWARCOM and/or MCEN 
DAA approval prior to service delivery. Access to NMCI services is provided by the basic seat service price if the 
wall plug is the primary wall plug for the seat. If the wall plug is an additional wall plug; beyond that provided with 
the seat (e.g. – conference room), service must be separately ordered via Item 0006AC. 

Item 0006AG (and 0106AG if option is exercised): Project Wall Plug: This service provides NMCI service through 
delivery of outside cable plant and/or inside cable plant for groups of more than 20 LAN wall plugs. The times 
specified in SLA 15 for completing the Project Wall Plug will be modified to reflect the final period of performance 
negotiated for the task order.  This item will be separately priced in individual orders. This service, in conjunction 
with Items 0006AB/AC, will allow the data seat to have direct, local connectivity to NMCI in accordance with the 
security requirements and policy of this contract. This service may include both Classified and Unclassified service. 
Access to NMCI Services must be separately ordered via Items 006AB/AC. 

Item 0006AH (and 0106AH if option exercised): Switch Port -- Low Bandwidth Service: This service provides 
access to NMCI in the form of an Ethernet access port on an existing NMCI supported switch, which allows direct 
connectivity of a digital device to the NMCI-supported BAN/LAN/WAN in accordance with the security 
requirements and policy of this contract. This service allows the connection of low bandwidth digital devices to the 
existing NMCI network at the switch. Only those protocols that are in accordance with the NMCI network technical 
and security architecture will be supported (e.g. IP unicast and multicast at the network layer and Ethernet at the 
physical layer). Should the addition of a digital device exceed the spare capacity of an existing switch or WAN 
transport, additional services must be ordered via Item 0006AG (0106AG if option exercised) to upgrade the current 
infrastructure (including inside/outside cable plants) to support the needed switch and WAN capacity. The intended 
use of this CLIN is for connection of low bandwidth digital devices such as utility meters, energy management 
systems, security systems, access card readers, time card readers, environmental monitoring systems, energy/utility 
control systems, and production control systems. NETWARCOM and/or MCEN DAA approval is required for any 
attached digital device. This transport capability supports bandwidth requirements of less than 1.5 Mbps from 
existing NMCI switch capacity. This CLIN provides a single port at the existing switch and an accompanying IP 
address. Connection between the digital device and switch closet remains a government responsibility. Only 
Ethernet connectivity and transport delivered via 10/100 BaseTX is included.   

Item 0006AJ (and 0106AJ if option exercised): Switch Port -- High Bandwidth Service: This service provides access 
to NMCI in the form of an Ethernet access port on an existing NMCI supported switch, which allows direct 
connectivity of a digital device to the NMCI-supported BAN/LAN/WAN in accordance with the security 
requirements and policy of this contract. This service allows the connection of high bandwidth digital devices to the 
existing NMCI network at the switch. Only those protocols that are in accordance with the NMCI network technical 
and security architecture will be supported (e.g. IP unicast and multicast at the network layer and Ethernet at the 
physical layer). Should the addition of a digital device exceed the spare capacity of an existing switch or WAN 
transport, additional services must be ordered via Item 0006AG (0106AG if option exercised) to upgrade the current 
infrastructure (including inside/outside cable plants) to support the needed switch and WAN capacity. The intended 
use of this CLIN is for connection of high bandwidth digital devices such as security cameras and data logging 
computers. NETWARCOM and/or MCEN DAA approval is required for any attached digital device. This transport 
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capability supports bandwidth requirements between 1.5 Mbps and 10 Mbps from existing NMCI switch capacity. 
This CLIN provides a single port at the existing switch and an accompanying IP address. Connection between the 
digital device and switch closet remains a government responsibility. Only Ethernet connectivity and transport 
delivered via 10/100 BaseTX is included. 

Item 0006AR (and 0106AR if option exercised): POR Wall Plug upgrade: This service provides a one-time set up to 
allow Government-provided POR devices to access the NMCI network. Examples of these devices include Defense 
Enrollment and Eligibility Reporting System (DEERS), Real-time Automated Personnel Identification System 
(RAPIDS) workstations, Global Command and Control System (GCCS) workstations and other similar devices 
requiring direct connectivity of a POR device to the NMCI supported BAN/LAN/WAN. The physical path is from 
the POR device to the switch port, and the logical path is from the POR device to the outer router. Firewalls at the 
B1 shall provide standard private to public IP mapping (PAT). In performing this service, for each POR device the 
Contractor shall, as required, (i) obtain and assign a static IP address, (ii) deliver the static IP address to an assigned 
wall plug, (iii) register the POR device, (iv) establish a separate virtual local area network, and (v) invoke Network 
Layer access control lists and Data Link Layer port security. The Contractor shall configure the service in such a 
manner as to allow the POR device to connect to an application server receiving services under Items 0027AA 
through 0027AG (and items 0127AA through 0127AG) or items 0027DA through 0027DF. The Government shall 
order either Item 0006AB or 0006AC (and 0106AB or 0106AC) for each order of this Item. The Government may 
choose to utilize a single Item 0006AB or 0006AC for multiple orders of this Item and shall be responsible for 
connecting and disconnecting all POR devices. Only one POR device shall be connected to its assigned wall plug at 
a time. The Government’s decision to use a single Item 0006AB or 0006AC (and 0106AB or 0106AC) does not 
relieve the Government from the obligation to order an Item 0006AR (and 0106AR) for each POR device to access 
the NMCI network. The Government will be responsible for all IA scanning and for maintaining IAVA compliance 
of all devices connected to the NMCI network through the use of this service. 

Items 0032GT (and 0132GT if option is exercised): Generic Transport Service Extensions - Installation: The 
Contractor shall provide installation of external network interface services at facilities containing NMCI network 
infrastructure to enable either: 

Transport from a non-NMCI network to NIPRNet/SIPRNet via NMCI infrastructure; or Transport between 2 or 
more non-NMCI networks via NMCI infrastructure 

The Government shall have the option of providing its own Virtual Private Network (VPN) or type 1 encryption 
device. At the request of the Government, the Contractor will acquire, install, and configure a VPN device. In 
addition, the Contractor shall provide the following as part of this service: 

The Contractor shall provide installation services to include: 

• Verification of network connectivity of the VPN or type 1 encryption device 

• BAN/LAN/WAN 

• Architecture and engineering 

• Design and configuration engineering 

• Implementation engineering 

• Quality assurance 

• Documentation deliverables 

• Project management 

These services do not include physical cabling infrastructure and transport boundary capacity upgrades. 

The VPN device will serve as the SDP. 

This item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist. 

This service has non-level unit prices under a waiver of FAR 17.106-3(g). For the purposes of Section 1.2.2 entitled 
"Equipment," if the Government chooses to purchase the equipment dedicated to this service, the equipment shall 
have a price of zero dollars ($0.00) upon receipt of ATO notification from the appropriate government DAA 
(NETWARCOM for USN and MCEN for USMC) and subsequent acceptance of CLIN 0032GT (0132GT if option 
is exercised). Item 0032GU (0132GU if option is exercised) must be ordered as applicable prior to item 0032GT 
(0132GT if option is exercised) becoming operational. 
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Item 0032GU (and 0132GU if option is exercised): Generic Transport Service Extensions -- Ongoing Monthly 
Support: The Contractor shall provide the following services to support the external network interface installed 
under Item 0032GT (0132GT if option is exercised):  

Bandwidth availability from the VPN or Type 1 encryption device to the NMCI transport boundary of the lesser of 
20 Mbps; or an amount which causes the average utilization rate of the NMCI transport boundary to be 70% 
between the hours of 0800 and 1700 during any Monday through Friday period. 

• BAN/LAN/WAN 

• Update configuration files 

• Network Address Translation (NAT) 

• Access Control Lists (ACL) 

• Ongoing validation testing 

• As-built drawing updates 

• Information assurance services 

• Helpdesk services 

• Network Operations Center (NOC) monitoring and troubleshooting 

• Service Level Agreement (SLA) monitoring 

This Item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist.  This service has non-level unit prices under a waiver of FAR 17.106-
3(g). For the purposes of Section 1.2.2 entitled "Equipment," if the Government chooses to purchase the equipment 
dedicated to this service, the equipment shall have a price of zero dollars ($0.00) upon receipt of ATO notification 
from the appropriate government DAA (NETWARCOM for USN and MCEN for USMC) and subsequent 
acceptance of CLIN 0032GT (0132GT if option is exercised).  Item 0032GU (0132GU if option is exercised) must 
be ordered as applicable prior to CLIN 0032GT (0132GT if option is exercised) becoming operational. 

14.3   Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

14.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

No specification is required:  Network Devices are not included in KPP 1. 

14.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
149 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

No additional Specifications are required. 

14.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required. 

14.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

PA 4A:  LAN Availability 

NGEN will provide availability of connectivity between Navy and Marine Corps LANs, BANs, and attached 
devices.  The LAN measurement will be an aggregate and average by site of all LAN end points (server) and LAN 
outage time.   The calculation for LAN availability is same. Computation excludes scheduled, pre-agreed outages for 
LOS 1 and 2.  How:  Random sampling can be performed on a number of LAN end points and time periods as 
specified by the Government.  The BAN end devices are the inner, core, and distribution switches, the LAN end 
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devices are access switches. NGEN will aggregate performance of BANs, and have random sampling of LANs, the 
latter to include all mission-critical networks.  The BAN number appears first, the LAN number second. 

• Measure Frequency:  Continuous monitoring, 24 hour averaging 

• Location:  BAN/LAN Service Delivery Points 

• Reporting Frequency:  Monthly 

• Population: 

• Aggregation:  Average by site of BAN outage time. 

• Weighting:  Weighted Average (by workstation count) with exclusions for:   

− Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only 

− Natural disasters, as specified, for LOS 1and 2 only 

− Business rules for data anomalies (i.e., false positives) 

− Government (GNOC and MCNOSC) activities that preclude measurement 

KPI 4A:  LAN Availability 

Network Availability: 

LAN:  99.999% 

• 0.999 - LOS 1 and 2 

• 0.9999 - LOS 3 

PA 4B:  LAN Devices, Cable Plant, or Wireless Access 

NGEN LAN must provide the devices, cable plant, or wireless access used to connect a site’s BAN. 

PA 4C:  LAN Security 

LANs meet DoD 8500 series instructions unless government waivers are granted. 

PA 4D:  LAN Wireless Technologies for COOP 

NGEN must provide WiMAX or WiFi 802.11a/b/g/n services on the LAN for COOP. 

PA 4E:  LAN Wireless Access 

NGEN must provide WiMAX or WiFi 802.11a/b/g/n services on the LAN as a backup connectivity method. 

PA 4F:  LAN IPv6 and QoS 

NGEN must provide quality of service (QoS) levels and IPv6 capabilities on the LAN.  The QoS levels for 
throughput, latency / delay, packet loss, and jitter in the NGEN SLA must be met while providing voice, video, and 
data services.  IPv6 capabilities must be backward compatible with IPv4. 

PA 4G:  LAN NIPRNet and SIPRNet Access 

NGEN will provide both NIPRNet and SIPRNet services for the Navy and the LANs and BANs, servers, printers, 
and end-user access devices that support and provide these services. NGEN will provide the BAN capability to meet 
all functionality and SLAs of the current BAN service at all sites, and be expeditiously upgraded where required to 
meet the additional / upgraded requirements and / or performance measures identified. 

PA 4H:  LAN to BAN Connectivity 

Task:  Content Delivery 

Rationale / Definition:  The provider shall provide the capability to interconnect geographically co-located Navy and 
Marine Corps LAN and BAN attached devices.  The BAN service shall address the specific mission requirements of 
each site with regard to security, functionality, classification, performance (such as latency within the BAN 
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boundary and packet loss), survivability (including fault tolerance), interoperability, network management, and total 
bandwidth available to accommodate Navy and Marine Corps surge requirement. 

PA 4I:  LAN Packet Latency 

NGEN will track packet latency across the LAN.  Latency will be calculated across LAN demarcation points.  The 
measurement will be an aggregate and average by site of all packet latencies across the LANs within NGEN.  An 
acceptable management protocol(s) will be used to perform the measurement from the NOC.  

How: Acceptable measurement protocol measured round trip time to multiple sites throughout the day.  Measure 
Frequency:  Measured every five minutes, summarized hourly Location: SDP Reporting Frequency: Monthly, 
Population: Aggregation: Sites shall meet the requisite target(s) at the site level.  

Weighting: Weighted Average (by workstation count). 

KPI 4I:  LAN Packet Latency 

The LAN latency measurement will be 10ms in LOS 1, 2, and 3. 

PA 4J:  LAN Packet Loss 

The service provider will provide government real-time access to the LAN packet loss measurement system and its 
data of packet latency across the LAN. The metric will be calculated across LAN demarcation points.  The 
measurement will be an aggregate and average by site of all packet latencies across the LANs within NGEN. An 
acceptable management protocol(s) will be used to perform the measurement from the NOC.   

How: Acceptable measurement protocol measured round trip time to multiple sites throughout the day.  Measure 
Frequency:  Measured every five minutes, summarized hourly Location: SDP Reporting  

Frequency: Monthly, Population: Aggregation: Sites shall meet the requisite target(s) at the site level. Weighting: 
Weighted Average (by workstation count). 

KPI 4J:  LAN Packet Loss 

LAN Packet Loss is measured per the description provided in table 6.4.1B in the "NGEN Requirements V2" 
document.  Packet loss < 0.5% 

14.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 

No additional specification required:  See details at the segment level. 
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14.4 ITSM Service Requirements for LAN 

14.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

14.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

14.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

14.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

14.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

15.0 BAN  

Base Area Network (BAN):  the devices and cable plant used to connect a site's inner router through the core, 
distribution layer (when implemented) and to the access layer.  A BAN is the network from the GIG POP that 
connects all of the buildings on a given post/camp/station.  The LAN (Section 6.4.4) is a ultimately a network that 
connects a series of end user devices either with a BAN or directly to the WAN as required. The BAN service must 
address the specific mission requirements of each site with regard to security, functionality, classification, 
performance, interoperability, and network management. 

15.1 Service Requirements  

15.1.1 NGEN Requirements Document, V2.0, Page 87, 6.4.3 - Requirement:  BAN - 
Functional SLA 

NGEN will provide the BAN capability to meet all functionality and SLAs of the current BAN service at all sites, 
and be expeditiously upgraded where required to meet the additional/upgraded requirements and/or performance 
measures identified. 

15.1.2 NGEN Requirements Document, V2.0, Page 87, 6.4.3 - Requirement:  BAN - 
IPv6 Dual-Stack 

NGEN will complete all preparations to allow implementation of dual-stack IPv4/IPv6 within the specified number 
of days after authorization by OSD on all appropriate BAN components. 

15.1.3 NGEN Requirements Document, V2.0, Page 88, 6.4.3 - Requirement:  BAN - 
Delivery of pier-side connectivity 

NGEN will provide transport services between piers and the Fleet Teleports (AKA Fleet NOCs). 

15.1.4 NGEN Requirements Document, V2.0, Page 333, Appendix Z, BAN 
Availability and Latency 

• BAN Availability:  Threshold .999 LOS 1 and 2 .9999 LOS 3; Objective .999 LOS 1 and 2 .9999 LOS 3 

• BAN Latency:  Threshold 10 milliseconds LOS 1, 2 and 3 
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15.2 Derived Requirements 

15.2.1 NMCI Conformed Contract, BAN Services 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

6.30 CAPABILITY OF PROVIDING REDUNDANT PATHS 

EDS will provide the capability of providing redundant paths to all nodes to a base. EDS will deploy BAN services 
with redundant backbone switches and/or routers to enable automatic cutover of network access in the event of a 
LAN backbone system failure. 

Item 0006AG (and 0106AG if option is exercised): Project Wall Plug: This service provides NMCI service through 
delivery of outside cable plant and/or inside cable plant for groups of more than 20 LAN wall plugs. The times 
specified in SLA 15 for completing the Project Wall Plug will be modified to reflect the final period of performance 
negotiated for the task order.  This item will be separately priced in individual orders. This service, in conjunction 
with Items 0006AB/AC, will allow the data seat to have direct, local connectivity to NMCI in accordance with the 
security requirements and policy of this contract. This service may include both Classified and Unclassified service. 
Access to NMCI Services must be separately ordered via Items 0006AB/AC. 

Attachment 1: Statement of Objectives:  3.3.2 Local Area Network (LAN) and Base Area Network (BAN) 
Communication Services  

Requirement: The Contractor shall provide the capability to interconnect geographically co-located Navy and 
Marine Corps LAN and BAN attached devices. The BAN service shall address the specific mission requirements of 
each site, with regard to security, functionality, classification, performance (such as latency within the BAN 
boundary and packet loss), survivability (including fault tolerance), interoperability, network management, and total 
bandwidth available to accommodate Navy and Marine Corps surge requirement.  

The Contractor shall provide a Bandwidth Utilization report in accordance with CDRL A008 27 N00024-00-D-
6000. 

Scope: Basic service for NMCI infrastructure, and external networks  

Reference: SLAPC 103.1, Transition SLAPCs 203.3, 204.1, 204.2, 225.1, 225.2, and 231.1 & ASLAPC 325 

Item 0006AH (and 0106AH if option exercised): Switch Port -- Low Bandwidth Service: This service provides 
access to NMCI in the form of an Ethernet access port on an existing NMCI supported switch, which allows direct 
connectivity of a digital device to the NMCI-supported BAN/LAN/WAN in accordance with the security 
requirements and policy of this contract. This service allows the connection of low bandwidth digital devices to the 
existing NMCI network at the switch. Only those protocols that are in accordance with the NMCI network technical 
and security architecture will be supported (e.g. IP unicast and multicast at the network layer and Ethernet at the 
physical layer). Should the addition of a digital device exceed the spare capacity of an existing switch or WAN 
transport, additional services must be ordered via Item 0006AG (0106AG if option exercised) to upgrade the current 
infrastructure (including inside/outside cable plants) to support the needed switch and WAN capacity. The intended 
use of this CLIN is for connection of low bandwidth digital devices such as utility meters, energy management 
systems, security systems, access card readers, time card readers, environmental monitoring systems, energy/utility 
control systems, and production control systems. DAA approval (NETWARCOM for USN and MCEN for USMC) 
is required for any attached digital device. This transport capability supports bandwidth requirements of less than 1.5 
Mbps from existing NMCI switch capacity. This CLIN provides a single port at the existing switch and an 
accompanying IP address. Connection between the digital device and switch closet remains a government 
responsibility. Only Ethernet connectivity and transport delivered via 10/100 BaseTX is included.   

Item 0006AJ (and 0106AJ if option exercised): Switch Port -- High Bandwidth Service: This service provides access 
to NMCI in the form of an Ethernet access port on an existing NMCI supported switch, which allows direct 
connectivity of a digital device to the NMCI-supported BAN/LAN/WAN in accordance with the security 
requirements and policy of this contract. This service allows the connection of high bandwidth digital devices to the 
existing NMCI network at the switch. Only those protocols that are in accordance with the NMCI network technical 
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and security architecture will be supported (e.g. IP unicast and multicast at the network layer and Ethernet at the 
physical layer). Should the addition of a digital device exceed the spare capacity of an existing switch or WAN 
transport, additional services must be ordered via Item 0006AG (0106AG if option exercised) to upgrade the current 
infrastructure (including inside/outside cable plants) to support the needed switch and WAN capacity. The intended 
use of this CLIN is for connection of high bandwidth digital devices such as security cameras and data logging 
computers. NETWARCOM and/or MCENDAA approval is required for any attached digital device. This transport 
capability supports bandwidth requirements between 1.5 Mbps and 10 Mbps from existing NMCI switch capacity. 
This CLIN provides a single port at the existing switch and an accompanying IP address. Connection between the 
digital device and switch closet remains a government responsibility. Only Ethernet connectivity and transport 
delivered via 10/100 BaseTX is included. 

Item 0006AR (and 0106AR if option exercised): POR Wall Plug upgrade: This service provides a one-time set up to 
allow Government-provided POR devices to access the NMCI network. Examples of these devices include DEERS, 
RAPIDS workstations, GCCS workstations and other similar devices requiring direct connectivity of a POR device 
to the NMCI supported BAN/LAN/WAN. The physical path is from the POR device to the switch port, and the 
logical path is from the POR device to the outer router. Firewalls at the B1 shall provide standard private to PAT. In 
performing this service, for each POR device the Contractor shall, as required, (i) obtain and assign a static IP 
address, (ii) deliver the static IP address to an assigned wall plug, (iii) register the POR device, (iv) establish a 
separate virtual local area network, and (v) invoke Network Layer access control lists and Data Link Layer port 
security. The Contractor shall configure the service in such a manner as to allow the POR device to connect to an 
application server receiving services under Items 0027AA through 0027AG (and items 0127AA through 0127AG) 
or items 0027DA through 0027DF. The Government shall order either Item 0006AB or 0006AC (and 0106AB or 
0106AC) for each order of this Item. The Government may choose to utilize a single Item 0006AB or 0006AC for 
multiple orders of this Item and shall be responsible for connecting and disconnecting all POR devices. Only one 
POR device shall be connected to its assigned wall plug at a time. The Government’s decision to use a single Item 
0006AB or 0006AC (and 0106AB or 0106AC) does not relieve the Government from the obligation to order an Item 
0006AR (and 0106AR) for each POR device to access the NMCI network. The Government will be responsible for 
all IA scanning and for maintaining IAVA compliance of all devices connected to the NMCI network through the 
use of this service. 

Items 0032GT (and 0132GT if option is exercised): Generic Transport Service Extensions- Installation: The 
Contractor shall provide installation of external network interface services at facilities containing NMCI network 
infrastructure to enable either: 

• Transport from a non-NMCI network to NIPRNet/SIPRNet via NMCI infrastructure; or 

• Transport between 2 or more non-NMCI networks via NMCI infrastructure 

The Government shall have the option of providing its own VPN or type 1 encryption device. At the request of the 
Government, the Contractor will acquire, install, and configure a VPN device. In addition, the Contractor shall 
provide the following as part of this service: 

The Contractor shall provide installation services to include: 

• Verification of network connectivity of the VPN or type 1 encryption device 

• BAN/LAN/WAN 

• Architecture and engineering 

• Design and configuration engineering 

• Implementation engineering 

• Quality assurance 

• Documentation deliverables 

• Project management 

These services do not include physical cabling infrastructure and transport boundary capacity upgrades. 

The VPN device will serve as the SDP. 

This item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist. 
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This service has non-level unit prices under a waiver of FAR 17.106-3(g). For the purposes of Section 1.2.2 entitled 
"Equipment," if the Government chooses to purchase the equipment dedicated to this service, the equipment shall 
have a price of zero dollars ($0.00) upon receipt of ATO notification from the appropriate government DAA 
(NETWARCOM for USN and MCEN for USMC) and subsequent acceptance of CLIN 0032GT (0132GT if option 
is exercised). Item 0032GU (0132GU if option is exercised) must be ordered as applicable prior to item 0032GT 
(0132GT if option is exercised) becoming operational. 

Item 0032GU (and 0132GU if option is exercised): Generic Transport Service Extensions -- Ongoing Monthly 
Support: The Contractor shall provide the following services to support the external network interface installed 
under Item 0032GT (0132GT if option is exercised):  

Bandwidth availability from the VPN or Type 1 encryption device to the NMCI transport boundary of the lesser of 
20 Mbps; or an amount which causes the average utilization rate of the NMCI transport boundary to be 70% 
between the hours of 0800 and 1700 during any Monday through Friday period. 

• BAN/LAN/WAN 

• Update configuration files 

• Network Address Translation (NAT) 

• Access Control Lists (ACL) 

• Ongoing validation testing 

• As-built drawing updates 

• Information assurance services 

• Helpdesk services 

• Network Operations Center (NOC) monitoring and troubleshooting 

• Service Level Agreement (SLA) monitoring 

This Item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist.  This service has non-level unit prices under a waiver of FAR 17.106-
3(g). For the purposes of Section 1.2.2 entitled "Equipment," if the Government chooses to purchase the equipment 
dedicated to this service, the equipment shall have a price of zero dollars ($0.00) upon receipt of ATO notification 
from the appropriate government DAA (NETWARCOM for USN and MCEN for USMC) and subsequent 
acceptance of CLIN 0032GT (0132GT if option is exercised).  Item 0032GU (0132GU if option is exercised) must 
be ordered as applicable prior to CLIN 0032GT (0132GT if option is exercised) becoming operational.  

15.3   Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

15.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

No additional specifications are required.  Network devices are not included in KPP 1. 

15.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DISR mandated GIG IT standards and profiles identified in the TV-1 
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• DISR mandated GIG KIP identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an IATO by the NETWARCOM or MCEN DAA 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

15.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required. 

15.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

PA 4A:  BAN Availability 

Attribute:  BAN Availability 

Rationale / Definition:  Availability of connectivity between Navy and Marine Corps LANs, BANs, and attached 
devices.  The BAN measurement will be an aggregate and average by site of BAN outage time.  End-to-end BAN 
availability is calculated as the percentage of time that the BAN network is capable of accepting and delivering 
NGEN application data to the total time in the measurement period.  It is measured end-to-end, from BAN 
demarcation to the LAN point of presence.  The LAN measurement will be an aggregate and average by site of all 
LAN end points (server) and LAN outage time.  The calculation for end-to-end BAN availability for a given month 
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is: (24 hours X days in month X # of BAN end points – Sum of the BAN end point outage times) / 24 hours X days 
in month X # of BAN end points.  The calculation for LAN availability is same.  Computation excludes scheduled, 
pre-agreed outages for LOS 1 and 2. 

KPI 4A:  BAN Availability 

How measured:  Random sampling can be performed on a number of BAN / LAN end points and time periods as 
specified by the Government.  The BAN end devices are the inner, core, and distribution switches, the LAN end 
devices are access switches.  The provider will aggregate performance of the BANs; and have random sampling of 
LANs, the latter to include all mission-critical networks.  The BAN number appears first, the LAN number second.   

• Measure Frequency:  Continuous monitoring, 24 hour averaging 

• Location:  BAN/LAN Service Delivery Points 

• Reporting Frequency:  Monthly 

• Population: 

• Aggregation:  Average by site of BAN outage time. 

• Weighting:  Weighted Average (by workstation count) 

Exclusions:  Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only:   

• Natural disasters, as specified, for LOS 1and 2 only. 

• Business rules for data anomalies (i.e., false positives) 

• Government (GNOC and MCNOSC) activities that preclude measurement 

Network Availability: 

Standard Threshold for BAN:  99.999% 

• 0.999 - LOS 1 and 2 

• 0.9999 - LOS 3 

PA 4B:  BAN Security 

LANs meet DoD 8500 series instructions unless government waivers are granted. 

PA 4C:  BAN Wireless Technologies for COOP 

NGEN must provide WiMAX or WiFi 802.11a/b/g/n services on the BAN for COOP. 

PA 4D:  BAN Wireless Access 

NGEN must provide WiMAX or WiFi 802.11a/b/g/n services on the BAN as a backup connectivity method. 

PA 4E:  BAN Fiber Transport 

NGEN BAN transport over media other than fiber requires government approval. 

PA 4F:  LAN IPv6 and QoS 

NGEN must provide QoS levels and IPv6 capabilities on the LAN.  The QoS levels for throughput, latency / delay, 
packet loss, and jitter in the NGEN SLA must be met while providing voice, video, and data services.  IPv6 
capabilities must be backward compatible with IPv4. 

PA 4G:  LAN NIPRNet and SIPRNet Access 

NGEN will provide both NIPRNet and SIPRNet services for the Navy and the LANs and BANs, servers, printers, 
and end-user access devices that support and provide these services. NGEN will provide the Base Area Network 
(BAN) capability to meet all functionality and SLAs of the current BAN service at all sites, and be expeditiously 
upgraded where required to meet the additional / upgraded requirements and / or performance measures identified. 

PA 4H:  LAN to BAN Connectivity 
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Task:  Content Delivery 

Rationale / Definition:  The provider shall provide the capability to interconnect geographically co-located Navy and 
Marine Corps LANs - and BAN-attached devices.  The BAN service shall address the specific mission requirements 
of each site with regard to security, functionality, classification, performance (such as latency within the BAN 
boundary and packet loss), survivability (including fault tolerance), interoperability, network management, and total 
bandwidth available to accommodate Navy and Marine Corps surge requirement. 

PA 4I:  BAN Devices, Cable Plant, or Wireless Access 

NGEN BAN must provide the devices, cable plant, or wireless access used to connect a site’s inner router through 
the core, distribution layer (when implemented) and to the access layer for NIPRNet and SIPRNet. 

PA 4J:  BAN Packet Latency 

Attribute:  BAN Latency 

Rationale / Definition:  Packet latency across the BAN/LAN will be calculated across BAN/LAN demarcation 
points.  The measurement will be an aggregate and average by site of all packet latencies across the BANs / LANs 
within NGEN.  An acceptable management protocol(s) will be used to perform the measurement from the NOC. 

Measure:   

• How:  Acceptable measurement protocol measured round trip time to multiple sites throughout the day  

• Measure Frequency:  Measured every five minutes, summarized hourly 

• Location:  SDP 

• Reporting Frequency:  Weekly reports showing  

• Population: 

• Aggregation:  Sites shall meet the requisite target(s) at the site level. 

• Weighting:  Weighted Average (by workstation count) 

Exclusions:  Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only.   

• Natural disasters, as specified, for LOS 1and 2 only 

• Business rules for data anomalies (i.e., false positives) 

• Government (GNOC and MCNOSC) activities that preclude measurement 

KPI 4J:  BAN Packet Latency 

Standard Threshold for BAN packet latency:  10ms - LOS 1, 2, and 3. 

PA 4K:  BAN Packet Loss 

The service provider will provide government real-time access to BAN packet loss measurement system. 

KPI 4K:  BAN Packet Loss 

BAN packet loss is measured per the description provided in table 6.4.1B in the "NGEN Requirements V2" 
document. 

Packet loss < 0.5% 

15.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  
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• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 

No additional specification required:  See details at the segment level. 

15.4 ITSM Service Requirements for BAN 

15.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

15.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

15.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

15.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

15.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

16.0 WAN  

WAN connectivity integrates all services, equipment and solutions required to attain WAN connectivity between 
geographically separated Navy and Marine Corps bases/locations.  It provides connectivity to external networks, 
that include but are not be limited to:  Non-Secure IP Router Network (NIPRNet), Secure IP Router Network 
(SIPRNet), Defense Research Engineering Network (DREN), Defense Switched Network (DSN), Public Switched 
Telephone Network (PSTN), and the Internet.  These connections are redundant as required to support COOP.  The 
NMCI Interface Control Document (ICD) (Attachment 10 to the NMCI contract) provides the interface 
requirements applicable for WAN connectivity.  The WAN solution shall incorporate the Government-Service 
Provider agreement for DISA and commercial connectivity.  In addition, WAN Services will perform boundary 
provisions for COIs such as CANES/IT-21, ONE-NET, MCEN, etc.   The WAN Demarcation point will be at the 
enterprise interface to the Premise Router (where the access provider’s network ends).   

16.1 Service Requirements:   

16.1.1 Capabilities Delivered by NGEN Block 1 (1.4 NGEN Requirements, Page 14) 

NM for NGEN will include those hardware and software standards, solutions, and processes, which provide for 
network monitoring, trending, fault identification and management, fault recovery, backup and restore capability, 
configuration management, asset management, capacity planning, service level reporting as well as the maintenance 
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and technology refresh/insertion of the network’s management capabilities.  Network Management for NGEN Block 
1 will continue with separately-managed Navy and Marine Corps network enclaves similar to the current 
management approach and evolve consistent with the Net work Operations Concept of Operations (NetOps 
CONOPs).  Authorized personnel will need the capability to achieve real-time and near-real-time visibility of much 
of the information needed to monitor and manage network operations.  These personnel range from network 
operations (NetOps) personnel at major commands to major application operations personnel such as Navy 
Enterprise Resource Planning (ERP) and MCEITS to small application operations personnel.  

16.1.2 Communication and Network Alternatives (2.2 NGEN Requirements, Page 
21)  

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network’s management capabilities. 

16.1.3 Hardware & Software Standards (2.3 NGEN Requirements, page 23) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities.  

16.1.4 Information Transport (6.4.1 NGEN Requirements, page 83) 

Requirement: Information Transport—Transport SLA 

NGEN will provide information transport capability functionality at all sites at a minimum of current levels. Provide 
expeditious upgrades where required. 

Requirement: Information Transport—IP-Based  

NGEN will be a 100 percent IP-based network that employs public IP space and supports a dual stack IPv4/IPv6 
environment. 

Requirement: Information Transport—Server Support 

NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, QoS, WINS, forward 
proxy, load balancing, content filtering), network connections, and IA services, and will use dynamic routing to the 
extent possible. 

Requirement: Information Transport—COI Support 

NGEN will provide COI support via economical means that meet the required IA posture, including various VLAN, 
MPLS, IPSEC VPN, SSL VPN, Type 1 CRYPTO, Access Controls, Network Boundaries, interconnection support 
to Platform IT systems for LAN and WAN connectivity and shared use of devices, and physically separate network 
segment with full management and support capabilities as required. 

16.1.5 Wide Area Network (WAN) (6.4.2 NGEN Requirements, page 85) 

Requirement: WAN—MPLS VPN COI 

NGEN will support COIs using MPLS VPN. MPLS VPN COI architecture will be used over the GIG when the 
capability is available to provide NGEN logical separation from the NIPRnet/SIPRnet; until that time the existing 
hardware VPN-meshed architecture will be maintained and/or enhanced as necessary. 

Requirement: WAN—IPV6 Dual-Stack 

NGEN will complete all preparations to allow implementation of dual-stack IPv4/IPv6 within 30 days of 
authorization by OSD on all appropriate WAN components.   

Requirement: WAN - Functional SLA/upgrades: 
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NGEN will provide information transport capability functionality at all sites at a minimum of current levels. Provide 
expeditious upgrades where required. 

Requirement: WAN-Physical Redundancy: 

NGEN will provide physical redundant capability required for diverse routing. 

16.1.6 Domain Name Services (DNS) (6.4.5 NGEN Requirements, page 89) 

Requirement: DNS—IPV6 Dual-Stack 

Complete all preparations to allow implementation of dual-stack IPv4/IPv6 on all appropriate DNS components. 

16.1.7 IP Network Management (6.5.1 NGEN Requirements, page 101) 

Requirement: IP Network Management—Network Management 

Provide NM with the desired level of quality, agility, and trustworthiness and consistent with the NetOps CONOPS 
summarized in Section 3. NM focuses on the configuration, availability, performance, and manageability of network 
services and the underlying physical assets that provide end-user services, as well as connectivity to enterprise 
application services. 

16.1.8 Circuit and Bandwidth Management (6.5.2 NGEN Requirements, page 102) 

Requirement: Circuit and Bandwidth Management—Capacity Planning 

Government will approve the NGEN Capacity Planning Key Capability areas and associated devices (WAN, 
Storage, Messaging, IA, etc.) with associated thresholds levels, for which capacity planning, monitoring, and 
tracking need to be applied based on the current architecture. These capabilities shall include every component of 
NGEN (voice, video, and data). 

NGEN shall then provide a baseline of current status for each capability area documented in a Capacity Plan. The 
Capacity Plan will be updated every 6 months, and NGEN shall provide status and metrics that demonstrate 
activities related to maintaining the capability areas below established thresholds and a status report against the 
established baseline and previous reporting period. The Capacity Plan shall also provide a two-year projection of 
each capability area and highlight areas at-risk and plans to prevent exceeding the thresholds. 

The provider shall utilize modeling capabilities to support the planning of changes to the NGEN infrastructure, 
specifically to estimate future volume, usage, and application characteristics, as well as integration of emerging 
technology and use of the DISN/GIG. NGEN capacity planning processes shall align with and build upon existing 
HQMC C4/OPNAV N6 capacity planning process and the MCMO/NCMO process.  

NGEN will have a capacity-planning process in place that is linked to change management, so that any upgrades 
necessary to the NGEN infrastructure are procured and implemented before the established acceptable capacity 
thresholds are exceeded.  The provider will also measure the degree of penetration that users are making into a 
network centric culture by providing visibility into metrics that show movement from phone to e-mail to VTC to 
browser, collaboration tools, and web portals.  

The provider shall provide age of data stores, when last updated or accessed, number of hits, number of repeat hits, 
and the like.  

16.1.9 Network Visibility (6.5.4 NGEN Requirements, page 105) 

Requirement: Network Visibility—Visibility 

NGEN will provide network visibility with the ability to provide network operators and engineers the desired level 
of information to understand what the network looks like, the devices which are connected to it, the applications and 
processes in use on the network, and their “health” at any point in time. 

Requirement: Network Visibility—Status 

Provide the network status, information, and operations at the degree required by each audience (tier of service) 
identified. The range of the audience requirements includes visibility required by the war fighter at the tactical edge 
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(LOS 3) to the average end-user (LOS 1) who needs to be informed about problems and incidents that affect his or 
her daily business. 

Network Visibility (NV) is the ability to provide network operators and engineers with the desired level of 
information to understand what the network looks like, the devices which are connected to it, the applications and 
processes in use on the network, and their “health” at any point in time. 

Network visibility should provide at least three views: 

• The ability to determine user experience, including end-to-end response time, jitter, and fraction of 
successfully completed transactions, and to identify and isolate the source of the problem to network, server, 
or application. This is only possible for applications that report the time at which user input is entered, and 
also the time at which response to the user is displayed. Ability (A) will require development of a standard 
interface between network visibility software and application software, such as workflow tools. 

• The ability to determine past transactions involving network packets over user determined time intervals, 
which must be specified before measurements are taken. For example, average (mean) traffic circuit 
utilization between two user-specified times could be measured, and total number of packets sent by a 
specified node to another specified node between two user-specified times could be measured. 

• The ability to determine network device characteristics over user-determined time intervals, which must be 
specified before measurements are taken. This could include the average router utilization between two user-
specified times.  

16.2 Derived Requirements 

16.2.1 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Attachment 1 Statement of Objectives: 3.3.1 WAN connectivity  

Requirement: The Contractor shall provide all services required to attain WAN connectivity between geographically 
separated Navy and Marine Corps users/devices. It provides connection to external networks, to include but not be 
limited to: NIPRNet, SIPRNet, DREN, DSN, PSTN, and the Internet. The NMCI ICD (Attachment 10) provides the 
interface requirements applicable for WAN connectivity. The WAN solution shall incorporate the Government-
Service Provider agreement for DISA connectivity.  

The Contractor shall provide a Bandwidth Utilization report in accordance with CDRL A007.  

Scope: Basic service for NMCI infrastructure, and external networks  

Reference: SLAPC 107 & ASLAPC 324 

Attachment 10: Interface Control Document 

Reference for content as needed 

Enterprise vBNS+ WAN Circuits:  

The Contractor will provide connectivity and transport of Constant Bit Rate (CBR) circuit services between an 
NMCI SDP and a commercial WAN interface.  

The period of performance for each individual vBNS+ WAN Circuit shall continue for the shorter of thirty days (at 
the full monthly price) and up to an additional sixty days (at 50% of the monthly price) after (1) the Government 
notifies Contractor that it has made a DISN circuit Ready For Use to replace the individual vBNS+ WAN Circuit or 
(2) the date the individual vBNS+ WAN Circuit is disconnected. The parties may agree to extend the period of 
performance of an individual vBNS+ WAN Circuit. 

Item 0057 and 0157: Enterprise Meet Me WAN Circuits:  

The Contractor shall provide installation, connectivity and transport of CBR circuit services between DISN 
Community of Interest Network Services (COINS)/GIG-BE site Points of Presence (“POPs”) Demarcation Points 
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and the applicable NMCI SDP. The SDP shall be defined as a point within one meter of the Contractor’s outer 
router. The Contractor shall be responsible for providing all media converters required to provide connectivity to 
and from the demarcation point at the DISN POP and the SDP. 

Items 0032GT (and 0132GT if option is exercised): Generic Transport Service Extensions - Installation: The 
Contractor shall provide installation of external network interface services at facilities containing NMCI network 
infrastructure to enable either: 

• Transport from a non-NMCI network to NIPRNet/SIPRNet via NMCI infrastructure; or 

• Transport between 2 or more non-NMCI networks via NMCI infrastructure 

The Government shall have the option of providing its own VPN or type 1 encryption device. At the request of the 
Government, the Contractor will acquire, install, and configure a VPN device. In addition, the Contractor shall 
provide the following as part of this service: 

The Contractor shall provide installation services to include: 

• Verification of network connectivity of the VPN or type 1 encryption device 

• BAN/LAN/WAN 

• Architecture and engineering 

• Design and configuration engineering 

• Implementation engineering 

• Quality assurance 

• Documentation deliverables 

• Project management 

These services do not include physical cabling infrastructure and transport boundary capacity upgrades. 

The VPN device will serve as the SDP. 

This item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist. 

This service has non-level unit prices under a waiver of FAR 17.106-3(g). For the purposes of Section 1.2.2 entitled 
"Equipment," if the Government chooses to purchase the equipment dedicated to this service, the equipment shall 
have a price of zero dollars ($0.00) upon receipt of ATO notification from the appropriate government DAA 
(NETWARCOM for USN and MCEN for USMC) and subsequent acceptance of CLIN 0032GT (0132GT if option 
is exercised). Item 0032GU (0132GU if option is exercised) must be ordered as applicable prior to item 0032GT 
(0132GT if option is exercised) becoming operational. 

Item 0032GU (and 0132GU if option is exercised): Generic Transport Service Extensions -- Ongoing Monthly 
Support: The Contractor shall provide the following services to support the external network interface installed 
under Item 0032GT (0132GT if option is exercised):  

Bandwidth availability from the VPN or Type 1 encryption device to the NMCI transport boundary of the lesser of 
20 Mbps; or an amount which causes the average utilization rate of the NMCI transport boundary to be 70% 
between the hours of 0800 and 1700 during any Monday through Friday period. 

• BAN/LAN/WAN 

• Update configuration files 

• Network Address Translation (NAT) 

• Access Control Lists (ACL) 

• Ongoing validation testing 

• As-built drawing updates 

• Information assurance services 

• Helpdesk services 

• Network Operations Center (NOC) monitoring and troubleshooting 

• Service Level Agreement (SLA) monitoring 
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This Item will be priced on an individual task order basis in accordance with the GTSE Rate Card that can be 
accessed from www.nmci-eds/com/clinlist.  This service has non-level unit prices under a waiver of FAR 17.106-
3(g). For the purposes of Section 1.2.2 entitled "Equipment," if the Government chooses to purchase the equipment 
dedicated to this service, the equipment shall have a price of zero dollars ($0.00) upon receipt of ATO notification 
from the appropriate government DAA (NETWARCOM for USN and MCEN for USMC) and subsequent 
acceptance of CLIN 0032GT (0132GT if option is exercised).  Item 0032GU (0132GU if option is exercised) must 
be ordered as applicable prior to CLIN 0032GT (0132GT if option is exercised) becoming operational. 

16.2.2 NetOps ConOps Document Page 26, Table 1 and Page  27, Table 3 

Network Services Global NetOps  
(GNOSC) 

Regional NetOps  
(RNOSC / ITSC) 

Local NetOps   
USN 
Detachment / 
USMC Base G6 

Local 
NetOps  
Command 

Wide Area 
Network (WAN) 

NetOps OPCON / TACON 
Manage WAN 
infrastructure 
Supports WAN installation 
and maintenance 

Provide regional 
WAN requirements 

  

Security Services Global NetOps  
(GNOSC) 

Regional NetOps  
(RNOSC / ITSC) 

Local NetOps   
USN 
Detachment / 
USMC Base G6 

Local 
NetOps  
Command 

16.3 Key Performance Parameters, Performance Attributes, & Key Performance 
Indicators 

16.3.1 KPP 1:  System Availability 

System availability measures the end-to-end availability of critical and noncritical services provided by NGEN.  
Similar to CANES, but CANES does not include the full end-to-end service available, just those services provided 
within the skin of the ship. NGEN KPP 1 also measures the availability of end-user devices in a manner similar to 
CANES.  Achieving the required levels of services delineated in table 6.0.1B of the NGEN Requirements document 
will necessarily require NGEN to design and implement a sufficient level of COOP and DR. 

No specification required:   Availability for WAN services will be addressed in KPP 4. 

16.3.2 KPP 2:  Net Ready KPP 

NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed in the network 
and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a Net-Centric military 
capability. 

PA 2A:  MPLS VPN COI 

MPLS VPN COI architecture will be used over the GIG, when the capability is available, to provide NGEN logical 
separation from the NIPRnet/SIPRnet; until that time, the existing hardware VPN-meshed architecture will be 
maintained and/or enhanced as necessary. NGEN will initially use either BGP or iBGP at any domain interfaces as 
required.  

16.3.3 KPP 3: System Performance 

Unique to Enterprise networks with consolidated services.  There are certain services that impact many or all 
application processes and/or user productivity.  These services must be implemented in a manner that provides 
adequate performance for all users/applications and consolidation cannot be allowed to go far as to impact the 
timeliness of any user/application access to these services.  The most critical services are used in this KPP. 
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PA 3A:  WAN PERFORMANCE 

See APPENDIX Y – SUMMARY TABLE OF WIDE AREA NETWORK PERFORMANCE and Table 6.4.2A:  
Wide Area Network in the NGEN Requirements document. 

16.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

PA 4A:  Capacity 

The NGEN WAN service provider will provide capacity management. 

KPI 4A1:  Utilization 

Capacity Management will be measured and evaluated in accordance with tools detailed in the lead paragraphs of 
the ITSM section by the NGEN WAN service provider.  Data mining, metrics capture, and threshold development 
falls under the NGEN ACNO NGEN, Deputy for Operations and Cyber Security..  

KPI 4A2:  Percent Of time networks up and fully operational. 

See NGEN Requirements document Table 6.4.2A. 

PA 4B:  Redundancy 

Physically redundant and diversely routed capability is a requirement for all designated C2 sites as well as any 
designated sites containing server farms or data centers.  At a minimum, physically redundant capability will be 
provided while funding and fielding are pursued to provide the required diverse routing. 

KPI 4B:  WAN Network Connectivity 

WAN Network Connectivity: Percent bandwidth used will not surpass 30% utilization.  

Time Interval: Measured every 5 minutes, summarized hourly, and reported monthly. 

PA 4C:  COOP 

NGEN will be capable of network COOP and DR. 

16.3.5 KPP 5: Problem Resolution 

Problem Resolution 

End User:  
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• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 

No additional specifications are required as these are detailed at the segment level.  

16.4 ITSM Service Requirements for WAN 

16.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

16.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

16.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

16.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

16.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

17.0 Wireless Network 

Wireless Network service will supply the delivery of DoD approved IA secured wireless services for data / voice to 
network end users and devices as required by NGEN.  These services will be implemented into the NGEN LAN and 
BAN infrastructures.  Wireless options and services will support the following standards:  IEEE 802.11a/b/g/n 
(WiFi), IEEE 802.16a (WiMax), IEEE 802.15 (BlueTooth), ISO/IEC 18000 (RFID), and IMT-2000 (3G).  This 
service will support the IEEE 802.11i standard specifying security mechanisms for wireless networks.  This service 
will also support the IEEE 802.1x standard for port-based network access control.  

These wireless technologies will be secured to meet DoD Directive 8100.02, dated April 23, 2007.  This wireless 
service may be used as a replacement to wired networks as long as security requirements are met.  This service calls 
for implementing wireless networks on BANs as a fall back connectivity mechanism for COOP.  The Government 
will have final approval on the use of any wireless connectivity service provided on the BAN or LAN. 

17.1 Service Requirements   
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17.1.1 NGEN Requirements Document 3.2, Page 32: Networks  

A network consists of multiple connected computers that communicate over a wired or wireless medium to share 
data, as well as other resources, and are under the control of a Service component command authority. 

17.1.2 NGEN Requirements Document 6.4.1, Page 83: Information Transport 

NGEN will be a 100 percent IP based network that employs public IP space and supports a dual stack IPv4 / IPv6 
environment.  NGEN will provide necessary server services support capabilities (e.g., DNS, DHCP, NTP, QoS, 
WINS, forward proxy, load balancing, content filtering), network connections, and IA services, and will use 
dynamic routing to the extent possible.  NGEN will provide COI support via economical means that meet the current 
required IA posture, including various VLAN, MPLS, IPSEC VPN, SSL VPN, Type 1 CRYPTO, Access Controls, 
Network Boundaries, and physically separate network segment with full management and support capabilities. 

17.1.3 NGEN Requirements Document 6.4.3, Page 87: Base Area Network   

NGEN will provide the Base Area Network (BAN) capability to meet all functionality and SLAs of the current BAN 
service at all sites, and be expeditiously upgraded where required to meet the additional/upgraded requirements 
and/or performance measures identified.  Requirement:  BAN—IPV6 Dual-Stack NGEN will complete all 
preparations to allow implementation of dual-stack IPv4/IPv6 within the specified number of days after 
authorization by OSD on all appropriate BAN components. 

17.1.4 NGEN Requirements Document 6.4.4, Page 88: Local Area Network 

NGEN will provide the LAN capability to meet all functionality and SLAs of the current LAN service at all sites, 
and be expeditiously upgraded where required to meet the additional/upgraded requirements and/or performance 
measures identified. 

17.1.5 NGEN Requirements Document 6.11.4: Portable Workstation    

NGEN will provide Portable Workstations available on all supported networks.  Portable workstation (laptop) 
managed services (including network services, which are included with the laptop) shall comprise a set of IT 
characteristics (for example, hardware and software, file share services, maintenance, refreshment, administration, 
network access, customer support, relocation, and training).  This workstation will be delivered in a maximum of six 
hardware configurations at any point in time (including at least one tablet PC).  Each configuration must be able to 
meet a core set of performance tests when fully loaded, with all security software operating, over a non-optimized, 
high-latency link, as well as specific performance tests over DoD approved IA secured wireless, cable, DSL, and 
dial-up connections.  These workstations will be refreshed every 30–40 months. 

17.1.6 NGEN Requirements Document6.11.8: Remote Access Portal   

NGEN Block 1 will continue to support NMCI 2010 Remote Access Portals providing the full level of NGEN 
capability permitted based on the users’ connectivity type. 

17.1.7 NGEN Requirements Document 6.11.9.1: Classified Remote Access Service 
(CRAS) Upgrades 

NGEN Block 1 will provide CRAS to allow users to access the NGEN data network from remote locations using an 
NSA and DAA (NETWARCOM for USN and MCEN for USMC) approved dial-up, broadband, or wireless 
capability, including NSA approved hardware required to connect to NGEN data networks via RAS. 

17.1.8 NGEN Requirements Document 6.12.6.5: Optional User Capabilities 
(commercial off-the-shelf (COTS) Catalog 

NGEN Block 1 will provide capability to order COTS software or hardware peripherals associated with data, voice, 
and video services to support requirements beyond the basic services through a catalog.  NGEN shall provide a 
catalog of hardware and software for specialized tasks.  Software options shall be pre-integrated and available for 
immediate access when ordered.  All items in the catalog shall be integrated and interoperate with all basic and 
optional services.  Integrated services shall include maintenance, upgrades, initial training, and access to the Service 
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Desk.  The Service Desk shall support these optional services and hardware.  Addition and removal of items from 
the catalog shall be upon the approval of PM-NGEN and / or the NGEN Contracting Officer, depending upon 
acquisition method.  Items to be included in this catalog may include, but not be limited to, docking stations / port 
replicators, personal desktop computers, laptops, printers, project management software, copiers, scanners, facsimile 
machines, PDAs, automated control sensors, collaborative services and planning, workflow management, multi-line 
telephones, printer toner cartridges, and portable workstation wireless dial-in.  Additionally, COTS software not 
provided as standard office automation and various consumable items, such as printer drums, should be evaluated 
for support through the catalog. 

17.2 Derived Requirements 

17.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

17.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

17.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DISR mandated GIG IT standards and profiles identified in the TV-1  

• DISR mandated GIG KIP identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an IATO by the NETWARCOM or MCEN DAA 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Wireless Access  

NGEN wireless services must provide the wireless access used to connect a site’s inner router through the core, 
distribution layer (when implemented) and to the access layer for NIPRNet and SIPRNet. 

PA 2B: WiMAX/WiFi  

NGEN wireless services must provide WiMAX or WiFi 802.11a/b/g/n services on the BAN and LAN for COOP / 
DR. 

PA 2C: QoS and IPv6  

NGEN wireless services must provide quality of service (QoS) levels and IPv6 capabilities on the BAN and LAN.  
The QoS levels for throughput, latency / delay, packet loss, and jitter in the NGEN SLA must be met while 
providing voice, video, and data services over a wireless connection.  IPv6 capabilities must be backward 
compatible with IPv4. 
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PA 2D:  LAN/BAN Interconnect 

NGEN will provide the capability to interconnect via wireless channels (e.g., 802.11a/b/g/n or WiMAX) 
geographically co-located Navy and Marine Corps LAN and BAN attached devices.  The wireless BAN service 
shall address the specific mission requirements of each site with regard to security, functionality, classification, 
performance (such as latency within the wireless BAN boundary and packet loss), survivability (including fault 
tolerance), interoperability, network management, and total bandwidth available to accommodate Navy and Marine 
Corps surge requirements. 

PA 2E:  802.11i Compliance 

IEEE 802.11a/b/g/n wireless implementations must be compliant with the IEEE 802.11i standard.  The IEEE 
802.11i standard also covers 802.1 x authentication.  IEEE 802.1x authentication uses a machine certificate (NMCI 
certificate from cached credentials project) using EAP-TLS. 

PA 2F:  DoD Directive 8100.2 

NGEN will provide a wireless service that meets Department of Defense (DoD) Directive 8100.2 dated 23 April, 
2007. 

PA 2G:  NIAP Validation 

NGEN will provide wireless equipment that is National Information Assurance Partnership (NIAP) common criteria 
validated.  NIAP is a NIST / NSA organization for evaluating information technology security products. 

PA 2H:  WiFi Certification 

NGEN will provide wireless components that are WIFI certified. 

PA 2I:  FIPS 140-2 Compliance 

NGEN will provide wireless equipment that meets the FIPS 140-2 standard. 

PA 2J:  Wireless Intrusion Detection 

NGEN will provide a Wireless IDS (WIDS) to meet all applicable government security standards. 

17.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A: Wireless BAN Latency 
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Packet latency is calculated across wireless BAN/LAN demarcation points.  The measurement will be an aggregate 
and average by site of all packet latencies across the wireless BANs / LANs within NGEN.  An acceptable 
management protocol(s) will be used to perform the measurement from the NOC. 

• Measure:  Acceptable measurement protocol measured round trip time to multiple sites throughout the day.  

• Measure Frequency:  Measured every five minutes, summarized hourly. 

• Location:  SDP 

• Reporting Frequency:  Weekly reports showing.  

• Population: 

• Aggregation:  Sites shall meet the requisite target(s) at the site level. 

• Weighting:  Weighted Average (by workstation count). 

Exclusions:  Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only.   

• Natural disasters, as specified, for LOS 1and 2 only 

• Business rules for data anomalies (i.e., false positives) 

• Government (GNOC and MCNOSC) activities that preclude measurement 

KPI 3A: Wireless BAN / LAN Latency 

To be defined at a later time. 

PA 3B: Wireless BAN / LAN Packet Loss  

Provide wireless BAN / LAN packet loss measurement. 

KPI 3B: Packet Loss Measurement 

Packet loss is measured per the description provided in table 6.4.1B in the NGEN Requirements V2 document. 

17.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

PA 4A: Wireless BAN / LAN Availability 

Availability of wireless connectivity between Navy and Marine Corps LANs, BANs, and attached devices:  The 
wireless BAN measurement will be an aggregate and average by site of BAN outage time.  End-to-end wireless 
BAN availability is calculated as the percentage of time that the wireless BAN network is capable of accepting and 
delivering NGEN application data to the total time in the measurement period.  It is measured end-to-end, from the 
access layer switch which is upstream of the wireless BAN device to the LAN access layer switch that is 
downstream of the BAN wireless device.  The LAN measurement will be an aggregate and average by site of all 
wireless LAN end points (clients) and access layer switch which is upstream of the wireless access point.  The 
calculation for end-to-end wireless BAN availability for a given month is: (24 hours X days in month X # of BAN 
end points – Sum of the BAN end point outage times) / 24 hours X days in month X # of BAN end points.  The 
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calculation for wireless LAN availability is same.  Computation excludes scheduled, pre-agreed outages for LOS 1 
and 2. 

KPI 4A: Availability Measurement 

Measure:  Random sampling can be performed on a number of wireless BAN / LAN end points and time periods as 
specified by the Government.  The wireless BAN end devices are between access layer switches, the wireless LAN 
end devices are between the building access switch and the wireless clients.  The provider will aggregate 
performance of wireless BANs, and have random sampling of wireless LANs, the latter to include all mission-
critical networks.  The wireless BAN number appears first, the wireless LAN number second.   

• Measure Frequency:  Continuous monitoring, 24 hour averaging 

• Location:  Wireless BAN / LAN Service Delivery Points 

• Reporting Frequency:  Monthly 

• Population: 

• Aggregation:  Average by site of wireless BAN outage time. 

• Weighting:  Weighted Average (by workstation count) 

Exclusions:  Scheduled downtime that is pre-coordinated and approved by Government for LOS 1 and 2 only.   

• Natural disasters, as specified, for LOS 1and 2 only. 

• Business rules for data anomalies (i.e., false positives) 

• Government (GNOC and MCNOSC) activities that preclude measurement 

17.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 

No additional specification required:  See details at the segment level. 

17.4 ITSM Service Requirements for Wireless Networks 

17.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

17.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 
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17.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

17.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

17.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

18.0 VoIP  

VoIP is a protocol optimized for the transmission of voice through the Internet or other packet switched networks.  
VoIP is often used abstractly to refer to the actual transmission of voice (rather than the protocol implementing it). 
VoIP will be backwards compatible with legacy voice equipment and remote sites.  NGEN will implement VoIP 
using JTIC compliant devices.  This service provides the desk top device and any required software applications to 
permit the use of VoIP.  IP phones provide users with all the standard telephony features, including full voice mail, 
capabilities and the option to customize ring tones and color display features.  Users can also plug in their VoIP 
phones into any live LAN jack on the VoIP system, making relocations easier.  The VoIP system also supports fax 
machines and legacy analog conference speaker phones. 

18.1 Service Requirements  

18.1.1 NGEN Requirements Document 6.7.3 Page 136: (Voice QoS—VoIP)  

NGEN Block 1 will continue to support VoIP devices deployed on NMCI 2010.  New capability will be provided in 
conjunction with DISN VoIP service when available.  VoIP will be supported if available but may be deferred to 
future blocks. 

18.2 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

18.2.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

18.2.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DISR mandated GIG IT standards and profiles identified in the TV-1   

• DISR mandated GIG KIP identified in the KIP declaration table. 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an IATO by the NETWARCOM or MCEN DAA 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
173 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

No additional specifications 

18.2.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time.  Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications 

PA 3A: Compatible with PTSN  

The VoIP service must be backwards compatible with PTSN.  

PA 3B: Secure VoIP  

The VoIP service needs to be secure and support encryption standards. Some of the encryption methods are Secure 
Voice over IP (SVoIP), and Secure Voice over Secure IP (SVoSIP). 

PA 3C: Dual IP Stack  

The VoIP infrastructure will need to be able to support duel stack IP4 and IP6. 

PA 3D: IP Phone Devices 

IP phone devices acquired to support VoIP Service shall have available the following capabilities/characteristics: 

• Allow users to quickly access diverse information or any web-based information using XML.  

• Support for wideband (G.722 codec, adherence to TIA 920), including handset, headset, and speakerphone  

• G.711a, G.711µ, G.723.1, G.729, G.729a, and G.729ab audio compression codecs 

• IEEE 802.3af PoE or external power adapter (100~240 VAC, 50/60Hz) 

• Positive device identity through X.509v3 Certificates, digitally signed images, cryptographically secure 
provisioning, and secure signaling and secure media with AES-128,  802.1X supplicant and supports EAPOL 
pass-through  

• IP address assignment can be statically configured or configured through the DHCP client 

• Built-in support for more than 30 languages  

• Support SIP protocol 

• Silence suppression, comfort noise generation (CNG), voice activity detection (VAD), DTMF transmitter, 
call progress tone generation, acoustic echo cancellation, and dynamic jitter buffer 

• Support IEEE 802.1p CoS, Diffserv ToS/ VLAN tagging for QoS 
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• Automatic IEEE 802.1q VLAN configuration 

• Static IP, DHCP, and PPPoE supported 

• NAT traversal (STUN) 

PA 3E: VoIP Applications  

• The VoIP application shall use Kerberos for user authentication with the SIP server. 

• VoIP application requires Transport Layer Security (TLS) when employing Basic authentication. 

• Allow only trusted applications to run on devices. 

• Use tamper-resistant and privacy enhanced technologies when exchanging information with the SIP server. 

• Require a PIN to access network and user information on the phone. 

• Use authentication if you include a Web server on the phone. 

• The VoIP device shall employ trusted boot and code signing techniques to validate the device to the network. 

18.2.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

VoIP Service predominantly consumes capability from Network Resources.  The Latency and Performance Metrics 
in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service to be 
successful.  The metrics detailed in this KPP are end-to-end metrics that augment the latency and performance 
metrics in the Tables. 

18.2.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network Problem Resolution will be measured as the elapsed time from the 
beginning of the incident until network connectivity is restored. A network incident is defined as a period of time 
during which the customer cannot use network transport services due to failure of a contractor-provided network 
device. 
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No additional specifications are required as the details are at the segment level.  

18.3 ITSM Service Requirements for VoIP  

18.3.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

18.3.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

18.3.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

18.3.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

18.3.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

19.0 Information Assurance Segment  

Services in this section are: 

• Network Access Control Service 

• Authentication Services 

• Security Certification and Accreditation 

• Malware Prevention and Detection 

• Host Based Security System 

• Intrusion Prevention System 

• Security Configuration and Management 

• Security Event Management 

20.0 Network Access Control  

NGEN Network Access Control (NAC) service provides device discovery, rogue device prevention by Identity 
based compliance evaluation/verification for network connected devices and users. The NAC service employs 
checks of all undiscovered host machines before allowing access to the network. Non-compliant hosts can be 
remediated before an NGEN IP address is issued (DHCP) and a NGEN network connection is made.  

20.1 Service Requirements  

20.1.1 NGEN Requirements Document Section 6.6, page 108 (Information 
Assurance Compliance) 

Requirement: Information Assurance (IA) Compliance 

NGEN will provide information assurance in compliance with DoD’s net readiness requirements. NGEN IA is to 
ensure all appropriate security measures are in place to protect system data and resources from all known threats. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements in DoD 8500 series 
and CJCS 6510 series directives, instructions and manuals. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements for NNPI in NAVSEA Instruction 5511.32 series. 
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20.1.2 NGEN Requirements Document Section 6.6.2, page 110 (Integrity) 

Requirement: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

20.1.3 NGEN Requirements Document Section 6.6.3, page 113 (Availability) 

Requirement: Availability—On-time Readiness 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

20.1.4 NGEN Requirements Document Section 6.6.4, page 114 (Authentication) 

Requirement: Authentication Services—Per IA Standards Requirement 

Provide authentication as specified in DEPSECDEF Memo DoD PKI Implementation, dated 9 April 1999 (and any 
future changes to reference), any PKI employed within DoD Services and Agencies shall be the DoD PKI. 
Specifically, the high-assurance PKI based in FORTEZZA and the medium-assurance PKI based on X.509 Version 
3 certificates shall be used within NGEN. 

Requirement: Authentication Services—Implement IA 

In accordance with this policy, all PKI-enabled applications for NGEN must be compatible with the DoD PKI, and 
authorized DoD certificate authorities must issue all certificates. NGEN shall perform PKI management functions, 
including user registration and derived key management. NGEN will also support ECA Certifications for access to 
restricted sites in the DoD DMZ by authorized personnel who do not require a CAC for network logon or physical 
access. PKI/CAC authentication for administrators and for NGEN SIPR will be delayed until future Blocks. 

20.1.5 NGEN Requirements Document Section 6.6.5, page 114 (Authorization) 

Requirement: Authorization—Permission 

NGEN will provide the capability to ensure that only users with sufficient permissions are given access to particular 
systems, applications, information, and/or data. 

20.1.6 NGEN Requirements Document Section 6.6.7, page 118 (Computer Network 
Defense (CND)) 

Requirement: CND—Network Protection 

NGEN will provide network protection, monitoring, analysis, intrusion prevention and detection, and response 
capability to unauthorized activity within DON information systems and computer networks. These activities will be 
pursued as defined by DoDD O-8530.1, DoDI O- 8530.2, CJCSI 6510.01C and subsequent DoD and DON CND 
directives and mandates. These activities that involve NNPI systems or data will also incorporate requirements 
defined by NAVSEA Instruction 5511.32 series. 

Requirement: CND—Protected Access to the Internet 

NGEN will provide NIPRNet users with a protected method of accessing the Internet. The method will not disrupt 
day-to-day business operations or negatively impact Quality of Life. The method will prevent the network from 
being exposed to vulnerabilities that exist on the public Internet. 

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze 
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NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

CND includes the “Detect, Monitor, Analyze, and Response (Actions)” aspects of the DON Computer Network 
Defense (CND) strategies as a component of a larger DoD CND strategy. It focuses on detecting known or 
undefined attacks or unauthorized actions as they are occurring and providing proactive analysis and response 
actions to counter the potential attacks. The authoritative sources for threshold and objective for these activities are 
captured in the Concept of Operations for the Naval Network Warfare Command and the Marine Corps Network 
Operation Security Command. These organizations will be referred to as CND authorities. 

Detect Unauthorized Network Activity – This service encompasses the set of tools and services needed to search out 
and identify unauthorized actions or attacks on DON networks. At a minimum, detection services should be: 

• Provide Network IDS Services: This is the set of services that automate the detection of anomalous or 
unauthorized network activity (as defined by CND authorities), through use of automated Intrusion Detection 
Systems (IDS). 

• Provide Host-Based IDS Services: This is that set of services that automate the detection of anomalous or 
unauthorized host-based activity (as defined by CND authorities), through use of automated host-based 
IDS(s). 

• Provide Capability To Analyze Activity Audit Logs: This set of services automates the aggregation, 
reduction, correlation, and analysis of logged data from numerous sources (host audits, networks and host-
based IDS, etc.). 

• Provide Network Intrusion Protection System (IPS) Services: This set of services automates the detection of 
anomalous or unauthorized network activity (as defined by CND authorities), through use of automated 
Intrusion Protection Systems (IPS). 

Monitor Unauthorized Network Activity – This activity implements actions necessary to scan activities throughout 
the IT environment. It relies on information produced by the Enterprise monitoring activity (as defined by CND 
authorities) but also includes additional monitoring activity that is CND unique. Ultimately, this activity will make 
use of the NetOps situational awareness capabilities to include posting of information, discovery of information, etc. 
in order to monitor a larger CND grid. 

• Provide Capability to Monitor Network Traffic: This activity provides capability that enables CND 
authorities to monitor network traffic in terms of volume, originating and destination addresses, protocols, 
and packet information. 

• Provide Capability to Monitor Host Activity: This capability enables CND authorities to monitor host activity 
in terms of active users, applications, process, etc. 

• Provide Capability to Monitor IDS and Firewall Activity: This capability enables CND authorities to monitor 
all alarms generated by IDS, Firewall and other anomalous network and system activity. 

• Provide Capability to Receive External Alerts and Advisories: This capability enables CND authorities to 
receive externally prepared alerts and advisories that may indicate the need to take proactive response to 
mitigate impact of the DON or greater DoD. 

Analyze Unauthorized Activity Information: This service encompasses the set of services needed to process 
unauthorized use of DON. 

• Provide Passive Scanners for Network Topology, Operating Systems, and Applications: This activity is the 
provision of passive scanning tools to maintain accurate and current configuration information. This 
information is needed to assess the potential consequences of an attack and to prepare an attack response 
course of action. 

• Provide Tools to Correlate Attack Target(s) Current Configuration: This activity assists in determining the 
potential consequences of an attack by determining if any local target is vulnerable to an attack of a particular 
type (i.e., the attack signature). 

• Provide Response Course of Action Development Tools: This activity provides automated support for the 
development of courses of action to respond to threats or incidents. 
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Perform Response Action: This activity encompasses the set of activity needed to respond to unauthorized activity 
to the DON networks. 

• Provide Tools to Track and Manage Response Events: This activity supports the tracking of information 
related to implementing a course of action in response to a cyber security event. 

• Provide Tools to Implement Response Actions Involving Network/Host Configuration: This activity supports 
implementing configuration changes to policy enforcement points (Firewalls, Routers, etc.). 

• Provide Tools to Capture and Safeguard Forensic Data: This activity collects, stores, and safeguards all data 
necessary to perform forensic analysis and ensuing law enforcement/counterintelligence efforts. 

The DoD employs a defense-in-depth methodology that requires intrusion detection and prevention efforts to 
recognize and describe activities that are different from the normal pattern or that fit known “bad” patterns, and to 
limit or contain the access across networks that a malicious user may exploit. The nature and the scope of the 
incident; its effects, cause, and vulnerability must be determined. At a minimum, the categories of technologies 
required for NGEN, to promote a holistic approach to IA and CND, should be: 

• Access controls to restrict the ability of unknown and unauthorized users to view or use information, hosts, or 
networks. Access control technologies can also help protect sensitive data and systems. 

• System integrity controls are used to ensure that a system or its data are not illicitly modified or corrupted by 
malicious code. 

• Cryptography controls include encryption of data during transmission and “at rest” data stored in a system. 
Encryption is the process of transforming ordinary data into code form so that information is accessible only 
by those who are authorized to have access. 

• Audit and monitor controls help administrators to perform investigation during and after an attack. 

• Configuration management and assurance controls help administrators to view and change the security 
settings on their hosts and networks, verify the correctness of security settings, and maintain operations in a 
secure manner under duress conditions. NGEN will need to implement a variety of network technologies for 
information assurance.  

20.1.7 NGEN Requirements Document Section 6.6.8, Page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

20.1.8 NGEN Requirements Document Section 6.12.6.2, Page 203 (Wall Plug 
Service) 

Requirement: Other End-User Services—Wall Plug Service 

NGEN Block 1 will provide access to NGEN in the form of a wall plug to allow direct, local connectivity to NGEN 
for approved devices in accordance with appropriate security requirements and policy. 

This service is an additional LAN drop beyond those provided with data workstation orders. This service is an 
extension of the NGEN infrastructure. This service from the wall plug will be NAC-enabled and support controlled 
access for DAA-approved (NETWARCOM for USN and MCEN for USMC) Program of Record computing 
devices, (NETWARCOM or MCEN DAA-approved printers, and any authorized DoD laptop with current security 
software and patches as determined through NAC. Note: In most cases, these authorized DoD laptops will be 
provided access only to the enclave DMZ, the DoD DMZ, or NIPRNet. The service will provide all necessary 
NGEN services with which to perform any NETWARCOM or MCEN DAA-authorized function. The NGEN 
network should be implemented in such a manner as to auto-configure/automate this capability with minimal (if 
any) network operator intervention. 

20.1.9  NGEN Requirements Document Appendix M, page 274 

See the Requirements Document summary Table of Enterprise Service Management Performance 
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20.1.10 NGEN Requirements Document Appendix Q, page 284 

See the Requirements Document summary Table of Service Security Performance 

20.1.11 A NGEN Requirements Document Appendix OO, page 361 

See the Requirements Document summary Table of Computer Network Defense Performance 

20.2 Derived Requirements 

20.2.1 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Focus on network defense activities. Security is a top priority for the DON and the NGEN contract must be 
structured in a manner that ensures network defense activities are a top priority of the service provider. To ensure 
the security and integrity of NGEN resources and services as well as DON data and processes, the DON requires: 

Compliance with DON and DoD security requirements:  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 

Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  CND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving of log files to support forensic analyses of penetrations:  When a penetration is discovered, log-files and 
the tools/personnel to analyze them are needed to support the forensic analysis that reconstruct the attack vector used 
to penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to 
detect, mitigate, and eliminate vulnerabilities. 

20.2.2 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

Anti-Virus: 

• Globally manage anti-virus service and directs anti-virus scanning by regional and/or local authorities 

• Regionally support anti-virus scan/removal on regional services; designate local responsibilities 

• Locally support anti-virus scan/removal on local services and seats; locally support the prevention and 
identification of viruses 

Anti-Spyware:  

 

• Globally manage anti-spyware service and direct anti-spyware scanning by regional and/or local authorities 

• Regionally support anti-spyware scan/blocking on regional services and designate local responsibilities 

• Locally support anti-spyware scan/removal on local services and seats; locally support the prevention and 
identification of spyware 

Security Scanning and Monitoring: 

• Globally monitor and analyze to detect unauthorized activity; establish regional authorities and 
responsibilities 

• Regionally monitor and analyze to detect unauthorized activity; designate local responsibilities 

• Locally support efforts to detect and correct unauthorized activity; support the prevention and identification 
of unauthorized activity; assess operational impact of security events 

Anti-Spam: Identify spam 

• Globally manage anti-spam service and establish regional authorities and responsibilities 

• Regionally approve additions/removal from regional spam filter 
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• Locally identify Spam 

20.2.3 NGEN NetOps CONOPS Section 10.2, page 43 (NGEN Service Operation) 

Access Management 

Verify identity; grant access privileges to services and data aligned with approved user access requirements and 
need to know; perform logging and tracking of service accesses; and remove or restrict access when appropriate. 

20.2.4 NGEN SECONOPS Section 1.3.3.1, page 4 (Computer Network Defense) 

NGEN security services will operate under current CND initiatives such as Information Operations Conditions 
(INFOCONs), Joint Task Force for Global Network Operations (JTF-GNO) Communications Tasking Orders 
(CTOs), and the Information Assurance Vulnerability Management (IAVM) program to ensure synchronization with 
existing DoD and DON CND processes. Authorized DON personnel will perform critical security roles, to include 
exercising essential command authority over DON defensive Information Warfare (IW) activities. The DON 
command structure shall retain directive authority over all NGEN threat responses. 

Implementation and operation of NGEN shall be consistent with current DON Computer Incident Reporting 
guidelines. Also, network availability and security information from the entire NGEN shall be made available to the 
JTF-GNO, so that analysis can be performed across regions and network defense strategies can be coordinated 
across the DoD. DoD/DON red and blue teaming will be used in design, product and configuration reviews. The red 
teams will be comprised of parties under government leadership. Authorized simulated attacks against the 
operational NGEN network will be critical in identifying potential vulnerabilities, as well as in determining 
compliance with government performance metrics and DoD and DON network security requirements. Results of 
vulnerability assessments will be reported to the Designated Accrediting Authority(s) (DAA(s)) (NETWARCOM 
for USN and MCEN for USMC). NGEN shall incorporate DoD Enterprise Tools as directed through the 
Architecture & Engineering Integrated Process Teams 

20.2.5 NGEN SECONOPS Section 1.3.3.2, page 4 (Computer Network Defense 
Response Actions) 

CND/RAs are deliberate, authorized defensive measures or activities that protect and defend NGEN computer 
systems and networks under attack or targeted for attack by adversary computer systems/networks. RAs extend 
NGEN’s layered defense-in-depth capabilities and increase NGEN’s ability to withstand adversary attack. The 
NGEN IA team is to coordinate, monitor, and oversee the defense of Navy and Marine Corps computer networks 
and systems, including telecommunications, and to be responsible for accomplishing CND missions as assigned by 
Commander, Naval Network Warfare Command (NAVNETWARCOM); Commanding Officer, Marine Corps 
Network Operations and Security Center (MCNOSC); and Commander, JTF-GNO. Navy Cyber Defense Operations 
Command (NCDOC) and the MCNOSC serve as the Department’s primary computer incident response capability to 
provide assistance in preparation, detection, containment, eradication, recovery, and reporting incidents that threaten 
NGEN systems.  

The Navy’s NCDOC and the USMC MCNOSC will direct resolution of all JTF-GNO Task Orders and security 
incidents discovered on NGEN to quickly determine scope and generate execution plans to resolve. It is also 
NCDOC’s and MCNOSC’s mission to: 

• Receive appropriate incident/intrusion/audit data. 

• Advise the NGEN community of preservation of evidence. 

• Notify Naval Criminal Investigative Service (NCIS) if it appears laws have been violated. 

NCDOC and MCNOSC IA staff have no law enforcement capability or authority.  Criminal investigation and 
prosecution is the responsibility of the NCIS. It is, however, NCDOC’s and MCNOSC’s responsibility to direct the 
NGEN incident response team community concerning preservation of evidence and downstream liability. 

When a computer security incident is detected, the incident is reported to the Information Assurance Manager (IAM) 
in charge of the LAN/BAN/WAN/Domain where the incident was discovered. The IAM is the focal point and is 
responsible for reporting incidents to NCDOC and MCNOSC along with NCIS. NCDOC and MCNOSC are 
operational 7 x 24 x 365. Detected incidents shall be reported immediately by the most efficient means possible. 
Incidents reported automatically trigger notification of the SOC Watch Manager. Once notified, the SOC Watch 
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manager will coordinate with the IAM, NCDOC and/or MCNOSC to quarantine the affected equipment, document 
the incident and, with regard to Navy and Marine Corps equipment, perform all necessary remediation tasks. The 
on-call NGEN engineer may also escalate to NCIS if deemed appropriate via the IAM, NCDOC and/or MCNOSC. 
They should have the authority to ensure successful implementation of remediation process, to include an effective 
escalation procedure to gain the attention of higher levels of supervision. Proof/evidence that the processes directed 
have been executed will be provided to NCDOC and MCNOSC. 

NGEN incident reporting requirements and processes are the responsibility of NCDOC and MCNOSC. NGEN shall 
satisfy the reporting requirements of CJCSM 6510, SECNAVINST 5239.19, and Commander, U.S. Strategic 
Command’s Commander’s Critical Intelligence Requirements. The NGEN IAMs shall use the means documented 
within the NGEN Incident Response Plan for reporting or questions. 

20.2.6 NGEN SECONOPS Section 2.2.2.1, page 14 (IA Improvements) 

Improve reliability of IAVA patching for all devices (instances of <50% compliant in the current architecture) and 
implement Network Access Control (NAC). 

20.2.7 NGEN SECONOPS Section 2.14.1, page 53 (Communication and Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities. 

20.2.8 NGEN SECONOPS Section 3.7, page 62 (Relationship with CND Service 
Providers)  

Provide support for the NGEN Information Technology (IT) infrastructure in each region by monitoring networks at 
concentration areas and incorporating data into NCDOC/MCNOSC detection system infrastructure. Provide 
government oversight for all NGEN intrusion detection monitoring, on-line surveys and activity analysis and 
assessment in support of NGEN.  

20.2.9 NGEN SECONOPS Section 4.9, page 78 (Insider Misuse Monitoring, 
Detection and Response)  

NGEN shall incorporate safeguards to detect and protect against misuse by insiders, consistent with concepts being 
developed for Increment 1 of the GIG.   “Misuse” is any inappropriate use of NGEN computer or network resources 
with or without malicious intent.  An “insider” is an entity (person or system/process) that is either authorized to be 
within the physical system boundaries or has direct access to it.  Once an outsider obtains access to a system or 
network, the outsider becomes an insider.  Insider threat actions imply a set of authorizations for the subject that 
would not be found for an outsider. The authorized user performing unauthorized activities on sensitive U.S. 
networks is a threat that must be prevented, particularly in a non-system-high context, with sensitive information 
segregated by classification/multinational releasability controls and COIs, where different users have access to 
different, overlapping sets of information.  A scenario of particular concern is one in which a relatively privileged, 
U.S.-user subverts access controls to make non-releasable information available to a relatively low-privileged, 
foreign national user. 

20.2.10 NGEN SECONOPS Section 11.2.2, page 103 (Network Management to 
Minimize Transition Risk) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 
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20.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the NAC services 
spreadsheet. 

20.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 

• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

20.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:   NGEN must support Net-Centric military operations: NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Integrity 

Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral state 
or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  The following information will be reported / collected: 

• Percentage of devices evaluated for policy and configuration compliance prior to authorization to connect to 
NGEN or any component including COIs 

• Frequency of unauthorized modification or destruction of information  

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2B: Confidentiality 
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Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices.  The following 
information will be reported / collected: 

• Frequency of unauthorized access to or disclosure of information due to unauthorized devices not detected 
and denied access by NAC 

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2C: Availability 

Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission.  The following information will be reported / 
collected: 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features  

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features  

• System performance degradation (i.e. latency) due to solution- effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack.  

• Percent and number of assets impacted by cyber attack.  

• Average Time to Restore from Cyber Attack 

PA 2D: CND – Network Protection 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  The following information will be reported / collected: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

• Number of unauthorized intrusions rated CAT 1 to 9 per DoD definitions 

• Number of intrusions detected/reported/prevented vice number that actually occurred 

• Success rate of simulated attacks (Red Team) on DoD networks 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc.) 

• Percent of incidents attributed to a zero day exploit 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  The following information will be reported / collected: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate automated response for identified attacks 

PA 2F: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance.  The following information will be reported / collected: 
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• Percent of devices evaluated for policy and configuration compliance prior to authorization to connect to 
NGEN or any component including COIs 

• Average score of security readiness reviews (compliance to separate security technical implementation 
guides) (e.g. encryption, verification, access control, ensuring adequate back-up and recovery procedures) 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance 

PA 2H: Compliance - INFOCON 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program.  The following information 
will be reported / collected: 

• This Service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving 
Authority (DAA) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 
8510.01 - Department of Defense Information Assurance Certification and Accreditation Process (DIACAP)  

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2I: Operations 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment 

PA 2J: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2K: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  The following information will be reported / 
collected: 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

PA 2L: Discovery 

Provide device discovery of all workstations seeking network access through DHCP except those NGEN 
workstations connected to the network by BuRAS and RAS.  The following information will be reported / collected: 

• Frequency of discovery actions 

• Duration of discovery action 

• Percent and number of systems denied access 

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information (false positive) 

PA 2M: Detection – Rogue Devices 

Provide rogue device detection, to identify unauthorized devices and generate appropriate alerts.  The following 
information will be reported / collected: 

• Time to discover rogue devices 

• Percent and number of rogue devices 
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• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information (false positive) 

PA 2N: Detection – Non-Windows Devices 

Provide detection of non-Windows devices and generate an appropriate alert.  The following information will be 
reported / collected: 

• Time to discover non-Windows devices 

• Percent and number of non-Windows devices 

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information (false positive) 

PA 2O: Compliance Evaluation 

Provide identity based compliance evaluation and verification of all DHCP-connected devices except those NGEN 
workstations connected to either the USMC COI or USN COI by BuRAS and RAS.  The following information will 
be reported / collected: 

• Duration of evaluation action 

• Percent and number of systems denied access 

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information (false positive) 

PA 2P: Compliance Checking 

Contractor will perform the following compliance checks: 

• Compliance with specific IAVM policy as directed by GNOC and MCNOSC 

• Version reporting, service pack, and patches for operating system and browser 

• Operating System configuration and browser settings 

• Version reporting, configuration, and signature files of client based security applications 

• Version, service pack, and patch levels for specified client applications. 

• Provide out-of-compliance reports 

• Additional checks as directed by GNOC and MCNOSC 

The following information will be reported / collected: 

• Duration of compliance check actions 

• Percent and number of systems denied access 

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information (false positive) 

PA 2Q: Baseline 

Capability to provide information that can be used to baseline the network, including reporting on IP and MAC 
addresses.  The following information will be reported / collected: 

• Frequency of report generation 

• Duration of report generation 

• Accuracy of reported information 

PA 2R: Policy Manager 

Capability to provide a NAC security policy manager, to enable configuration of security policies, update NAC 
devices, retrieve workstation information, and generate reports 

PA 2S: Control Console 
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NGEN will have the capability to provide a console interface with the NMCI IA compliance team and the Navy 
GNOC and MCNOSC for reporting of compliance with IAVM-mandated technical requirements, deadlines, and 
reports.  The following information will be reported / collected: 

• Number of consoles 

• Access control 

PA 2T: Security Team 

NGEN will have the capability to provide a security alert team to operate and maintain the Enterprise NAC 
Capability.  The following information will be reported / collected: 

• Size of team 

• Operating hours/schedule 

PA 2U: Reporting 

NGEN will have the capability to provide remediation reporting that includes the suggested application of necessary 
patches, updates, and configuration changes required to meet compliance levels and gain access to network 
resources.  The following information will be reported / collected: 

• Frequency of report generation 

• Duration of report generation 

• Accuracy of reported information 

PA 2V: Special Handling 

NGEN will have the capability to provide for separate handling of VIP and mission critical seats at the direction of 
the Government 

PA 2W: Reporting 

NGEN will have the capability to provide support for tracking and reporting capabilities for identified discrepancies, 
and quarantine or remediation actions initiated.  The following information will be reported / collected: 

• Frequency of report generation 

• Duration of report generation 

• Accuracy of reported information 

PA 2X: Integration 

NGEN will have the capability to provide a design for integration to SCRI to increase accuracy and response time of 
patch remediation. 

PA 2Y:  High Trust Community of Interest (COIs) Transition / Implementation of 
Directory Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are high trust and by 
DON or DoD administrative or mission requirements must have access to specific mail stores, file shares, and 
collaboration portal infrastructure that by regulation must be physically and logically separate from the rest of the 
NGEN enterprise.   Transition and improve if necessary management of access to COI architecture through PKI 
authentication integrated with Directory Services.  

PA 2Z:  Low Trust Community of Interest transition / Implementation of Directory 
Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are low trust and by 
DON or DoD administrative or mission requirements must have access to messaging, collaboration, and/or other 
resources external to DON and DoD enclaves.  Transition and improve if necessary management of access from this 
COI to these external facing or external originating resources to facilitate mission execution by this 
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20.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level. 

20.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

20.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
188 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

20.4 ITSM Service Requirements for Network Access Control 

20.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

20.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

20.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

20.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

20.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

21.0 Authentication Services 

Authentication is the process of identifying an individual, usually based on his / her username and password. 
Authentication merely ensures that the individual is who he or she claims to be, but says nothing about the access 
rights of the individual. 

Authentication services will support single sign on solutions that integrate multiple types of authentication (e.g. 
digital certificates, user ID/Password, biometrics, etc.).  Outside of specific governance policies, it is recommended 
that application/data owners consider strong authentication for making access control decisions to their information. 

21.1 PKI Services  

PKI services provide integration with DoD PKI throughout the NMCI infrastructure, domains, communities of 
interest, and content to provide confidentiality, integrity, availability, authenticity, and non-repudiation. Delivery of 
PKI services will be in compliance with DON and DoD PKI security policies, guidelines, and configurations. 
Interoperability testing will be to detect unacceptable trends in performance related to integration with DoD PKI and 
may include formal participation in DoD level testing and evaluation of DoD PKI initiatives and PKI tokens (e.g., 
common access card). 

21.2 Password Recovery (Reset)  

Password recovery reset provides users the ability to recover manual/static passwords inside NGEN through a 
dynamic tool interface. 

21.3 Service Requirements   

21.3.1 Service Security – NCES (6.1.2.11) 
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Requirement: Service Security—Federate to and/or Leverage DKO, NCES, and/or Other Approved DoD, Joint, and 
DON IT/NSS Solutions.  Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other 
approved DoD, Joint, and DON IT/NSS solutions that meet naval capability and missions requirements and comply 
with approved Technical Standards listed in DISRonline.  Reference the model component: Common Services in the 
NGEN Requirements Document. 

21.3.2 Service Security – non-NCES (6.1.3.8) 

Requirement: Service Security—Information Assurance 

Provide the capability to invoke IA/Security for authentication, confidentiality, integrity, and access control.   
NGEN shall provide a capability to protect information from unauthorized disclosure (confidentiality), modification 
(integrity), availability (denial of service), and secure access.  It also shall provide the capability to invoke 
IA/Security for authentication, confidentiality, integrity, and access control. 

21.3.3 NGEN Requirements Document Page 22 (Authentication Components) 

“Authentication” components—consist of devices that specifically support authentication such as Active Directory 
(AD) security groups, Lightweight Directory Access Protocol (LDAP), public key infrastructure (PKI), and 
Certificate Revocation List (CRL). 

21.3.4 NGEN Requirements Document Page 22 (Application Components) 

“Application” components—consists of devices that specifically support applications or users such as server 
management consoles, AD schemas, storage area networks (SAN), email, file shares, seat management tools, etc. 
These devices can be managed in-band or sideband. 

21.3.5 NGEN Requirements Document Page 47 (JEDS) 

NGEN will have common services criteria established across the NIPR and SIPR environments, to include a 
standard credentialing validation service and the Joint Enterprise Directory Service (JEDS). 

21.3.6 Integrity of Information Resources (6.6.2) 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition.  This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

21.3.7 NGEN Requirements Document Authentication (6.6.4) 

The CAC will be issued by DEERS/RAPIDS to all DoD active duty military, selected reserve military, civilians, and 
seated contractors.  NGEN shall perform PKI management functions, including user registration and derived key 
management.  NGEN will also support ECA certifications for access to restricted sites in the DoD DMZ by 
personnel who do not require a CAC for network logon or physical access. Based on this policy, the NGEN shall be 
able to support the following:                  

• NGEN shall use only DoD PKI enabled servers. 

• NGEN shall provide DoD digital signature and encryption capability for all electronic mail services 
implemented. The DoD PKI credentials will reside on the CAC or equivalent DON provided smart card or 
ALT Token. 

• NGEN shall register all users. This shall include registration, facilitation of the issuance of identity and email 
certificates (signature and confidentiality, as required, and LRA functions). This shall also include 
management of user PKI certificates, including certificate revocation, tracking, and implementation. The 
registration functions shall be performed to the extent necessary to augment the DEERS/RAPIDS-LRA 
capability to provide all required PKI LRA and management functions for users (e.g., personnel, servers, 
objects, devices). The provider shall provide user training for DoD PKI certificate use. 

• NGEN shall register servers and install DoD PKI server certificates for PKI-enabled applications. DoD PKI 
certificates will be used for client-server identification and authentication for all private DoD and DoD-
interest web servers on both classified and unclassified networks. 
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• NGEN shall provide a constellation of Certificate Revocation List access for all services on NGEN for all 
supported versions of DoD PKI, DoD ECA, and other DoD approved PKIs. 

• NGEN shall provide authentication of NGEN users in COIs to current external non-NGEN systems (requiring 
this authentication). 

Requirements: Authentication Services—Per IA Standards Requirement  

Provide authentication as specified in DEPSECDEF Memo DoD PKI Implementation, dated 9 April 1999 (and any 
future changes to reference), any PKI employed within DoD Services and Agencies shall be the DoD PKI. 
Specifically, the high-assurance PKI based in FORTEZZA and the medium-assurance PKI based on X.509 Version 
3 certificates shall be used within NGEN. 

Authentication Services—PKI/CAC  

Provide authentication services in accordance with the SECDEF memo dated 10 November 1999 (and any future 
changes to reference), the primary carrier of the DoD medium-assurance PKI credentials will be the Common 
Access Card (CAC), a smart card, and ALT Token. 

Authentication Services—ECA Certifications  

NGEN will support ECA Certifications for access to restricted sites in the DoD DMZ by authorized personnel who 
do not require a CAC for network logon or physical access.  

Authentication Services—Implement IA  

In accordance with this policy, all PKI-enabled applications for NGEN must be compatible with the DoD PKI, and 
authorized DoD certificate authorities must issue all certificates. NGEN shall perform PKI management functions, 
including user registration and derived key management.  NGEN will also support ECA Certifications for access to 
restricted sites in the DoD DMZ by authorized personnel who do not require a CAC for network logon or physical 
access. PKI/CAC authentication for administrators and for NGEN SIPR will be delayed until future Blocks.   

Authentication—User Credentials  

NGEN will provide the capability to ensure that only users with sufficient credentials are given access to particular 
networks and/or system. 

Authentication—Enterprise Interoperability  

Navy and Marine Corps NGEN users can login to their accounts and have full access to their data and services at 
either Navy or Marine Corps NGEN computers. 

21.3.8 NGEN Requirements Document Information Transport (6.4.1) 

NGEN will provide COI support via economical means that meet the current required IA posture, including various 
VLAN, MPLS, IPSEC VPN, SSL VPN, Type 1 CRYPTO, Access Controls, Network Boundaries, and physically 
separate network segment(s) with full management and support capabilities. 

21.3.9 NGEN Requirements Document Confidentiality (6.6.1) 

NGEN will provide the capability to hold sensitive data in confidence, limited to an appropriate set of individuals or 
organizations, and the ability to ensure that information is not disclosed to unauthorized persons, processes, or 
devices. 

21.3.10 NGEN Requirements Document Availability (6.6.3) 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

21.3.11 NGEN Requirements Document Page 169 (Restricted DoD Accounts) 

NGEN will provide an option for a Restricted DoD Account, which should provide a modified account for 
temporary limited NGEN account through a modification to the Active Directory account profile (or equivalent) 
without change to the user identity in the system. 
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21.3.12 NGEN Requirements Document Page 250 (Directory Services Objective 
Performance) 

Directory Services -  Section 6.4.15 Objective = All NGEN - Objective = Threshold 

21.3.13 NGEN Requirements Document Page 270 (Directory Services Specific 
KPP) 

Directory Services Availability Threshold: > 99.5% LOS 1;  > 99.7% LOS 2;  > 99.7% LOS 3   Objective > 99.99% LOS 3 

21.4 Derived Requirements 

21.4.1 NetOps CONOPS 

Section L.1 NGEN NetOps Authority:  The following NetOps decision points or tasks within the information 
security management processes outlined in Figure 17 must be retained by the DON: 

• New controls.  Approval authority over NGEN requirements is a management control function that shall be 
retained by the DON. 

• Approve controls.  Approval authority over NGEN operations is a management control function that shall be 
retained by the DON. 

• Change policies.  Approval authority over NGEN policies is a management control function that shall be 
retained by the DON.. 

21.4.2 NetOps CONOPS page 5-6: 2.3 Management Domains (2.3.3 DoD MD) 

The Department of Defense (DoD) will have the following MD: 

• Defense Information Systems Network (DISN) Core:  This is a program that consolidates all DoD packet-
based WAN services into the NIPRnet and SIPRnet.  The DISN Core is acquired, operated, and managed by 
the Defense Information Systems Agency (DISA).  DoD enterprise-class services, such as Net-Centric 
Enterprise Services, will be provided via the DISN Core. 

21.4.3 Key Management (NGEN Security CONOPS Section 2.6.9.3 page 35) 

NGEN key management will implement robust key generation and over-the-network key distribution capabilities in 
order for deployments to be made in various operational conditions and to provide the key material necessary to 
access objects that are dynamically discovered and delivered to users, and key material necessary to store those 
objects locally with the required level of protection. 

21.4.4 Foreign Key Management (NGEN Security CONOPS Section 2.6.9.3 page 
35) 

Techniques for U.S. and Foreign Key Management Infrastructures (KMI) interoperability in the generation and 
distribution of keys to U.S. and foreign cryptographic modules of allies and coalition partners will be developed, 
while simultaneously providing a high assurance U.S.-only capability. 

21.4.5 Support for Multiple Algorithms (NGEN Security CONOPS Section 2.6.9.3 
page 35) 

Support for algorithm flexibility and providing keys for multiple cryptographic algorithms and systems, including 
commercial and government algorithms, will enable interoperability between allies and other government agencies. 

21.4.6 Over the Network Keying (NGEN Security CONOPS Section 2.6.9.3 page 35) 

Over-the-network keying will provide a more automated, secure distribution of key directly to IA components and a 
consistent method for dynamically controlling updates to keys in IA components. 

21.4.7 Compromise Recovery (NGEN Security CONOPS Section 2.6.9.3 page 35) 
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In addition, compromise recovery will be implemented by identifying all IA components affected by a compromise 
and facilitating rapid recovery action which, if necessary, may include key destruction. 

21.4.8 Key Destruction (NGEN Security CONOPS Section 2.6.9.3 page 35) 

All GIG components must have a way of “destroying” keys when required by circumstances. 

21.4.9 Key Destruction Compromise (NGEN Security CONOPS Section 2.6.9.3 
page 35) 

When a key is destroyed, it must not be possible for an adversary with physical possession of the hardware on which 
the key resided to recover any parts of the key.  Key destruction mechanisms must be designed in such a way as to 
eliminate/minimize the chance of unintended or accidental destruction. 

21.4.10 Alt Tokens (NGEN Security CONOPS 2.2.2.1 IA Improvements Para 13 
page 16) 

The government provided solution for two-factor PKI authentication for Admin accounts must be implemented 
Ensure certificate revocation solutions address ALT tokens. 

21.4.11 PKI part of Defense in Depth (NGEN Security CONOPS Section 4.2.1 page 
64) 

PKI must be part of the NGEN Defense-in-Depth strategy. 

21.4.12 Developer utilization of PKI (NGEN Security CONOPS Section 4.2.1 page 
64) 

NGEN developers and implementers shall ensure that policies and procedures are in place which utilize PKI/PKE to 
support various cryptographic-based security services, such as: 

• Identification 

• Network Authentication (Cryptographic Logon (CLO)) 

• Web Server Authentication 

• Secure/Multipurpose Internet Mail Extensions (S/MIME) E-mail Applications 

• File Encryption 

• Single Network Login 

• Digital signatures 

21.4.13 CLO Exception Accounts (NGEN Security CONOPS Section 4.2.2.2 page 
68) 

NGEN must support username and password authentication for CLO exception accounts until the need for them is 
eliminated from the network. 

21.4.14 SIPRNet PKI (NGEN Security CONOPS Section 4.2.3 page 68) 

NGEN will follow the direction of NSA, the DoD PKI Program Office and DON policy in supporting SIPRNet PKI, 
including support for software tokens or approved hardware tokens when they become available. 

21.4.15 Non-DoD PKI Certificates (NGEN Security CONOPS Section 4.2.4 page 68) 

NGEN, in situations where required, must be capable of trusting non-DoD PKI certificates and verifying certificate 
revocation status for those PKIs. Future examples of approved non-DoD PKIs include Federal Bridge partners, 
coalition partners, and DoD-Industry partners that have established their own PKIs. 

21.4.16 NMCI Conformed Contract, Directory Services 
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NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Item 0027UJ: Uplift – Directory Services: Provides integration and configuration of access to Government-
provided, non-Windows Lightweight Directory Access Protocol (LDAP) services for a single server.  Optional for 
Items 0027AA through 0027AG and 0027DA through 0027DF.  Requires Item 0027UK. 

Item 0027UK: Uplift – Directory Services - Ongoing: Provides ongoing support of Government provided, non-
Windows LDAP services for a single server.  Optional for Items 0027AA through 0027AG and 0027DA through 
0027DF.  Required with Item 0027UJ. 

21.4.17 NMCI Conformed Contract, PKI (Attachment 4 Security Requirements Sec 
1.1.2.4) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

As specified in DEPSECDEF Memo dated 09 Apr 1999, DoD PKI Implementation, any PKI employed within DoD 
Services and Agencies shall be the DoD PKI. Thus, the NMCI shall incorporate DoD PKI in accordance with the 
following guidelines. Specifically, the high assurance PKI based in FORTEZZA and the medium assurance PKI 
based on X.509 Version 3 certificates shall be used within NMCI as appropriate. The Government will provide the 
Contractor with the DoD PKI user profile as GFE to be implemented within NMCI. Also, in accordance with DoD 
policy, all DoD PKI enabled applications will be required to use NSA authorized cryptography hardware tokens by 
31 December 2002. In accordance with this policy, all PKI enabled applications for the NMCI must be compatible 
with the DoD PKI, and authorized DoD certificate authorities must issue all certificates. The Contractor will be 
responsible for PKI management functions, including user registration and key management in accordance with 
Attachment 5. Based on this policy, the NMCI shall be able to support the following mandated timelines: 

• The contractor shall use only DoD Public Key Infrastructure (PKI)-enabled servers. 

• The contractor shall, by October 2001, provide digital signature capability for all electronic mail. 

• The contractor shall ensure the registration of all users by October 2001. This shall include registration, 
facilitation of the issuance of identity and e-mail certificates (signature and confidentiality) (as required) 
[LRA functions] and escrow of DoD PKI e-mail confidentiality keys. This shall also include management of 
user PKI certificates: including certificate revocation, tracking and implementation. The registration functions 
shall be performed to the extent necessary to augment the DEERS/RAPIDS-LRA capability to provide all 
required PKI LRA and management functions for users (personnel, servers, objects, devices, etc.).  

• The contractor shall provide user training for DoD PKI certificate use. 

• The contractor shall register servers and install DoD PKI server certificates for PKI enabled applications by 
October 2001. By October 2001, DoD PKI certificates will be used for client server identification and 
authentication for all private DoD and DoD interest web servers on both classified and unclassified networks. 

21.4.18 NMCI Conformed Contract, Electronic Key Management System (EKMS) 
(Attachment 4 Security Requirements Sec 1.1.2.5) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Existing EKMS infrastructure shall be used where required within NMCI for handling, distribution, processing, etc., 
of all COMSEC material. 

21.5 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Technical metrics and decomposition of PAs & KPIs across segments are detailed in the Service Spreadsheet. 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
194 

21.5.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

KPI 1A1: Web Site Availability 

Percentage of time a specific web site is available at the end-user workstation. User Web Site Availability is 
measured by synthetic web transactions generated from the end user workstation across the full connection path of 
the network infrastructure, to include the user LAN, Base Area Network, WAN, and Server Farm connectivity. A 
small site sampling is used and the measured performance is assumed to be representative 

Threshold:  

• > 99.5% LOS 1 and 2  

• > 99.7% LOS 3 

KPI 1A2: RAS Services 

Service Availability:  Unclassified RAS (uRAS) is the Contractor-provided service that allows users to remotely and 
securely connect to the NGEN. Measurement Formula:  Total available hours of RAS Connectivity for the test 
period / (1260 minutes x numbers of days in the month) RAS Service Availability >= 99.00% 

KPI 1A3:  End of Life and Modernization Segmentation / Performance   

Continue OS and hardware upgrade / modernization to 64 bit hardware and 64 bit software (or better) for 90% of 
domain controller systems.  Include directory schema modification and extension to the 64 bit (or better) OS.  
Particularly key is "End of Life" limits on current 32 bit hardware and software across the NMCI enterprise.  Also 
key will be identifying applications that cannot move forward to 64 bit or better hardware and software.   Those 
capabilities will need to be transitioned to compliant infrastructure and the applications phased out of the enterprise 
(KPP 3). 

PA 1B:  Authentication - OCSP 

Establish 2 OCSP responders at each server farm. 

KPI 1B1:  User Acquires DoD Public Key 

Time required for users to obtain the DoD public key X.509 certificate from another NGEN user for the purpose for 
sending email 

Unclassified:  

• LOS 1: 5 minutes 99.7 % 

• LOS 2: 5 minutes 99.7 % 

• LOS 3: 5 minutes 99.7 % 

Classified:  

• LOS 1: 2 minutes 99.9% 

• LOS 2: 2 minutes 99.9% 

• LOS 3: 2 minutes 99.9% 

KPI 1B2: X.509 Cert Sharing 

NGEN user must be able to obtain the DoD Public Key Infrastructure X.509 certificate of another NGEN user. The 
time it takes for users to successfully obtain X.509 certificates when attempted. The stipulated target times (and 
percentages) to obtain certificates are for unclassified/classified.   

• Level of Service (LOS) 1 - Basic 
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• LOS 2- High End 

• LOS 3-Mission Critical 

• LOS (1) 2 minutes 99.7% / 1 minute 99.9% 

• LOS (2) 2 minutes 99.7% / 1 minute 99.9% 

• LOS (3) 2 minutes 99.7% / 1 minute 99.9 

PA 1C:  Authentication – AD (or comparable system) 

Transition Active Directory service to authenticate user and computer accounts within the active directory (or 
comparable system) infrastructure. (The directory service will provide a mechanism for centralized, delegated 
administration of resources within the forest.)  Access Management will be managed through Directory Services.   

21.5.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: ECA Certifications 

Provide for access to restricted sites in the DoD DMZ by personnel who do not require a CAC. 

PA 2B: Certificate Delivery 

Deliver certificates through the Secure Sockets Layer (SSL) for use with applications that are accessed from a Web 
browser or Web server. 

PA 2C: Delivery of Certificates for IPSec 

NGEN will provide delivery of certificates that support the Internet Protocol Security standard (IPSec) for use with 
secure VPN applications or IPSEC-enabled devices. 

PA 2D:  Deliver Certs via SCEP 

Deliver of certificates through the Simple Certificate Enrollment Protocol (SCEP) which enables devices to request 
and renew certificate automatically. 

PA 2E: Digital signing  

NGEN will provision the capability to digitally sign NGEN email and other types of electronic messaging and file 
formats. 

KPI 2E:  Email End-to-End 
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E-mail Services - E-Mail End-to-End (Client-Server-Server-Client Performance. This KPI applies to a network-
connected NMCI workstation at a Government site, and the shared network storage assigned to that site. This KPI 
excludes RAS and web-based activities.  The intent of these measures is to verify that the supporting NMCI 
networks, domain name server, directory, security boundaries, E-mail servers, remote procedure calls, and E-mail 
applications are available and functioning satisfactorily. End-to-End measurement will be a representative sampling 
of local, regional, and enterprise infrastructure performance. 

PA 2F:  Encryption  

Encryption of NGEN data will be in accordance with FIPS 104-2 standards. 

PA 2G: Non-DoD PKI 

Ensure systems capable of trusting non-DoD PKI certificates and verifying certificate revocation status for those 
PKIs. 

KPI 2G: IA Operations - PKI 

Protect Information Systems (infrastructure), Domains (Communities of interest), and Content (at rest, in-use and in-
transit) to assure confidentiality, integrity, availability, authenticity, and non-repudiation.  Revoke a certificate when 
required.  For certificates:   Elapsed time from notification of the Local Registration Authority [LRA] (NGEN 
Contractor) that a user certificate needs to be revoked, to the notification of the Registration Authority [RA] 
(Government). The stipulated targets are for unclassified/classified certificates. 

Level of Service  

• LOS 1 - Basic 

• LOS 2- High End 

• LOS 3-Mission Critical 

• LOS (1) 1 hour / 30 minutes 

• LOS (2) 1 hour / 30 minutes 

• LOS (3) 1 hour / 30 minutes 

PA 2H:  Key Destruction 

All GIG components must have a way of “destroying” keys when required by circumstances. 

PA 2I:  Alt Token 

NGEN must implement ability for Alt Token PKI/CAC authentication for administrators and NGEN SIPRNet . 

PA 2J: SIPRNet PKI 

NGEN will implement SIPRNet PKI, including support for software tokens or approved hardware tokens when they 
become available 

PA 2K:  Revoking ALT Tokens 

NGEN Certificate revocation solutions will address ALT tokens 

PA 2L:  Compromise Recovery 

Compromise recovery will be implemented by identifying all IA components affected by a compromise and 
facilitating rapid recovery action which, if necessary, may include key destruction. 

PA 2M: Key Destruction Mechanism 

Key destruction mechanisms must be designed in such a way as to eliminate/minimize the chance of unintended or 
accidental destruction. 
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PA 2N: High Trust COIs Transition / Implementation of Directory Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are high trust and by 
DON or DoD administrative or mission requirements must have access to specific mail stores, file shares, and 
collaboration portal infrastructure that by regulation must be physically and logically separate from the rest of the 
NGEN enterprise.   Transition and improve if necessary management of access to COI architecture through PKI 
authentication integrated with Directory Services.  

PA 2O: Low Trust COIs Transition / Implementation of Directory Services 

Transition (or establish if necessary) security groups and resources for individual COIs that are low trust and by 
DON or DoD administrative or mission requirements must have access to messaging, collaboration, and/or other 
resources external to DON and DoD enclaves.  Transition and improve if necessary management of access from this 
COI to these external facing or external originating resources to facilitate mission execution by this COI. 

PA 2P:  Global Account Management  

Implement global account management and subsequent authentication and authorization to data maintained in the 
global directory service. 

21.5.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes 

• System Performance (i.e., Service Performance) 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  PKI Redundancy 

Establish redundant PKI capability across the enterprise to ensure authentication and security mechanisms continue 
to run during surge operations and catastrophic events. 

PA 3B:  OCSP Responders 

Establish 2 OCSP responders at each server farm. 

KPI 3B: Implement directory domain controllers  

Directory domain controllers are capable of PKI based authentication. 

PA 3C:  PKI Authentication 

Directory domain controllers are capable of PKI based authentication. 
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KPI 3C:  PKI Logon 

Network PKI Logon : end-user access to the Enterprise Validation Authority (EVA) Server and NGEN Active 
Directory  (or a comparable system) in support of end-user Public Key Infrastructure (PKI) logon to the NMCI 
network. This KPI excludes logon to the network through RAS and web-based activities. The performance measure 
for Network Logon Services is Client Responsiveness. Initial sample size shall consist of 50 measures that provide a 
representative sampling of the deployed architecture (e.g., Navy and USMC sites, geographic location, local and 
distant user-to-server farm connections). 

21.5.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

21.5.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  Details are at the segment level.  

21.6 ITSM Service Requirements for Authentication Services 

21.6.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

21.6.2 Capacity Specification 
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Further specifications for this attribute will be defined when service design is complete. 

21.6.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

21.6.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

21.6.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

22.0 Security Certification and Accreditation (C&A) 

Security C&A provides services related to the Department of Defense Information Assurance Certification and 
Accreditation Process (DIACAP).  This includes management of the certification process, the performance of a 
complete certification or preparation and assessment of individual documents in the final certification package.  The 
complexity and rigor of specific certification activities varies depending on the system criticality, information 
sensitivity, system exposure, and level of concern.   

C&A service activities also include the following: 

• Developing a security test and evaluation (ST&E) plan and test procedures 

• Conducting an ST&E 

• Analyzing and reporting test results 

• Developing and/or conducting a vulnerability assessment 

• Developing a final vulnerability assessment report 

• Technically supporting the certifier or accreditor. 

• Completing an end-to-end accreditation. 

22.1 Service Requirements  

22.1.1 NGEN Requirements Document Section 6.6, page 108 (Information 
Assurance Compliance) 

Requirement: Information Assurance (IA) Compliance 

NGEN will provide information assurance in compliance with DoD’s net readiness requirements. NGEN IA is to 
ensure all appropriate security measures are in place to protect system data and resources from all known threats. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements in DoD 8500 series 
and CJCS 6510 series directives, instructions and manuals. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements for NNPI in NAVSEA Instruction 5511.32 series. 

The objective of the Information Assurance Program required by DoDD 8500.1, “Information Assurance” and DoDI 
8500.2, “Information Assurance Implementation,” and the processes described in DoD Instruction 5200.40, “DoD 
Information Technology Security Certification and Accreditation Process (DITSCAP),” DoDI 8510.bb, 
“Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) Instruction,” 
and SECNAVINST 5239.3A, “Department of the Navy Information Assurance (IA) Policy” is to ensure that all 
DoD information systems maintain the appropriate levels of confidentiality, integrity, availability, authentication, 
and non-repudiation that reflect a balance among the importance and sensitivity of the information and information 
assets; the documented threats and vulnerabilities to the system; the trustworthiness of users and interconnecting 
systems; the impact of impairment or destruction to the DoD information system; and cost-effectiveness. Although 
some systems operating on NGEN may fall under the old DITSCAP C&A processes, NGEN will use the DIACAP 
C&A processes promulgated by the appropriate DON DAAs  (NETWARCOM for USN and MCEN for USMC). 
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22.1.2 NGEN Requirements Document Section 6.6.8, Page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

22.1.3 NGEN Requirements Document Section 6.9.14, page 145 (Release and 
Deployment Management) 

Requirement: Release and Deployment Management 

Release and Deployment management is a component of ITSM (see 6.9.1). NGEN will implement release 
management in accordance with industry best practices. 

NGEN will provide a Systems Integration Environment (SIE) that will provide the ability to engineer, certify, and 
accredit complete network solutions prior to implementation. The SIE will be an end-to-end systems integration, 
modeling, and test environment for hardware, software, applications, etc. 

22.1.4 NGEN Requirements Document Section 6.9.23, page 154 (Service 
Validation and Testing) 

Service Validation and Testing is the Quality Assurance process for IT Services. It applies to all new or changed 
services. It ensures that a service is fit for purpose and meets the established requirements and business needs. 

22.1.5 NGEN Requirements Document Section 12.3.1, page 219 (Logistics Total 
Life Cycle Management Support) 

As directed by policies and directives, other DON organizations will provide support in their respective areas of 
expertise. It will also ensure that all minor and major test incidents disclosed at IOC installation, testing, and 
deployment operations have been resolved and/or provisions for resolution have been implemented with verifiable 
and validated results. 

22.1.6 NGEN Requirements Document Section 13.3.10, Page 226 (Demonstration 
and Documentation) 

All ITIL functions will be performed, either entirely or in part, by organizations with governance, acquisition, and 
NetOps responsibilities: 

• Governance- the DON  (DON Deputy CIO Marine Corps and DON Deputy CIO Navy), OPNAV N6 (as the 
Deputy DON CIO – Navy), and USMC C4 (as the Deputy DON CIO – USMC) provide overarching policies 
and directions for DON networks. 

• Acquisition- the Program Executive Office (PEO) for Enterprise Information Systems (EIS) is responsible for 
developing and procuring NGEN. 

• NetOps- The Commander, NETWARCOM is the Service component command authority for the Navy 
Enterprise Network.  The Commander, MCNOSC is the Service Component Commander for the MCEN. 

22.1.7 NGEN Requirements Document Section 13.3.13, page 227 (Test and 
Evaluation) 

Test and Evaluation (T&E) support will be provided for all phases of the NGEN’s life cycle. A Test and Evaluation 
Master Plan (TEMP) will be prepared that details all requirements for testing; the different level of testing that will 
be required and types; the preparation, review, and T&E Report submission requirements and review; and Test 
Readiness Reviews (TRRs), etc. 

22.1.8 NGEN Requirements Document Section 13.3.15, page 227 (Computer 
Resources Support) 
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Computer Resources Support (CRS) is the facilities, hardware, software (system software and support software), 
software development and support tools, documentation, personnel, training or other resources necessary to operate 
and support embedded computer systems and software intensive systems. A CRS analysis is conducted to determine 
all factors necessary to support a system’s computer hardware and software, including utilities, security, 
environment, and data storage. This analysis is used to develop a CRS support plan. 

22.1.9 NGEN Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

22.2 Derived Requirements 

22.2.1 NGEN NetOps CONOPS Annex L, page L1 (NGEN NetOps Authority) 

The following NetOps decision points or tasks within the information security management processes outlined in 
Figure 17 must be retained by the DON: 

• New controls.  Approval authority over NGEN requirements is a management control function that shall be 
retained by the DON. 

• Approve controls.  Approval authority over NGEN operations is a management control function that shall be 
retained by the DON. 

• Change policies.  Approval authority over NGEN policies is a management control function that shall be 
retained by the DON. 

22.2.2 NGEN SECONOPS, Section 2.6.7.1 page 41 (Train, Advocate, and Educate 
Personnel) 

A baseline standard IA training program will be accompanied by an enterprise-wide IA/IT certification program. 

22.2.3 NGEN SECONOPS, Section 2.10.1 page 46 (DIACAP Activities) 

The NGEN Program Office will approach the C&A process by following the procedures established by DoDI 
8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), and associated DON 
guidance. 

22.2.4 NGEN SECONOPS, Section 2.10.1.1 page 46-47 (Initiate and Plan C&A) 

Each DIACAP activity will describe requisite preparatory steps and conditions, actual validation steps, expected 
results, and criteria and protocols for recording actual results. Activities applied throughout the system life cycle, to 
confirm or establish by testing, evaluation, examination, investigation, or competent evidence that a NGEN 
information system’s assigned IA Controls are implemented correctly and are effective in their application. 

22.2.5 NGEN SECONOPS, Section 2.10.1.3 Page 47 (Accreditation Decision) 

The NETWARCOM and/or the MCEN DAA(s) will issue an accreditation decision that applies to a specifically 
identified information system and is based on mission or business need, protection of personal privacy, protection of 
the information being processed, and protection of the information environment. 

22.2.6 NGEN SECONOPS, Section 2.11 page 48 (C&A Model) 

In accordance with specification in DoD Directive 8500.1, Information Assurance (IA), DoD 

Instruction 8510.01, DoD Information Assurance Certification and Accreditation Process – 

DIACAP, and 8500.1-M, Information Assurance Manual, all NGEN automated systems shall meet fundamental 
security requirements.  NGEN shall be implemented with proper products, policies and procedures to ensure 
required system C&A in accordance with policy. 

22.2.7 NGEN SECONOPS, Section 2.11.1 page 48 (DIACAP Packages) 
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The NGEN DIACAP package will include a collection of documents or collection of data objects generated through 
DIACAP implementation for an information system. 

22.2.8 DoD Instruction 8510.01 – DIACAP 

Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) Instruction. 

22.2.9 NMCI Conformed Contract, Certification and Accreditation (Attachment 4 
Security Requirements Sec 1.1.2.2) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

As specified in DoDD 5200.28 (Orange Book), DoDI 5200.40 (DoD Information Technology Security Certification 
and Accreditation Process - DITSCAP), and DoD 5200.2-R, all automated systems shall meet fundamental security 
requirements and must be accredited by the Designated Approving Authority (DAA) (NETWARCOM for USN and 
MCEN for USMC) prior to processing classified or sensitive non-classified data.  The NMCI shall be implemented 
with proper products, policies, and procedures to ensure required system C&A in accordance with this policy.   
Also, the specific IA guidelines specified in CNO ALCOM 081949Z SEP 99, DON CIO ITIA, and DON. ITSG 
shall be implemented within the NMCI, as will compliance with the USMC MCEN CIO IA policy for all USMC 
NMCI users. 

The Government will provide the NMCI service provider with the most current information regarding the C&A 
status of the existing DON networks that comprise the “as is” configuration of the NMCI. The NMCI service 
provider shall be responsible for developing a transition plan to support the migration from the “as is” NMCI at 
contract award to the service provider implemented NMCI. The NMCI service provider shall be responsible for 
delivering a system that can be certified and accredited in accordance with the DITSCAP. With this support, the 
NMCI service provider shall support the government in the following phases of C&A as defined in the DITSCAP: 

• Definition, 

• Verification 

• Validation 

• Post-Accreditation. 

This accreditation is an essential part of the connection approval process (CAP) for NIPRnet and SIPRnet. The 
service provider shall be responsible for supporting the government in satisfying the requirements specified in DISA 
MSG DTG 021730ZNOV99 subject: DISN NON-CLASSIFIED BUT SENSITIVE INTERNET PROTOCOL 
ROUTER NETWORK (NIPRnet) CONNECTION APPROVAL PROCESS.  Similarly, the service provider shall be 
responsible for supporting the government in satisfying the DISA requirements for connection to the SIPRnet, dated 
20 August 1998. In providing C&A support, the NMCI service provider shall be responsible for delivering a security 
concept of operations document, sufficient architecture documentation, a system security authorization agreement 
(SSAA), risk assessments, risk mitigation plans, and other supporting documents required to support DITSCAP 
accreditation. The NMC service provider shall support the DON in the role as certification agent. The NMCI service 
provider shall not assume that existing Interim Authority to Operate (IATOs) will be extended for NMCI since the 
system architecture/functionality for NMCI may be very different than what exists today. Appendix 2 provides an 
outline of proposed C&A roles for NMCI. 

22.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the Certification & 
Accreditation services spreadsheet. 

22.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 
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• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

No additional specifications 

22.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Integrity 

Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral state 
or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  Report the following Information: 

• Percentage of devices evaluated for policy and configuration compliance prior to authorization to connect to 
NGEN or any component including COIs 

PA 2B: Confidentiality 

Hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the ability to 
ensure that information is not disclosed to unauthorized persons, processes, or devices 

PA 2C: Availability 

Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission. 

PA 2D: CND – Network Protection 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

PA 2F: Compliance - Full 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
204 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance.  Report the following information: 

• Number and percent of systems that are compliant with DoDI 8500.2 as documented in the SSAA 

• Number and percent of systems that are outside of their C&A that have been disconnected from the NGEN 

• Percent of Components compliant with JTF-GNO CTOs/IAVAs/IAVBs 

• Average time for system certification and accreditation 

• Number and percent of DoD information systems operating with an ATO 

• Percent of DoD information systems operating with an IATO 

• Number and percent of systems that have had a risk assessment performed 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance 

PA 2H: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program. 

PA 2I: Compliance - ATO 

This service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  Report the 
following information: 

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2J: Operations 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life.  All updates will 
be tested before deployment. 

PA 2K: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2L: Compliance 

The ATOs for the NGEN enterprise and its dependent services and systems will be achieved and maintained by this 
service in full compliance with DoD Instruction 8510.01 - Department of Defense Information Assurance 
Certification and Accreditation Process (DIACAP).  Report the following information: 

• Number of Certification and Accreditation Packages submitted to the Certification Authority (CA) / number 
of packages certified. 

• Number of Certification and Accreditation Packages submitted to the Designated Approving Authority 
(ODAA) (NETWARCOM for USN and MCEN for USMC) / number of packages granted Authority to 
Operate (ATO) granted. 

• Number of Certification and Accreditation Packages submitted for review / number of packages approved and 
submitted to the Certification Authority (CA) / number of packages on hold / number of packages returned / 
number of packages rejected. 

• Number of identified errors 

• Time to fix the errors 
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• Number and percent of systems that are compliant with DoDI 8500.2 as documented in the SSAA 

• Number and percent of systems that are outside of their C&A that have been disconnected from the NGEN 

• Percent of Components compliant with JTF-GNO CTOs/IAVAs/IAVBs 

• Average time for system certification and accreditation 

• Number and percent of DoD information systems operating with an ATO 

• Percent of DoD information systems operating with an IATO 

• Number and percent of systems that have had a risk assessment performed 

PA 2M: Monitor 

Monitor NGEN for significant modifications that change or impact the security posture or accreditation status. 
Submit updated documentation to the DAA (NETWARCOM for USN and MCEN for USMC) for approval prior to 
implementation 

PA 2N: Automate 

Automate C&A DIACAP process and documentation by using the DoD approved Enterprise Mission Assurance 
Support System (eMass) or other DoD approved product 

PA 2O: Testing 

Ensure that all minor and major test incidents disclosed at IOC installation, testing, and deployment operations have 
been resolved and/or provisions for resolution have been implemented with verifiable and validated results 

PA 2P: Support 

As directed by policies and directives, other DON organizations will provide support in their respective areas of 
expertise. 

PA 2Q: Support – C&A 

Provide C&A support services for DON elements initiating new systems for integration into NGEN.  This will 
include but is not limited to performing one or more of the following accreditation activities: 

• Developing a security test and evaluation (ST&E) plan and test procedures 

• Conducting an ST&E 

• Analyzing and reporting test results 

• Developing and/or conducting a vulnerability assessment 

• Developing a final vulnerability assessment report 

• Technical support to the certifier or accreditor 

• Complete end-to-end accreditation 

Report the Following Information: 

• Number of Certification and Accreditation Packages submitted to the Certification Authority (CA) / number 
of packages certified 

• Number of Certification and Accreditation Packages submitted to the Designated Approving Authority 
(ODAA) (NETWARCOM for USN and MCEN for USMC) / number of packages granted Authority to 
Operate (ATO) granted 

• Number of Certification and Accreditation Packages submitted for review / number of packages approved and 
submitted to the Certification Authority (CA) / number of packages on hold / number of packages returned / 
number of packages rejected 

• Number of identified errors 

• Time to fix the errors 

• Number of ST&Es performed 

• Amount of time to plan and execute an ST&E 

• Number of Vulnerability Assessments performed 
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• Amount of time to plan and execute a Vulnerability Assessment 

• Number of Vulnerability Assessments Reports generated 

• Amount of time to plan and complete a Vulnerability Assessment Report 

• Number and percent of systems that are compliant with DoDI 8500.2 as documented in the SSAA 

• Number and percent of systems that are outside of their C&A that have been disconnected from the NGEN 

• Percent of Components compliant with JTF-GNO CTOs/IAVAs/IAVBs 

• Average time for system certification and accreditation 

• Number and percent of DoD information systems operating with an ATO 

• Percent of DoD information systems operating with an IATO 

• Number and percent of systems that have had a risk assessment performed 

22.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specification required:  See details at the segment level. 

22.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 
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22.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  Details are at the segment level. 

22.4 ITSM Service Requirements for Security C&A 

22.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

22.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

22.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

22.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

22.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

23.0 Malware Prevention and Detection 

Malware Prevention and Detection (MDP) service provides end-to-end network-based and host-based malware 
(malicious code) prevention capabilities with centralized management and reporting. Uses a range of DoD approved 
software and hardware appliances throughout NGEN to enhance “defense-in-depth" posture. 

NGEN will be configured to actively scan for malicious code including (but not limited to) viruses, worms, Trojan 
horses, and e-mail spam and to periodically scan for spyware and dishonest adware.  Upon detection of malware, 
NGEN will either block/prevent code from being introduced into the NGEN network environment or quarantine the 
suspect code for inspection and possible removal. Routinely and automatically updates malware rule sets, signatures 
and junk email filter rule sets and allows administrator customization of the rule sets and signatures.  
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Malware prevention and detection will function as an integral part of the perimeter defense, server and infrastructure 
protection and workstation protection. 

MDP serves USN/USMC Unclassified COIs 

23.1 Service Requirements  

23.1.1 NGEN Requirements Document Section 6.1.2.8, page 62 (Enterprise Service 
Management (NCES)) 

Requirement: Enterprise Service Management 

NGEN Block 1 will provide middle-layer enterprise service management, e.g., common computing environment, 
common services, data architecture, and access security, by provisioning and managing enterprise core services 
required to leverage or federate with NCES services. 

23.1.2 NGEN Requirements Document Section 6.1.2.11, page 65 (Service Security 
(NCES)) 

Requirement: Service Security—Federate to and/or Leverage DKO, NCES, and/or Other Approved DoD, Joint, and 
DON IT/NSS Solutions  

Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in DISRonline. 

23.1.3 NGEN Requirements Document Section 6.1.3.4, page 69 (Enterprise Service 
Management (Non-NCES) ) 

Requirement: Enterprise Service Management—Security 

NGEN Block 1 will provide the security to meet the list of SLAs from NMCI security mechanisms for malicious 
insider threat, rogue machine, unauthorized S/W, and Security Event reporting, etc. 

23.1.4 NGEN Requirements Document Section 6.1.3.8, page 74 (Service Security 
(non-NCES)) 

Requirement: Service Security—Information Protection 

NGEN will provide capability to protect data to include personally identifiable information (PII) from unauthorized 
disclosure (confidentiality), modification (integrity), and secure access. 

Requirement: Service Security—Information Assurance 

Provide capability to invoke IA/Security for authentication, confidentiality, integrity, and access control. 

23.1.5 NGEN Requirements Document Section 6.6.1, page 109 (Confidentiality) 

Requirement: Confidentiality—No Unauthorized Disclosure 

NGEN will provide the capability to hold sensitive data in confidence, limited to an appropriate set of individuals or 
organizations, and the ability to ensure that information is not disclosed to unauthorized persons, processes, or 
devices. 

23.1.6 NGEN Requirements Document Section 6.6.2, page 110 (Integrity) 

Requirement: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 
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23.1.7 NGEN Requirements Document Section 6.6.3, page 113 (Availability) 

Requirement: Availability—On-time Readiness 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

23.1.8 NGEN Requirements Document Section 6.6.7, page 118 (Computer Network 
Defense) 

Requirement: CND—Network Protection 

NGEN will provide network protection, monitoring, analysis, intrusion prevention and detection, and response 
capability to unauthorized activity within DON information systems and computer networks. These activities will be 
pursued as defined by DoDD O-8530.1, DoDI O-8530.2, CJCSI 6510.01C and subsequent DoD and DON CND 
directives and mandates. These activities that involve NNPI systems or data will also incorporate requirements 
defined by NAVSEA Instruction 5511.32 series.  

Requirement: CND—Protected Access to the Internet 

NGEN will provide NIPRNet users with a protected method of accessing the Internet. The method will not disrupt 
day-to-day business operations or negatively impact Quality of Life. The method will prevent the network from 
being exposed to vulnerabilities that exist on the public Internet. 

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze  

NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

23.1.9 NGEN Requirements Document Section 6.6.8, page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

23.1.10 NGEN Requirements Document Appendix M, page 274 

Summary Table of Enterprise Service Management Performance 

23.1.11 NGEN Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

23.2 Derived Requirements 

23.2.1 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Compliance with DON and DoD security requirements.  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 
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Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  ND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving of log files to support forensic analyses of penetrations:  When a penetration is discovered, log files and 
the tools/personnel to analyze them are needed to support the forensic analysis that reconstruct the attack vector used 
to penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to 
detect, mitigate, and eliminate vulnerabilities. 

23.2.2 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

Anti-Virus: 

• Globally manage anti-virus service and directs anti-virus scanning by regional and/or local authorities 

• Regionally support anti-virus scan/removal on regional services; designate local responsibilities 

• Locally support anti-virus scan/removal on local services and seats; locally support the prevention and 
identification of viruses 

Anti-Spyware:  

• Globally manage anti-spyware service and direct anti-spyware scanning by regional and/or local authorities 

• Regionally support anti-spyware scan/blocking on regional services and designate local responsibilities 

• Locally support anti-spyware scan/removal on local services and seats; locally support the prevention and 
identification of spyware 

Security Scanning and Monitoring: 

• Globally monitor and analyze to detect unauthorized activity; establish regional authorities and 
responsibilities 

• Regionally monitor and analyze to detect unauthorized activity; designate local responsibilities 

• Locally support efforts to detect and correct unauthorized activity; support the prevention and identification 
of unauthorized activity; assess operational impact of security events 

Anti-Spam: Identify spam 

• Globally manage anti-spam service and establish regional authorities and responsibilities 

• Regionally approve additions/removal from regional spam filter 

• Locally identify Spam 

23.2.3 NGEN NetOps CONOPS 8.1, page 36 (ITIL Service Design) 

Information Security Management:  Align IT security with DoD IA program requirements and operational 
requirements/objectives to ensure the security of the network, its services, and its applications.  [Annex L contains a 
more detailed discussion of information security management.] 

23.2.4 NGEN NetOps CONOPS Annex L, page L-1 (Information Security 
Management) 

See diagram and narrative in NGEN NetOps CONOPS Document 

23.2.5 NGEN SECONOPS, Section 2.5.4.4, page 22 (Monitor IA Status of the GIG) 

Authorized users will have continuous awareness into the status and health of the GIG enterprise. Analysis of the 
results from both passive monitoring and active scanning techniques will be utilized to detect misuse and changes in 
the IA status of devices. Remote attestation techniques will also be utilized to determine changes in the IA status of 
devices. Devices must only accept commands and execution requests from authenticated and authorized sources. 
This information will be utilized to develop corrective courses of action and to assist in the recovery from attack. 
Continuous monitoring of connected networks and users in high threat environments is necessary to detect attacks 
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and respond quickly (e.g., limiting access, rerouting traffic, or even disconnecting the network) in order to mitigate 
or defeat an adversary. While coordination of defensive actions is critical and responses to attacks should be as rapid 
as possible, consideration must be given to the choice of responses to ensure success of ongoing critical missions.  

23.2.6 NGEN SECONOPS, Section 2.5.5, page 22 (Assured Mission Management) 

Assured Mission Management (AMM) provides the IA management capabilities enabling Network Operations 
(NetOps) to perform assured mission control and network management. Specifically, AMM protects all enterprise 
management and control information and functions and provides a common Security Management Infrastructure 
(SMI) to support enterprise security functions. The SMI will provide the infrastructure for managing and enabling 
IA security services to meet new and changing mission priorities.  

23.2.7 NGEN SECONOPS, Section 2.5.5.1, page 22 (Manage IA Capabilities) 

AMM will provide the processes and infrastructure components necessary to manage (e.g., create, issue, and 
destroy) the basic IA objects consumed by the IA system functions to enable all of the IA operational capability 
areas (i.e., AIS, HAE, INR, CON, DTG). The objects to be managed will need to include identities (e.g., 
registration, validation), subject attributes (e.g., assignment and modification of privileges), cryptographic keys (e.g., 
ordering, generation, distribution), authentication credentials (e.g., registration, issuance, revocation), digital 
configurations (e.g., creation, secure download), digital policies (e.g., de-confliction, secure download), audit data 
(e.g., capture, analysis), and IA metadata (e.g., template creation, cryptographic binding). For the SMI to be truly 
effective in supporting rapidly changing mission needs and network degradations, the management of the IA objects 
must operate in a net-centric construct that enables coordination and synchronization at the local, regional, and 
enterprise levels. The management of IA capabilities will be automated, integrated, and transparent so that action by 
the user, especially the warfighter, is not required. 

23.2.8 NGEN SECONOPS, Section 2.14.1, page 53 (Communication and Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities 

23.2.9 NGEN SECONOPS, Section 3.7, page 62 (Relationship with CND Service 
Providers)  

Provide support for the NGEN Information Technology (IT) infrastructure in each region by monitoring networks at 
concentration areas and incorporating data into NCDOC/MCNOSC detection system infrastructure. 

Provide government oversight for all NGEN intrusion detection monitoring, on-line surveys and activity analysis 
and assessment in support of NGEN.  

23.2.10 NGEN SECONOPS, Section 4.6.1, page 77 (Antivirus Basic Requirement) 

All servers, workstations and mobile computing devices shall be installed with DoD approved virus protection 
software.  Selection of the individual DoD approved software should be determined by software accuracy, ease of 
use, administrative overhead, and system overhead, as well as enterprise or organizational policy on antivirus 
software acquisition. 

23.2.11 NGEN SECONOPS, Section 4.6.2, page 77 (Automatic Update) 

All servers, workstations and mobile computing devices shall be configured to run automatic updates. The 
scheduling of automatic updates for specific frequency or time periods shall be set in accordance with DoD, 
organizational, and other related requirements.  Regular automatic updates may be implemented through either a 
“push” method (administrators sending current definitions from an enterprise server) or a “pull,” initiated by the 
protected host, from an update server.   
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23.2.12 NGEN SECONOPS, Section 4.6.3, page 77 (Anti-Virus Additional 
Requirements) 

Antivirus software from a diversity of vendors shall be used to enhance “defense in depth.”  Provision shall be made 
to verify the integrity of newly-downloaded signatures before providing them to the enterprise.  Provision shall be 
made for, and consideration shall be given to, obtaining signatures from the DISA Patch Server 
(https://patches.mont.disa.mil and https://patches.csd.disa.smil.mil) in lieu of service providers’ sites, if the integrity 
of the latter is compromised.  Provision shall be made for rapidly updating antivirus signatures in the event service 
providers issue new signatures in response to an urgent threat.  Installed antivirus software shall be configured for 
maximum real-time file system and e-mail protection, to conduct periodic scans of installed storage devices, and 
require administrator privileges to change settings. 

23.2.13 NGEN SECONOPS, Section 4.7.1, page 78 (Anti-spam filtering - Servers)  

All e-mail servers shall be equipped with anti-spam and content filtering to reduce the volume of unsolicited 
commercial e-mail (“Spam”) delivered to users and reduces the threat they represent to the network.  Spam/content 
filtering software may be integrated with anti-virus software supporting e-mail servers.  Provision shall be made for 
periodically and urgently updating anti-spam rule sets. 

23.2.14 NGEN SECONOPS, Section 4.7.2, page 78 (Anti-spam filtering - Clients)  

E-mail client software shall be configured for maximum protection against spam e-mail.  “Junk e-mail” filters that 
direct suspect e-mail to a segregated folder shall be enabled; incoming e-mails placed in this folder typically receive 
special handling such as being displayed as plain text vice as HTML and having inactive hyperlinks.  Provision shall 
be made for periodic update of junk e-mail filter rule sets.   

23.2.15 NGEN SECONOPS, Section 4.8, page 78 (Anti-spyware)  

Spyware represents a current and growing threat to enterprise networks and the people and processes that use them.  
“Ad-ware” is another form of malicious code that is relatively benign but consumes system resources and may open 
vulnerabilities.  NGEN hosts shall be equipped with spyware/adware/malicious code scanning software (hereafter 
referred to as anti-spyware).  Anti-spyware may be provided by the operating system vendor (as an OS component 
or add-on) or another vendor’s solution may be used.  Anti-spyware shall be configured to conduct periodic scans of 
the protected host, to check for and download updated signature files before conducting scans, to send an alert to the 
NOSC and isolate files if suspected malware is identified, and to require administrator privileges to change settings.  

23.2.16 NGEN SECONOPS, Section 4.9, page 78 (Insider Misuse Monitoring, 
Detection & Response)  

NGEN shall incorporate safeguards to detect and protect against misuse by insiders, consistent with concepts being 
developed for Increment 1 of the GIG.   “Misuse” is any inappropriate use of NGEN computer or network resources 
with or without malicious intent.  An “insider” is an entity (person or system/process) that is either authorized to be 
within the physical system boundaries or has direct access to it.  Once an outsider obtains access to a system or 
network, the outsider becomes an insider. Insider threat actions imply a set of authorizations for the subject that 
would not be found for an outsider.  

The authorized user performing unauthorized activities on sensitive U.S. networks is a threat that must be prevented, 
particularly in a non-system-high context, with sensitive information segregated by classification/multinational 
releasability controls and COIs, where different users have access to different, overlapping sets of information.  A 
scenario of particular concern is one in which a relatively privileged, U.S.-user subverts access controls to make 
non-releasable information available to a relatively low-privileged, foreign national user. 

23.2.17 NGEN SECONOPS, Section 11.2.2, page 103 (Network Management)  

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 
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23.2.18 Other DoD and DON policy documents 

This service will be compliant with all DoD and DON policy documents including but not limited to 8500 series 
policy documents, CJCS 6500 series policy documents, DoD 8100 series policy documents, SECNAV 5239 policy 
document and the DISA/NSA STIGS and guides. 

23.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the MPD services 
spreadsheet. 

23.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 

• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

23.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views. 

PA 2A: Integrity 

Ensure information and related IT resources are maintained in a sound, unimpaired, and integral state or condition. 
This service will ensure that information is not modified or destroyed by unauthorized persons, processes, or 
devices.  Report the following Incidents: 

• Frequency of unauthorized modification or destruction of information by or related to malware 

• Frequency of unauthorized installation of malware 
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• Number of sensitive documents impacted by cyber attack (potentially compromised) 

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2B: Confidentiality 

Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices.  Report the 
following information: 

• Frequency of unauthorized disclosure of information  

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

• Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission. 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features  

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features  

• System performance degradation (i.e. latency) due to solution - effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack.  

• Percent and number of assets impacted by cyber attack.  

• Average Time to Restore from Cyber Attack 

PA 2C: CND – Network Protection 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  Report the Following Information: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Number of pieces of malicious code detected 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc.) 

• Percent of incidents attributed to a zero day exploit 

PA 2D: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  Report the Following Information: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate automated response for identified attacks 

PA 2E: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance. 

PA 2F: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance. 
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PA 2G: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program. 

PA 2H: Compliance - ATO 

This Service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  Report the 
Following Information: 

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2I: Operations – Non-disruption 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment. 

PA 2J: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2K: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  Report the Following Information: 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

PA 2L: Operations - Antivirus 

This service will provide DoD approved Anti-Virus solutions deployed on all workstations, servers, mobile devices 
and network ingress and egress points.  Report the Following Information: 

• Percent of clients deployed vice. total systems 

• Current version or previous version 

PA 2M: Configuration – MDP Clients 

Installed MDP clients shall be configured for maximum real-time file system and e-mail protection. Report the 
Following Information: 

• Percent of clients correctly configured 

PA 2N: Operations – Anti-Spyware 

This service will provide DoD-approved Anti-Spyware solution deployed on all workstations, servers, mobile 
devices and network ingress and egress points.  Report the Following Information: 

• Percent of clients deployed vice total systems 

• Current version or previous version 

PA 2O: Integration 

MPD solutions may be integrated with each other. 

PA 2P: Configuration - Scans 
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Malware protection will be configured for periodic scans of installed storage devices and active scans of files/data as 
they are accessed.  Report the Following Information: 

• Clients configured to scan x times a day/week prefer– 1/day, minimum of 1/week 

• Average time to complete scan 

• Percent of scans completed successfully 

• Accuracy of malware protection software and hardware based on false positives, false negatives, and bad 
signatures 

PA 2Q: Operations – Administrator Scans 

Administrators can trigger scans on one, a group, or all clients. 

PA 2R: Operations – MDP Scans 

The MDP clients can perform characteristic based or signature based scans. 

PA 2S: Configuration – MDP Client Automatic Update 

NGEN MDP clients should be configured to automatically update from NGEN update servers in accordance with 
DoD, organizational, and other related requirements. 

PA 2T: Operations – DISA Patch Server 

NGEN MDP updates should come from a DISA patch server.  Report the Following Information: 

• Percent of successful updates (complete download if update available) Check hourly 

PA 2U: Testing 

All MDP updates will be tested to verify integrity of newly released signatures before distribution to entire 
enterprise.  Report the Following Information: 

• KPI Testing and deployment to NGEN update servers takes less than 1 hour 

PA 2V: Updates 

MDP updates may be either pushed or pulled from NGEN update servers.  MDP clients configured to pull updates 
periodically and, in the event of an urgent update, administrators can trigger a push of new signatures to the clients.  
Report the Following Information: 

• clients check for updates 4 times a day 

• time to deploy new signature from receipt to 100% of clients updated 

• time to deploy new signature from receipt to 100% of clients updated in pull mode 

• time to deploy new signature from receipt to 100% of clients updated in push mode 

PA 2W: Quarantine 

Isolate files suspected of malware to NGEN quarantine servers for further investigation and notification.  Report the 
following Information: 

• % of files quarantined - 100% 

PA 2X: Archive 

Collect, store, and safeguard all data necessary to perform forensic analysis and ensuing law enforcement and/or 
counterintelligence efforts.  Report the following Information: 

• percent of data protected - 100% 

PA 2Y: Alerts 
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Identification of suspected malware will trigger an alert to the NGEN IA operators.  Report the following 
Information: 

• Number of alerts in comparison to number of reported incidents - 100% 

PA 2Z: Configuration 

Administrator privileges required to change MDP settings. 

PA 2AA: Operations – Anti-Spam 

This service will provide enterprise level DoD approved Anti-Spam solutions to protect all email servers by 
scanning and remediating all inbound and outbound email.  Report the following Information: 

• amount of spam delivered vice blocked 

• current version or previous version 

PA 2AB: Configuration 

Spam/content filtering software may be integrated with anti-virus software supporting e-mail servers. 

23.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End-to-end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End-to-end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level. 

23.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 
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Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

23.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

No additional specifications are required.  Details are at the segment level. 

23.4 ITSM Service Requirements for Malware Prevention and Detection 

23.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

23.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

23.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

23.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

23.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

24.0 Host Based Security System (HBSS) 

The Host Based Security System (HBSS) protects the NGEN enterprise network from servers and workstations that 
pose threats due to non- compliant operating behavior or configuration.  

HBSS prevents, tracks, reports, and remediates malicious computer related activities and incidents. Features include 
firewall, and configuration checking.  HBSS combines traditional host based security functions within a single 
technology solution.  HBSS supports DoD INFOCON process. 

NOTE:   This deployment is a DISA requirement and will be DoD wide.  DISA's Program Executive Office for 
Information Assurance/NetOps (PEO-IAN) is providing the program management and supporting the development 
of this solution.   

24.1 Service Requirements  
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24.1.1 NGEN Requirements Document Section 3.5.1 page 26 (NGEN NetOps 
Requirements) 

Visibility into the health and status of NGEN operations:  

It will not be possible for the DON to execute NetOps without an understanding of the status and health of the 
network. To improve visibility into the status and health of NGEN, the DON requires:  

Near real-time system and service status information:  

NGEN must provide appropriate performance metrics for its systems and services in near real-time. This 
information is needed to support the development of consistent operational pictures of the status of NGEN.  

Historical data on system and service usage: 

NGEN must provide historical performance data for the trend analyses that support capacity planning, service 
valuation, etc.  

Threat and vulnerability status information: 

The DON is obligated to report threat and vulnerability information to the JTF GNO. This information is also 
needed to support the development of a consistent security picture.  

Ownership of and access to all necessary performance data: 

Service providers may collect, store or archive data on behalf of the DON, but the DON owns the data and requires 
easy access to it. Service providers will not fail to collect or delete agreed upon data without prior approval from the 
DON.  

Ability to display consistent operational pictures of the status of NGEN: 

Consistent operational pictures are needed for reporting the status, threat, vulnerability, and mission impact of 
degradation to both NetOps and operational commanders in a manner that is tailored to their areas of 
responsibility/interest.  

Ability to obtain and display information from JTF-GNO, other Services, DISA, etc. regarding the health and status 
of their networks: 

NGEN needs visibility into the status of other networks, their current threat environment, etc. to provide situational 
awareness into problems or threats that might impact NGEN and allow its NetOps commanders to take proactive 
measures to address them.  

24.1.2 NGEN Requirements Document Section 6.6, page 108 (Information 
Assurance Compliance) 

Requirement: Information Assurance (IA) Compliance 

NGEN will provide information assurance in compliance with DoD’s net readiness requirements. NGEN IA is to 
ensure all appropriate security measures are in place to protect system data and resources from all known threats. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements in DoD 8500 series 
and CJCS 6510 series directives, instructions and manuals. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements for NNPI in NAVSEA Instruction 5511.32 series. 

24.1.3 NGEN Requirements Document Section 6.6.1, page 109 (Confidentiality) 

Requirement: Confidentiality—No Unauthorized Disclosure 

NGEN will provide the capability to hold sensitive data in confidence, limited to an appropriate set of individuals or 
organizations, and the ability to ensure that information is not disclosed to unauthorized persons, processes, or 
devices. 

24.1.4 NGEN Requirements Document Section 6.6.2, page 110 (Integrity) 

Requirement: Integrity—No Unauthorized Changes in Information and Resources 
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NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

24.1.5 NGEN Requirements Document Section 6.6.3, page 113 (Availability) 

Requirement: Availability—On-time Readiness 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

24.1.6 NGEN Requirements Document Section 6.6.7, page 118 (Computer Network 
Defense (CND)) 

Requirement: CND—Network Protection 

NGEN will provide network protection, monitoring, analysis, intrusion prevention and detection, and response 
capability to unauthorized activity within DON information systems and computer networks. These activities will be 
pursued as defined by DoDD O-8530.1, DoDI O- 8530.2, CJCSI 6510.01C and subsequent DoD and DON CND 
directives and mandates. These activities that involve NNPI systems or data will also incorporate requirements 
defined by NAVSEA Instruction 5511.32 series. 

Requirement: CND—Protected Access to the Internet 

NGEN will provide NIPRNet users with a protected method of accessing the Internet. The method will not disrupt 
day-to-day business operations or negatively impact Quality of Life. The method will prevent the network from 
being exposed to vulnerabilities that exist on the public Internet. 

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze 

NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

CND includes the “Detect, Monitor, Analyze, and Response (Actions)” aspects of the DON Computer Network 
Defense (CND) strategies as a component of a larger DoD CND strategy. It focuses on detecting known or 
undefined attacks or unauthorized actions as they are occurring and providing proactive analysis and response 
actions to counter the potential attacks. The authoritative sources for threshold and objective for these activities are 
captured in the Concept of Operations for the Naval Network Warfare Command and the Marine Corps Network 
Operation Security Command. These organizations will be referred to as CND authorities. 

Detect Unauthorized Network Activity – This service encompasses the set of tools and services needed to search out 
and identify unauthorized actions or attacks on DON networks.  At a minimum, detection services should be: 

• Provide network IDS services:  This is the set of services that automate the detection of anomalous or 
unauthorized network activity (as defined by CND authorities), through use of automated Intrusion Detection 
Systems (IDS). 

• Provide host-based IDS services:  T his is that set of services that automate the detection of anomalous or 
unauthorized host-based activity (as defined by CND authorities), through use of automated host-based 
IDS(s). 

• Provide capability to analyze activity audit Logs:  This set of services automates the aggregation, reduction, 
correlation, and analysis of logged data from numerous sources (host audits, networks and host-based IDS, 
etc.). 
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• Provide network Intrusion Protection System (IPS) services:  This set of services automates the detection of 
anomalous or unauthorized network activity (as defined by CND authorities), through use of automated 
Intrusion Protection Systems (IPS). 

Monitor Unauthorized Network Activity – This activity implements actions necessary to scan activities throughout 
the IT environment. It relies on information produced by the Enterprise monitoring activity (as defined by CND 
authorities) but also includes additional monitoring activity that is CND unique.  Ultimately, this activity will make 
use of the NetOps situational awareness capabilities to include posting of information, discovery of information, etc. 
in order to monitor a larger CND grid. 

• Provide capability to monitor network traffic: This activity provides capability that enables CND authorities 
to monitor network traffic in terms of volume, originating and destination addresses, protocols, and packet 
information. 

• Provide capability to monitor host activity: This capability enables CND authorities to monitor host activity 
in terms of active users, applications, process, etc. 

• Provide capability to monitor IDS and firewall activity: This capability enables CND authorities to monitor 
all alarms generated by IDS, Firewall and other anomalous network and system activity. 

• Provide capability to receive external alerts and advisories: This capability enables CND authorities to receive 
externally prepared alerts and advisories that may indicate the need to take proactive response to mitigate 
impact of the DON or greater DoD. 

Analyze Unauthorized Activity Information:  This service encompasses the set of services needed to process 
unauthorized use of DON. 

• Provide passive scanners for network topology, operating systems, and applications: This activity is the 
provision of passive scanning tools to maintain accurate and current configuration information. This 
information is needed to assess the potential consequences of an attack and to prepare an attack response 
course of action. 

• Provide tools to correlate attack target(s) current configuration: This activity assists in determining the 
potential consequences of an attack by determining if any local target is vulnerable to an attack of a particular 
type (i.e., the attack signature). 

• Provide response course of action development tools: This activity provides automated support for the 
development of courses of action to respond to threats or incidents. 

• Perform response action: This activity encompasses the set of activity needed to respond to unauthorized 
activity to the DON networks. 

• Provide tools to track and manage response events:  This activity supports the tracking of information related 
to implementing a course of action in response to a cyber security event. 

• Provide tools to implement response actions involving network/host configuration: This activity supports 
implementing configuration changes to policy enforcement points (Firewalls, Routers, etc.). 

• Provide tools to capture and safeguard forensic data: This activity collects, stores, and safeguards all data 
necessary to perform forensic analysis and ensuing law enforcement/counterintelligence efforts. 

The DoD employs a defense-in-depth methodology that requires intrusion detection and prevention efforts to 
recognize and describe activities that are different from the normal pattern or that fit known “bad” patterns, and to 
limit or contain the access across networks that a malicious user may exploit. The nature and the scope of the 
incident; its effects, cause, and vulnerability must be determined. At a minimum, the categories of technologies 
required for NGEN, to promote a holistic approach to IA and CND, should be: 

• Access controls to restrict the ability of unknown and unauthorized users to view or use information, hosts, or 
networks. Access control technologies can also help protect sensitive data and systems. 

• System integrity controls are used to ensure that a system or its data are not illicitly modified or corrupted by 
malicious code. 

• Cryptography controls include encryption of data during transmission and “at rest” data stored in a system. 
Encryption is the process of transforming ordinary data into code form so that information is accessible only 
by those who are authorized to have access. 

• Audit and monitor controls help administrators to perform investigation during and after an attack. 
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• Configuration management and assurance controls help administrators to view and change the security 
settings on their hosts and networks, verify the correctness of security settings, and maintain operations in a 
secure manner under duress conditions. NGEN will need to implement a variety of network technologies for 
information assurance.  

24.1.7 NGEN Requirements Document Section 6.6.8, Page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

24.1.8 Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

24.2 Derived Requirements 

24.2.1 JTF-GNO CTO-07-12, (Deployment of the Host Based Security System 
(HBSS)) 

The Commander, USSTRATCOM and the Commander, JTF GNO have identified host computer defense as critical 
to the protection of the GIG.  To protect this vital component of the GIG, HBSS is mandated for installation on all 
unclassified systems in the DoD, including Programs of Record.  This CTO lists the specific tasks for the 
deployment of HBSS on unclassified systems.  HBSS will provide the DoD with a significant capability to defend 
all computers across DoD’s unclassified and secret networks.  Full implementation of HBSS is critical to defending 
our networks from an increasing number of attacks, many from determined adversaries.  HBSS provides local 
system administrators significant improvements in situational awareness and drastically reduces cyber attacks; 
ensuring vital network capabilities are available to warfighters.  JTF-GNO will provide status reports from DoD 
components to the DoD CIO (DON Deputy CIO Marine Corps and DON Deputy CIO Navy) as part of the overall 
NIPRNet Deep Dive initiatives being supported by the DON Deputy CIO Marine Corps and Don Deputy CIO Navy. 

24.2.2 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Compliance with DON and DoD security requirements:  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 

Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  ND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving of log files to support forensic analyses of penetrations:  When a penetration is discovered, log-files and 
the tools/personnel to analyze them are needed to support the forensic analysis that reconstruct the attack vector used 
to penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to 
detect, mitigate, and eliminate vulnerabilities. 

24.2.3 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

Anti-Virus: 

• Globally manage anti-virus service and directs anti-virus scanning by regional and/or local authorities 

• Regionally support anti-virus scan/removal on regional services; designate local responsibilities 
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• Locally support anti-virus scan/removal on local services and seats; locally support the prevention and 
identification of viruses 

Anti-Spyware:  

• Globally manage anti-spyware service and direct anti-spyware scanning by regional and/or local authorities 

• Regionally support anti-spyware scan/blocking on regional services and designate local responsibilities 

• Locally support anti-spyware scan/removal on local services and seats; locally support the prevention and 
identification of spyware 

Security Scanning and Monitoring: 

• Globally monitor and analyze to detect unauthorized activity; establish regional authorities and 
responsibilities 

• Regionally monitor and analyze to detect unauthorized activity; designate local responsibilities 

• Locally support efforts to detect and correct unauthorized activity; support the prevention and identification 
of unauthorized activity; assess operational impact of security events 

Anti-Spam: Identify spam 

• Globally manage anti-spam service and establish regional authorities and responsibilities 

• Regionally approve additions/removal from regional spam filter 

• Locally identify Spam 

24.2.4 NGEN SECONOPS Section 1.3.3.1, page 4 (Computer Network Defense) 

NGEN security services will operate under current CND initiatives such as Information Operations Conditions 
(INFOCONs), JTF GNO Communications Tasking Orders (CTOs), and the Information Assurance Vulnerability 
Management (IAVM) program to ensure synchronization with existing DoD and DON CND processes. Authorized 
DON personnel will perform critical security roles, to include exercising essential command authority over DON 
defensive Information Warfare (IW) activities. The DON command structure shall retain directive authority over all 
NGEN threat responses. 

Implementation and operation of NGEN shall be consistent with current DON Computer Incident Reporting 
guidelines. Also, network availability and security information from the entire NGEN shall be made available to the 
JTF-GNO, so that analysis can be performed across regions and network defense strategies can be coordinated 
across the DoD. DoD/DON red and blue teaming will be used in design, product and configuration reviews. The red 
teams will be comprised of parties under government leadership. Authorized simulated attacks against the 
operational NGEN network will be critical in identifying potential vulnerabilities, as well as in determining 
compliance with government performance metrics and DoD and DON network security requirements. Results of 
vulnerability assessments will be reported to the Designated Accrediting Authority(s) (DAA(s)) (NETWARCOM 
for USN and MCEN for USMC). NGEN shall incorporate DoD Enterprise Tools as directed through the 
Architecture & Engineering Integrated Process Teams. 

24.2.5 NGEN SECONOPS Section 1.3.3.2, page 4 (Computer Network Defense 
Response Actions) 

CND/RAs are deliberate, authorized defensive measures or activities that protect and defend NGEN computer 
systems and networks under attack or targeted for attack by adversary computer systems/networks. RAs extend 
NGEN’s layered defense-in-depth capabilities and increase NGEN’s ability to withstand adversary attack. The 
NGEN IA team is to coordinate, monitor, and oversee the defense of Navy and Marine Corps computer networks 
and systems, including telecommunications, and to be responsible for accomplishing CND missions as assigned by 
Commander, Naval Network Warfare Command (NAVNETWARCOM); Commanding Officer, Marine Corps 
Network Operations and Security Center (MCNOSC); and Commander, JTF-GNO. Navy Cyber Defense Operations 
Command (NCDOC) and the MCNOSC serve as the Department’s primary computer incident response capability to 
provide assistance in preparation, detection, containment, eradication, recovery, and reporting incidents that threaten 
NGEN systems. The Navy’s NCDOC and the USMC MCNOSC will direct resolution of all JTF-GNO Task Orders 
and security incidents discovered on NGEN to quickly determine scope and generate execution plans to resolve. It is 
also NCDOC’s and MCNOSC’s mission to: 
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• Receive appropriate incident/intrusion/audit data. 

• Advise the NGEN community of preservation of evidence. 

• Notify Naval Criminal Investigative Service (NCIS) if it appears laws have been violated. 

NCDOC and MCNOSC IA staff has no law enforcement capability or authority. Criminal investigation and 
prosecution is the responsibility of the NCIS. It is, however, NCDOC’s and MCNOSC’s responsibility to direct the 
NGEN incident response team community concerning preservation of evidence and downstream liability. 

When a computer security incident is detected, the incident is reported to the Information Assurance Manager (IAM) 
in charge of the LAN/BAN/WAN/Domain where the incident was discovered. The IAM is the focal point and is 
responsible for reporting incidents to NCDOC and MCNOSC along with NCIS. NCDOC and MCNOSC are 
operational 7 x 24 x 365. Detected incidents shall be reported immediately by the most efficient means possible. 
Incidents reported automatically trigger notification of the SOC Watch Manager. Once notified, the SOC Watch 
Manager will coordinate with the IAM, NCDOC and/or MCNOSC to quarantine the affected equipment, document 
the incident and, with regard to Navy and Marine Corps equipment, perform all necessary remediation tasks. The 
on-call NGEN engineer may also escalate to NCIS if deemed appropriate via the IAM, NCDOC and/or MCNOSC. 
They should have the authority to ensure successful implementation of remediation process, to include an effective 
escalation procedure to gain the attention of higher levels of supervision. Proof/evidence that the processes directed 
have been executed will be provided to NCDOC and MCNOSC. 

NGEN incident reporting requirements and processes are the responsibility of NCDOC and MCNOSC. NGEN shall 
satisfy the reporting requirements of CJCSM 6510, SECNAVINST 5239.19, and Commander, U.S. Strategic 
Command’s Commander’s Critical Intelligence Requirements. The NGEN IAMs shall use the means documented 
within the NGEN Incident Response Plan for reporting or questions. 

24.2.6 NGEN SECONOPS Section 2.5.4.4, page 22 (Monitor IA Status of the GIG) 

Authorized users will have continuous awareness into the status and health of the GIG enterprise. Analysis of the 
results from both passive monitoring and active scanning techniques will be utilized to detect misuse and changes in 
the IA status of devices. Remote attestation techniques will also be utilized to determine changes in the IA status of 
devices. Devices must only accept commands and execution requests from authenticated and authorized sources. 
This information will be utilized to develop corrective courses of action and to assist in the recovery from attack. 
Continuous monitoring of connected networks and users in high threat environments is necessary to detect attacks 
and respond quickly (e.g., limiting access, rerouting traffic, or even disconnecting the network) in order to mitigate 
or defeat an adversary. While coordination of defensive actions is critical and responses to attacks should be as rapid 
as possible, consideration must be given to the choice of responses to ensure success of ongoing critical missions.  

24.2.7 NGEN SECONOPS Section 2.6.3.3, page 29 (Detect Cyber Attack and 
Insider Misuse) 

Cyber attacks must be approached proactively; therefore, network devices (e.g., routers, switches), enterprise 
services, and end-system computing platforms must employ integrated capabilities (e.g., virus and IDS signature 
detection) to detect, report, and where possible block attacks. To ensure information can be protected sufficiently 
within end-system computing platforms, network devices and enterprise services will determine crucial security-
relevant information about endpoint devices prior to granting access (i.e., current antivirus state, OS patch level, and 
other security configurations). Enterprise intrusion detection tools and capabilities will be developed and deployed. 
IA must keep the attack signature database current in order to recognize suspicious network activity and thwart 
possible cyber attacks. 

Traditional deep packet inspection techniques will not operate on encrypted traffic. The ability to detect misuse, 
insider activity, and malicious software activity (e.g., spyware, viruses, worms) within NGEN will require sensors 
deployed in a multi-tiered fashion that are capable of monitoring and correlating anomalous events occurring 
throughout the environment. An enterprise sensor grid will include a mix of specialized cyber attack sensors as well 
as the ability to pull relevant sensor information from infrastructure components throughout the NGEN. 
Additionally, the need for multi-tiered enterprise sensors is driven by end-to-end protection mechanisms, such as 
application layer encryption, which will require a robust capability to detect attacks at natural decryption gateways 
(e.g., mail servers, search engines) within the net-centric environment rather than at system boundaries. 
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Misuse detection provides a counterbalance to the increased risk brought about by increased accessibility to 
information under the “need to share” model. Insider misuse detection is the detection of anomalies, defined as 
inappropriate access to information or inappropriate use of computing or communications resources and services 
with or without malicious intent. Insider misuse is detected using distributed enterprise sensors and audit 
information. Inappropriate accesses and changes to critical system files and changes in user privilege are detected 
not only by looking at the communications traffic in and out of a single computer, but also by checking the integrity 
of system files and watching for suspicious processes. Misuse detection also includes behavior profiling and analysis 
to detect atypical user behavior. It is imperative that IA must continually readjust the statistical norm to refine 
detection mechanisms and have them focus on real intrusions in order to reduce false positives throughout the use of 
a robust IDS. Insider misuse detection is also discussed in Section 4.9. 

In particular, this approach will limit an adversary’s ability to gain the situational awareness and understanding of 
the internal configuration of the environment (including the configuration of the protection mechanisms within the 
environment) necessary for them to identify attack avenues and gain undetected access to the system. The ability to 
monitor and track actions associated with accessing situational awareness information must also be increased. 

24.2.8 NGEN SECONOPS Section 2.14.1, page 53 (Communication and Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities. 

24.2.9 NGEN SECONOPS Section 3.7, page 62 (Relationship with CND Service 
Providers)  

• Provide support for the NGEN Information Technology (IT) infrastructure in each region by monitoring networks 
at concentration areas and incorporating data into NCDOC/MCNOSC detection system infrastructure. 

• Provide government oversight for all NGEN intrusion detection monitoring, on-line surveys and activity analysis 
and assessment in support of NGEN.  

24.2.10 NGEN SECONOPS Section 4.9, page 78 (Insider Misuse Monitoring, 
Detection and Response)  

NGEN shall incorporate safeguards to detect and protect against misuse by insiders, consistent with concepts being 
developed for Increment 1 of the GIG.   “Misuse” is any inappropriate use of NGEN computer or network resources 
with or without malicious intent.  An “insider” is an entity (person or system/process) that is either authorized to be 
within the physical system boundaries or has direct access to it.  Once an outsider obtains access to a system or 
network, the outsider becomes an insider.  Insider threat actions imply a set of authorizations for the subject that 
would not be found for an outsider.  The authorized user performing unauthorized activities on sensitive U.S. 
networks is a threat that must be prevented, particularly in a non-system-high context, with sensitive information 
segregated by classification/multinational releasability controls and COIs, where different users have access to 
different, overlapping sets of information.  A scenario of particular concern is one in which a relatively privileged, 
U.S.-user subverts access controls to make non-releasable information available to a relatively low-privileged, 
foreign national user. 

24.2.11 NGEN SECONOPS Section 4.11, page 80 (Intrusion Detection System and 
Services) 

NGEN shall deploy Intrusion Detection System (IDSs) that will collect security events from the NGEN enterprise to 
provide IA/CND personnel with a centralized security event view. IDSs shall have pre-defined/pre-configured 
workflows and reports to make it easy for operators to view a large number of events by a wide range of criteria. 
IDS event-viewing capabilities shall allow both identification of long-term security trends and packet-level forensic 
analysis. 
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24.2.12 NGEN SECONOPS Section 4.12, page 80 (Intrusion Prevention System 
and Services) 

NGEN shall deploy Intrusion Prevention Systems (IPSs) and provide IA/CND services in compliance with the GIG-
E Architecture standards to analyze network traffic. The IPS systems shall prevent critical threats from affecting the 
network. IPSs shall be configured by vulnerability-based rule sets, which protect against zero-day threats by 
detecting all possible exploits of vulnerabilities. These rule sets will be defined by NCDOC and USMC MCEN to 
protect against: 

• Worms 

• Trojans 

• Port scans 

• Buffer overflow attacks 

• Denial-of-service attacks 

• Spyware 

• Protocol anomalies 

• Malformed traffic 

• Invalid headers 

• VoIP attacks 

• IPv6 attacks 

• Fragmentation attacks and evasions 

• Zero-day attacks 

24.2.13 NGEN SECONOPS Section 11.2.2, page 103 (Network Management to 
Minimize Transition Risk) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 

24.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the HBSS services 
spreadsheet. 

24.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 

• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

24.3.2 KPP 2:  Net Ready (Security, Governance, Management) 
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Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Integrity 

Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral state 
or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  Report the following information: 

• Frequency of unauthorized modification or destruction of information  

• Frequency of unauthorized installation of malware 

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2B: Confidentiality 

Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices.  Report the 
following information: 

• Frequency of unauthorized disclosure of information  

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2C: Availability 

Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission.  Report the following information: 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features  

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features  

• System performance degradation (i.e. latency) due to solution - effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack.  

• Percent and number of assets impacted by cyber attack.  

• Average Time to Restore from Cyber Attack 

PA 2D: CND – Network Protection 
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NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  The following information will be collected / reported: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

• Number of unauthorized intrusions rated CAT 1 to 9 per DoD definitions 

• Number of intrusions detected/reported/prevented vice number that actually occurred 

• Success rate of simulated attacks (Red Team) on DoD networks 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc.) 

• Percent of incidents attributed to a zero day exploit 

• Percent of DNS protected by HBSS 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. The following information will be collected / reported: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate automated response for identified attacks 

PA 2F: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance. 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance. 

PA 2H: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program. 

PA 2I: Compliance - ATO 

This Service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  Report the 
Following Information: 

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2J: Operations – Non-Disruption 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment. 

PA 2K: Technology Adaptation 
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NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2L: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  Report the Following Information: 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

PA 2M: Operation – Network Activity Detection 

NGEN will provide detection of anomalous or unauthorized network activity.  Report the following Information: 

• Accuracy of response based on false positives, false negatives, and bad signatures. 

• Number of intrusions detected/reported/prevented vice number that actually occurred (red team testing) 

PA 2N: Operation - Prevention 

NGEN will provide prevention of anomalous or unauthorized network activity.  Report the following Information: 

• Accuracy of response based on false positives, false negatives, and bad signatures. 

• Number of intrusions detected/reported/prevented vice number that actually occurred (red team testing) 

PA 2O: Monitoring - IPS 

NGEN will provide aggregation, reduction and correlation and reporting of IPS data.  Report the following 
Information: 

• Average time from incident detection to incident reporting to NGEN incident handlers 

• Average time from incident detection until attack characterization and operational impact assessment 

• Average time from incident detection to incident reporting to JTF-GNO 

• Average time from incident detection to incident response 

PA 2P: Monitoring  

NGEN will provide monitoring of traffic volume, source/destination IP addresses and packet analysis.  Report the 
following Information: 

• Percent of systems accurately sending logging information to centralized security manager 

• Provides means to take proactive responses based on alerts and advisories 

• Number of external alerts/advisories received 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

PA 2Q: Continuity 

Maintain accurate and current configuration information.  Report the following Information: 

• Duration between configuration archives 

PA 2R: Baseline 

NGEN will provide information that can be used to baseline the network, including traffic patterns and volume.  
Report the Following Information: 
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• Percent of systems accurately sending logging information to centralized security manager 

PA 2S: Assess and Respond 

NGEN will be able to assess and respond to emergent threats that can adversely impact NGEN security.  Report the 
following Information: 

• Average time from incident detection to incident reporting to NGEN incident handlers 

• Average time from incident detection until attack characterization and operational impact assessment 

• Average time from incident detection to incident response 

PA 2T: Data Storage 

Collect, store, and safeguard all data necessary to perform forensic analysis and ensuing law enforcement and/or 
counterintelligence efforts.  Report the following Information: 

• Percent of systems accurately sending logging information to centralized security manager 

PA 2U: Command and Control 

NGEN will provide the mechanism for centralized command, control, alert, reporting and integration with other IA 
tools. 

PA 2V: Compliance - HBSS 

NGEN will comply with JTF-GNO CTO-07-12, Deployment of the Host Based Security System. 

PA 2W: Operation – HBSS for Workstations 

HBSS will be deployed to every workstation and server throughout NGEN. 

PA 2X: Operation – Unknown System Detection 

Detects unknown systems and allows for various levels of response. 

PA 2Y: Operation – Monitor System Compliance  

The provider will monitor system compliance of individual hosts including whether security patches are up-to-date. 

24.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level.  
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24.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

24.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  Details are at the segment level. 

24.4   ITSM Service Requirements for HBSS 

24.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

24.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

24.4.3 Availability Specification 
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Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

24.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

24.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

25.0 Intrusion Prevention System (IPS) 

The Intrusion Prevention service will provide the security infrastructure components necessary for NGEN 
(Network/Server/Desktops/Laptops) to automate the detection and prevention of anomalous or unauthorized 
network activity, as defined by CND authorities. This service includes Network based IDS/IPS components as well 
as the capability to analyze and archive the data collected and report the data and analysis to external CND 
organizations. 

NOTE: There is little difference between IPS and IDS.  IDS is a subset of IPS, and as such, there is no need to 
define two separate services.  EDS is moving to replace the NMCI IDS infrastructure with an IPS infrastructure, so 
there will be little if any IDS structure left by 2010.   

25.1 Service Requirements  

25.1.1 NGEN Requirements Document Section 3.5.1 page 26 (NGEN NetOps 
Requirements) 

Visibility into the health and status of NGEN operations:  

It will not be possible for the DON to execute NetOps without an understanding of the status and health of the 
network. To improve visibility into the status and health of NGEN, the DON requires:  

Near real-time system and service status information: 

NGEN must provide appropriate performance metrics for its systems and services in near real-time. This 
information is needed to support the development of consistent operational pictures of the status of NGEN.  

Historical data on system and service usage: 

NGEN must provide historical performance data for the trend analyses that support capacity planning, service 
valuation, etc.  

Threat and vulnerability status information:  

The DON is obligated to report threat and vulnerability information to the Joint Task Force (JTF) – Global Network 
Operations (GNO). This information is also needed to support the development of a consistent security picture.  

Ownership of and access to all necessary performance data: 

Service providers may collect, store or archive data on behalf of the DON, but the DON owns the data and requires 
easy access to it. Service providers will not fail to collect or delete agreed upon data without prior approval from the 
DON.  

Ability to display consistent operational pictures of the status of NGEN: 

Consistent operational pictures are needed for reporting the status, threat, vulnerability, and mission impact of 
degradation to both NetOps and operational commanders in a manner that is tailored to their areas of 
responsibility/interest.  

Ability to obtain and display information from JTF-GNO, other Services, DISA, etc. regarding the health and status 
of their networks: 
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NGEN needs visibility into the status of other networks, their current threat environment, etc. to provide situational 
awareness into problems or threats that might impact NGEN and allow its NetOps commanders to take proactive 
measures to address them.  

25.1.2 NGEN Requirements Document Section 6.6, page 108 (Information 
Assurance Compliance) 

Requirement: Information Assurance (IA) Compliance 

NGEN will provide information assurance in compliance with DoD’s net readiness requirements. NGEN IA is to 
ensure all appropriate security measures are in place to protect system data and resources from all known threats. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements in DoD 8500 series 
and CJCS 6510 series directives, instructions and manuals. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements for NNPI in NAVSEA Instruction 5511.32 series. 

25.1.3 NGEN Requirements Document Section 6.6.1, page 109 (Confidentiality) 

Requirement: Confidentiality—No Unauthorized Disclosure 

NGEN will provide the capability to hold sensitive data in confidence, limited to an appropriate set of individuals or 
organizations, and the ability to ensure that information is not disclosed to unauthorized persons, processes, or 
devices. 

25.1.4 NGEN Requirements Document Section 6.6.2, page 110 (Integrity) 

Requirement: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

25.1.5 NGEN Requirements Document Section 6.6.3, page 113 (Availability) 

Requirement: Availability—On-time Readiness 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

25.1.6 NGEN Requirements Document Section 6.6.7, page 118 (Computer Network 
Defense (CND)) 

Requirement: CND—Network Protection 

NGEN will provide network protection, monitoring, analysis, intrusion prevention and detection, and response 
capability to unauthorized activity within DON information systems and computer networks. These activities will be 
pursued as defined by DoDD O-8530.1, DoDI O- 8530.2, CJCSI 6510.01C and subsequent DoD and DON CND 
directives and mandates. These activities that involve NNPI systems or data will also incorporate requirements 
defined by NAVSEA Instruction 5511.32 series. 

Requirement: CND—Protected Access to the Internet 

NGEN will provide NIPRNet users with a protected method of accessing the Internet. The method will not disrupt 
day-to-day business operations or negatively impact Quality of Life. The method will prevent the network from 
being exposed to vulnerabilities that exist on the public Internet. 

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze 
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NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

CND includes the “Detect, Monitor, Analyze, and Response (Actions)” aspects of the DON Computer Network 
Defense (CND) strategies as a component of a larger DoD CND strategy. It focuses on detecting known or 
undefined attacks or unauthorized actions as they are occurring and providing proactive analysis and response 
actions to counter the potential attacks. The authoritative sources for threshold and objective for these activities are 
captured in the Concept of Operations for the Naval Network Warfare Command and the Marine Corps Network 
Operation Security Command. These organizations will be referred to as CND authorities. 

Detect Unauthorized Network Activity – This service encompasses the set of tools and services needed to search out 
and identify unauthorized actions or attacks on DON networks.  At a minimum, detection services should be: 

• Provide Network IDS Services:  This is the set of services that automate the detection of anomalous or 
unauthorized network activity (as defined by CND authorities), through use of automated Intrusion Detection 
Systems (IDS). 

• Provide Host-Based IDS Services:  This is that set of services that automate the detection of anomalous or 
unauthorized host-based activity (as defined by CND authorities), through use of automated host-based 
IDS(s). 

• Provide Capability To Analyze Activity Audit Logs:  This set of services automates aggregation, reduction, 
correlation, and analysis of logged data from numerous sources (host audits, networks and host-based IDS, 
etc.). 

• Provide Network Intrusion Protection System (IPS) Services:  This set of services automates the detection of 
anomalous or unauthorized network activity (as defined by CND authorities), through use of automated 
Intrusion Protection Systems (IPS). 

Monitor Unauthorized Network Activity – This activity implements actions necessary to scan activities throughout 
the IT environment. It relies on information produced by the Enterprise monitoring activity (as defined by CND 
authorities) but also includes additional monitoring activity that is CND unique. Ultimately, this activity will make 
use of the NetOps situational awareness capabilities to include posting of information, discovery of information, etc. 
in order to monitor a larger CND grid. 

• Provide Capability to Monitor Network Traffic: This activity provides capability that enables CND 
authorities to monitor network traffic in terms of volume, originating and destination addresses, protocols, 
and packet information. 

• Provide Capability to Monitor Host Activity: This capability enables CND authorities to monitor host activity 
in terms of active users, applications, process, etc. 

• Provide Capability to Monitor IDS and Firewall Activity: This capability enables CND authorities to monitor 
all alarms generated by IDS, Firewall and other anomalous network and system activity. 

• Provide Capability to Receive External Alerts and Advisories: This capability enables CND authorities to 
receive externally prepared alerts and advisories that may indicate the need to take proactive response to 
mitigate impact of the DON or greater DoD. 

Analyze Unauthorized Activity Information:  This service encompasses the set of services needed to process 
unauthorized use of DON. 

• Provide Passive Scanners for Network Topology, Operating Systems, and Applications: This activity is the 
provision of passive scanning tools to maintain accurate and current configuration information. This 
information is needed to assess the potential consequences of an attack and to prepare an attack response 
course of action. 

• Provide Tools to Correlate Attack Target(s) Current Configuration: This activity assists in determining the 
potential consequences of an attack by determining if any local target is vulnerable to an attack of a particular 
type (i.e., the attack signature). 

• Provide Response Course of Action Development Tools: This activity provides automated support for the 
development of courses of action to respond to threats or incidents. 
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• Perform Response Action: This activity encompasses the set of activity needed to respond to unauthorized 
activity to the DON networks. 

• Provide Tools to Track and Manage Response Events: This activity supports the tracking of information 
related to implementing a course of action in response to a cyber security event. 

• Provide Tools to Implement Response Actions Involving Network/Host Configuration: This activity supports 
implementing configuration changes to policy enforcement points (Firewalls, Routers, etc.). 

• Provide Tools to Capture and Safeguard Forensic Data: This activity collects, stores, and safeguards all data 
necessary to perform forensic analysis and ensuing law enforcement/counterintelligence efforts. 

The DoD employs a defense-in-depth methodology that requires intrusion detection and prevention efforts to 
recognize and describe activities that are different from the normal pattern or that fit known “bad” patterns, and to 
limit or contain the access across networks that a malicious user may exploit. The nature and the scope of the 
incident; its effects, cause, and vulnerability must be determined. At a minimum, the categories of technologies 
required for NGEN, to promote a holistic approach to IA and CND, should be: 

• Access controls to restrict the ability of unknown and unauthorized users to view or use information, hosts, or 
networks. Access control technologies can also help protect sensitive data and systems. 

• System integrity controls are used to ensure that a system or its data are not illicitly modified or corrupted by 
malicious code. 

• Cryptography controls include encryption of data during transmission and “at rest” data stored in a system. 
Encryption is the process of transforming ordinary data into code form so that information is accessible only 
by those who are authorized to have access. 

• Audit and monitor controls help administrators to perform investigation during and after an attack. 

• Configuration management and assurance controls help administrators to view and change the security 
settings on their hosts and networks, verify the correctness of security settings, and maintain operations in a 
secure manner under duress conditions. NGEN will need to implement a variety of network technologies for 
information assurance.  

25.1.7 NGEN Requirements Document Section 6.6.8, Page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

25.1.8 Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

25.2 Derived Requirements 

25.2.1 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Compliance with DON and DoD security requirements.  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 

Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  ND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving log files to support forensic analyses of penetrations:  When a penetration is discovered, log files and the 
tools/personnel to analyze them are needed to support the forensic analyses that reconstruct the attack vector used to 
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penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to detect, 
mitigate, and eliminate vulnerabilities. 

25.2.2 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

Anti-Virus: 

• Globally manage anti-virus service and directs anti-virus scanning by regional and/or local authorities 

• Regionally support anti-virus scan/removal on regional services; designate local responsibilities 

• Locally support anti-virus scan/removal on local services and seats; locally support the prevention and 
identification of viruses 

Anti-Spyware:  

• Globally manage anti-spyware service and direct anti-spyware scanning by regional and/or local authorities 

• Regionally support anti-spyware scan/blocking on regional services and designate local responsibilities 

• Locally support anti-spyware scan/removal on local services and seats; locally support the prevention and 
identification of spyware 

Security Scanning and Monitoring: 

• Globally monitor and analyze to detect unauthorized activity; establish regional authorities and 
responsibilities 

• Regionally monitor and analyze to detect unauthorized activity; designate local responsibilities 

• Locally support efforts to detect and correct unauthorized activity; support the prevention and identification 
of unauthorized activity; assess operational impact of security events 

Anti-Spam: Identify spam 

• Globally manage anti-spam service and establish regional authorities and responsibilities 

• Regionally approve additions/removal from regional spam filter 

• Locally identify Spam 

25.2.3 NGEN SECONOPS Section 1.3.3.1, page 4 (Computer Network Defense) 

NGEN security services will operate under current CND initiatives such as Information Operations Conditions 
(INFOCONs), Joint Task Force for Global Network Operations (JTFGNO) Communications Tasking Orders 
(CTOs), and the Information Assurance Vulnerability Management (IAVM) program to ensure synchronization with 
existing DoD and DON CND processes. Authorized DON personnel will perform critical security roles, to include 
exercising essential command authority over DON defensive Information Warfare (IW) activities. The DON 
command structure shall retain directive authority over all NGEN threat responses. 

Implementation and operation of NGEN shall be consistent with current DON Computer Incident Reporting 
guidelines. Also, network availability and security information from the entire NGEN shall be made available to the 
JTF-GNO, so that analysis can be performed across regions and network defense strategies can be coordinated 
across the DoD. DoD/DON red and blue teaming will be used in design, product and configuration reviews. The red 
teams will be comprised of parties under government leadership. Authorized simulated attacks against the 
operational NGEN network will be critical in identifying potential vulnerabilities, as well as in determining 
compliance with government performance metrics and DoD and DON network security requirements. Results of 
vulnerability assessments will be reported to the Designated Accrediting Authority(s) (DAA(s)) (NETWARCOM 
for USN and MCEN for USMC). NGEN shall incorporate DoD Enterprise Tools as directed through the 
Architecture & Engineering Integrated Process Teams. 

25.2.4 NGEN SECONOPS Section 1.3.3.2, page 4 (Computer Network Defense 
Response Actions) 

CND/RAs are deliberate, authorized defensive measures or activities that protect and defend NGEN computer 
systems and networks under attack or targeted for attack by adversary computer systems/networks. RAs extend 
NGEN’s layered defense-in-depth capabilities and increase NGEN’s ability to withstand adversary attack. The 
NGEN IA team is to coordinate, monitor, and oversee the defense of Navy and Marine Corps computer networks 
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and systems, including telecommunications, and to be responsible for accomplishing CND missions as assigned by 
Commander, Naval Network Warfare Command (NAVNETWARCOM); Commanding Officer, Marine Corps 
Network Operations and Security Center (MCNOSC); and Commander, JTF-GNO. Navy Cyber Defense Operations 
Command (NCDOC) and the MCNOSC serve as the Department’s primary computer incident response capability to 
provide assistance in preparation, detection, containment, eradication, recovery, and reporting incidents that threaten 
NGEN systems. The Navy’s NCDOC and the USMC MCNOSC will direct resolution of all JTF-GNO Task Orders 
and security incidents discovered on NGEN to quickly determine scope and generate execution plans to resolve. It is 
also NCDOC’s and MCNOSC’s mission to: 

• Receive appropriate incident/intrusion/audit data. 

• Advise the NGEN community of preservation of evidence. 

• Notify Naval Criminal Investigative Service (NCIS) if it appears laws have been violated. 

NCDOC and MCNOSC IA staffs have no law enforcement capability or authority. Criminal investigation and 
prosecution is the responsibility of the NCIS. It is, however, NCDOC’s and MCNOSC’s responsibility to direct the 
NGEN incident response team community concerning preservation of evidence and downstream liability. 

When a computer security incident is detected, the incident is reported to the Information Assurance Manager (IAM) 
in charge of the LAN/BAN/WAN/Domain where the incident was discovered. The IAM is the focal point and is 
responsible for reporting incidents to NCDOC and MCNOSC along with NCIS. NCDOC and MCNOSC are 
operational 7 x 24 x 365. Detected incidents shall be reported immediately by the most efficient means possible. 
Incidents reported automatically trigger notification of the SOC Watch Manager. Once notified, the SOC Watch 
manager will coordinate with the IAM, NCDOC and/or MCNOSC to quarantine the affected equipment, document 
the incident and, with regard to Navy and Marine Corps equipment, perform all necessary remediation tasks. The 
on-call NGEN engineer may also escalate to NCIS if deemed appropriate via the IAM, NCDOC and/or MCNOSC. 
They should have the authority to ensure successful implementation of remediation process, to include an effective 
escalation procedure to gain the attention of higher levels of supervision. Proof/evidence that the processes directed 
have been executed will be provided to NCDOC and MCNOSC. 

NGEN incident reporting requirements and processes are the responsibility of NCDOC and MCNOSC. NGEN shall 
satisfy the reporting requirements of CJCSM 6510, SECNAVINST 5239.19, and Commander, U.S. Strategic 
Command’s Commander’s Critical Intelligence Requirements. The NGEN IAMs shall use the means documented 
within the NGEN Incident Response Plan for reporting or questions. 

25.2.5 NGEN SECONOPS Section 2.5.4.4, page 22 (Monitor IA Status of the GIG) 

Authorized users will have continuous awareness into the status and health of the GIG enterprise. Analysis of the 
results from both passive monitoring and active scanning techniques will be utilized to detect misuse and changes in 
the IA status of devices. Remote attestation techniques will also be utilized to determine changes in the IA status of 
devices. Devices must only accept commands and execution requests from authenticated and authorized sources. 
This information will be utilized to develop corrective courses of action and to assist in the recovery from attack. 
Continuous monitoring of connected networks and users in high threat environments is necessary to detect attacks 
and respond quickly (e.g., limiting access, rerouting traffic, or even disconnecting the network) in order to mitigate 
or defeat an adversary. While coordination of defensive actions is critical and responses to attacks should be as rapid 
as possible, consideration must be given to the choice of responses to ensure success of ongoing critical missions.  

25.2.6 NGEN SECONOPS Section 2.6.3.3, page 29 (Detect Cyber Attack and 
Insider Misuse) 

Cyber attacks must be approached proactively; therefore, network devices (e.g., routers, switches), enterprise 
services, and end-system computing platforms must employ integrated capabilities (e.g., virus and IDS signature 
detection) to detect, report, and where possible block attacks. To ensure information can be protected sufficiently 
within end-system computing platforms, network devices and enterprise services will determine crucial security-
relevant information about endpoint devices prior to granting access (i.e., current antivirus state, OS patch level, and 
other security configurations). Enterprise intrusion detection tools and capabilities will be developed and deployed. 
IA must keep the attack signature database current in order to recognize suspicious network activity and thwart 
possible cyber attacks. 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
238 

Traditional deep packet inspection techniques will not operate on encrypted traffic. The ability to detect misuse, 
insider activity, and malicious software activity (e.g., spyware, viruses, worms) within NGEN will require sensors 
deployed in a multi-tiered fashion that are capable of monitoring and correlating anomalous events occurring 
throughout the environment. An enterprise sensor grid will include a mix of specialized cyber attack sensors as well 
as the ability to pull relevant sensor information from infrastructure components throughout the NGEN. 
Additionally, the need for multi-tiered enterprise sensors is driven by end-to-end protection mechanisms, such as 
application layer encryption, which will require a robust capability to detect attacks at natural decryption gateways 
(e.g., mail servers, search engines) within the net-centric environment rather than at system boundaries. 

Misuse detection provides a counterbalance to the increased risk brought about by increased accessibility to 
information under the “need to share” model. Insider misuse detection is the detection of anomalies, defined as 
inappropriate access to information or inappropriate use of computing or communications resources and services 
with or without malicious intent. Insider misuse is detected using distributed enterprise sensors and audit 
information. Inappropriate accesses and changes to critical system files and changes in user privilege are detected 
not only by looking at the communications traffic in and out of a single computer, but also by checking the integrity 
of system files and watching for suspicious processes. Misuse detection also includes behavior profiling and analysis 
to detect atypical user behavior. It is imperative that IA must continually readjust the statistical norm to refine 
detection mechanisms and have them focus on real intrusions in order to reduce false positives throughout the use of 
a robust IDS. Insider misuse detection is also discussed in Section 4.9. 

In particular, this approach will limit an adversary’s ability to gain the situational awareness and understanding of 
the internal configuration of the environment (including the configuration of the protection mechanisms within the 
environment) necessary for them to identify attack avenues and gain undetected access to the system. The ability to 
monitor and track actions associated with accessing situational awareness information must also be increased. 

25.2.7 NGEN SECONOPS Section 2.14.1, page 53 (Communication and Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities. 

25.2.8 NGEN SECONOPS Section 3.7, page 62 (Relationship with CND Service 
Providers)  

Provide support for the NGEN Information Technology (IT) infrastructure in each region by monitoring networks at 
concentration areas and incorporating data into NCDOC/MCNOSC detection system infrastructure. Provide 
government oversight for all NGEN intrusion detection monitoring, on-line surveys and activity analysis and 
assessment in support of NGEN.  

25.2.9 NGEN SECONOPS Section 4.9, page 78 (Insider Misuse Monitoring, 
Detection and Response)  

NGEN shall incorporate safeguards to detect and protect against misuse by insiders, consistent with concepts being 
developed for Increment 1 of the GIG.   “Misuse” is any inappropriate use of NGEN computer or network resources 
with or without malicious intent.  An “insider” is an entity (person or system/process) that is either authorized to be 
within the physical system boundaries or has direct access to it.  Once an outsider obtains access to a system or 
network, the outsider becomes and insider.  Insider threat actions imply a set of authorizations for the subject that 
would not be found for an outsider. The authorized user performing unauthorized activities on sensitive U.S. 
networks is a threat that must be prevented, particularly in a non-system-high context, with sensitive information 
segregated by classification/multinational releasability controls and COIs, where different users have access to 
different, overlapping sets of information.  A scenario of particular concern is one in which a relatively privileged, 
U.S.-user subverts access controls to make non-releasable information available to a relatively low-privileged, 
foreign national user. 
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25.2.10 NGEN SECONOPS Section 4.11, page 80 (Intrusion Detection System and 
Services) 

NGEN shall deploy Intrusion Detection System (IDSs) that will collect security events from the NGEN enterprise to 
provide IA/CND personnel with a centralized security event view. IDSs shall have pre-defined/pre-configured 
workflows and reports to make it easy for operators to view a large number of events by a wide range of criteria. 
IDS event-viewing capabilities shall allow both identification of long-term security trends and packet-level forensic 
analysis. 

25.2.11 NGEN SECONOPS Section 4.12, page 80 (Intrusion Prevention System 
and Services) 

NGEN shall deploy Intrusion Prevention Systems (IPSs) and provide IA/CND services in compliance with the GIG-
E Architecture standards to analyze network traffic. The IPS systems shall prevent critical threats from affecting the 
network. IPSs shall be configured by vulnerability-based rule sets, which protect against zero-day threats by 
detecting all possible exploits of vulnerabilities. These rule sets will be defined by NCDOC and USMC MCEN to 
protect against: 

• Worms 

• Trojans 

• Port scans 

• Buffer overflow attacks 

• Denial-of-service attacks 

• Spyware 

• Protocol anomalies 

• Malformed traffic 

• Invalid headers 

• VoIP attacks 

• IPv6 attacks 

• Fragmentation attacks and evasions 

• Zero-day attacks 

25.2.12 NGEN SECONOPS Section 11.2.2, page 103 (Network Management to 
Minimize Transition Risk) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 

25.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the Security Event 
Management services spreadsheet. 

25.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 
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• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

25.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table. 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views. 

PA 2A: Integrity 

Ensure Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral 
state or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  Report the following information: 

• Frequency of unauthorized modification or destruction of information  

• Frequency of unauthorized installation of malware 

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2B: Confidentiality 

Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices. The following 
information will be collected / reported: 

• Frequency of unauthorized disclosure of information 

• Number of sensitive documents impacted by cyber attack (potentially compromised) 

• Number of documents impacted by cyber attack (potentially compromised) 

PA 2C: Availability – Information and Resources 

Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission.  The following information will be collected / 
reported: 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features 

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features 
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• System performance degradation (i.e. latency) due to solution - effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack 

• Percent and number of assets impacted by cyber attack 

• Average Time to Restore from Cyber Attack 

PA 2D: CND - Network 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  The following information will be collected / reported: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

• Number of unauthorized intrusions rated CAT 1 to 9 per DoD definitions 

• Number of intrusions detected/reported/prevented vice number that actually occurred 

• Success rate of simulated attacks (Red Team) on DoD networks 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc. ) 

• Percent of incidents attributed to a zero day exploit 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  The following information will be collected / reported: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate automated response for identified attacks 

PA 2F: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance. 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance. 

PA 2H: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program. 

PA 2I: Compliance - ATO 

This Service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  The following 
information will be collected / reported: 

• Date of Issue of ATO 

• Date of Expiration of ATO 
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PA 2J: Operations – Non-Disruption 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment 

PA 2K: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2L: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  The following information will be collected / 
reported:   

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

PA 2M: Operation – Network Activity Detection 

NGEN will provide detection of anomalous or unauthorized network activity.  The following information will be 
collected / reported: 

• Accuracy of response based on false positives, false negatives, and bad signatures. 

• Number of intrusions detected/reported/prevented vice number that actually occurred (red team testing) 

PA 2N: Monitoring - IPS 

NGEN will provide aggregation, reduction and correlation and reporting of IPS data.  The following information 
will be collected / reported: 

• Average time from incident detection to incident reporting to NGEN incident handlers 

• Average time from incident detection until attack characterization and operational impact assessment 

• Average time from incident detection to incident reporting to JTF-GNO 

• Average time from incident detection to incident response 

PA 2O: Monitoring 

Provides monitoring of traffic volume, source/destination IP addresses and packet analysis.  The following 
information will be collected / reported: 

• Percent of systems accurately sending logging information to centralized security manager 

PA 2P: Response 

NGEN will provide means to take proactive responses based on alerts and advisories.  The following information 
will be collected / reported: 

• Number of external alerts/advisories received 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

PA 2Q: Continuity 

Maintain accurate and current configuration information.  The following information will be collected / reported: 
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• Duration between configuration archives 

PA 2R: Baseline 

Provides information that can be used to baseline the network, including traffic patterns and volume.  The following 
information will be collected / reported: 

• Percent of systems accurately sending logging information to centralized security manager 

PA 2S: Assess and Respond 

NGEN will be able to assess and respond to emergent threats that can adversely impact NGEN security.   The 
following information will be collected / reported: 

• Average time from incident detection to incident reporting to NGEN incident handlers 

• Average time from incident detection until attack characterization and operational impact assessment 

• Average time from incident detection to incident response 

PA 2T: Data Storage 

Collect, store, and safeguard all data necessary to perform forensic analysis and ensuing law enforcement and/or 
counterintelligence efforts.  The following information will be collected / reported: 

• Percent of systems accurately sending logging information to centralized security manager 

PA 2U: Command and Control 

NGEN will provide mechanism for centralized command, control, alert, reporting and integration with other IA 
tools. 

25.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level 

25.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 
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Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

25.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

25.4 ITSM Service Requirements for IPS 

25.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

25.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

25.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

25.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  
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25.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

26.0 Security Configuration and Management (SCAM) 

NGEN Security Configuration and Management (SCAM) service provides an enterprise-wide security compliance 
capability that scans and remediates NGEN network devices, workstations, laptops, wireless PDAs etc. for out-of 
compliance conditions such as changed settings, outdated patches, and illicit software. SCAM provides enterprise IT 
asset discovery capability. 

SCAM serves USMC and USN Unclassified COIs and USN Classified COI 

Note: The systems that will perform these services are Secure Configuration Validation Initiative (SCCVI), Secure 
Computing Remediation (SCRI), and Security Information Manager (SIM).  These systems are included in the 
"Sweet 16" and are scheduled to be completed for USMC and USN by NGEN IOC Block 1. 

26.1 Service Requirements  

26.1.1 NGEN Requirements Document Section 6.1.2.8, page 62 (Enterprise Service 
Management (NCES)) 

Requirement: Enterprise Service Management 

NGEN Block 1 will provide middle-layer enterprise service management, e.g., common computing environment, 
common services, data architecture, and access security, by provisioning and managing enterprise core services 
required to leverage or federate with NCES services. 

See Appendix M 

NGEN Block 1 enterprise service management will include Security Incident Prevention/Reduction, Security 
Incident Detection, Security Incident Response, Security Incident Correction, and Security Incident Evaluation. 
Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISRonline. 

26.1.2 NGEN Requirements Document Section 6.1.2.11, page 65 (Service Security 
(NCES)) 

Requirement: Service Security—Federate to and/or Leverage DKO, NCES, and/or Other Approved DoD, Joint, and 
DON IT/NSS Solutions  

Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in DISRonline. 

NGEN shall provide a capability to protect information from unauthorized disclosure (confidentiality), modification 
(integrity), availability (denial of service), and secure access. It also shall provide the capability to invoke 
IA/Security for authentication, confidentiality, integrity, and access control. 

26.1.3 NGEN Requirements Document Section 6.1.3.4, page 69 (Enterprise Service 
Management (Non-NCES)) 

Requirement: Enterprise Service Management—Security 

NGEN Block 1 will provide the security to meet the list of SLAs from NMCI security mechanisms for malicious 
insider threat, rogue machine, unauthorized S/W, and security event reporting, etc. 

NGEN Block 1 enterprise service management will include security incident prevention/reduction, security incident 
detection, security incident response, security incident correction, and security incident evaluation. Where possible, 
NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, and DON IT/NSS 
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solutions that meet naval capability and missions requirements and comply with approved Technical Standards 
listed in the DISRonline. Where NCES is unable to replicate NMCI 2010 capability, NGEN Block 1 will continue to 
offer the capability until such time as NCES is ready to take over these services. 

26.1.4 NGEN Requirements Document Section 6.1.3.8, page 74 (Service Security 
(non-NCES)) 

Requirement: Service Security—Information Protection 

NGEN will provide capability to protect data to include personally identifiable information (PII) from unauthorized 
disclosure (confidentiality), modification (integrity), and secure access. 

Requirement: Service Security—Information Assurance 

Provide capability to invoke IA/Security for authentication, confidentiality, integrity, and access control. 

26.1.5 NGEN Requirements Document Section 6.6.2, page 110 (Integrity) 

Requirement: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

26.1.6 NGEN Requirements Document Section 6.6.3, page 113 (Availability) 

Requirement: Availability—On-time Readiness 

NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

26.1.7 NGEN Requirements Document Section 6.6.7, page 118 (Computer Network 
Defense) 

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze 

NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

CND includes the “Detect, Monitor, Analyze, and Response (Actions)” aspects of the DON Computer Network 
Defense (CND) strategies as a component of a larger DoD CND strategy. It focuses on detecting known or 
undefined attacks or unauthorized actions as they are occurring and providing proactive analysis and response 
actions to counter the potential attacks. The authoritative sources for threshold and objective for these activities are 
captured in the Concept of Operations for the Naval Network Warfare Command and the Marine Corps Network 
Operation Security Command. These organizations will be referred to as CND authorities. 

26.1.8 NGEN Requirements Document Section 6.6.8, page 123 (IA Technology 
Adaptation) 

Requirement: IA Technology Adaptation—Emergent Threats 
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NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

26.1.9  Requirements Document Appendix M, page 274 

Summary Table of Enterprise Service Management Performance 

26.1.10 Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

26.2 Derived Requirements 

26.2.1 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Compliance with DON and DoD security requirements.  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 

Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  ND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving of log files to support forensic analyses of penetrations:  When a penetration is discovered, log files and 
the tools/personnel to analyze them are needed to support the forensic analysis that reconstruct the attack vector used 
to penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to 
detect, mitigate, and eliminate vulnerabilities. 

26.2.2 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

• Anti-Virus  

• Anti-Spyware  

• Anti-Spam  

• Security Scanning and Monitoring  

26.2.3 NGEN SECONOPS, Section 1.3.3.1, page 4 (Computer Network Defense) 

NGEN security services will operate under current CND initiatives such as Information Operations Conditions 
(INFOCONs), Joint Task Force for Global Network Operations (JTFGNO) Communications Tasking Orders 
(CTOs), and the Information Assurance Vulnerability Management (IAVM) program to ensure synchronization with 
existing DoD and DON CND processes.  

Results of vulnerability assessments will be reported to the Designated Accrediting Authority(s) (DAA(s))  
(NETWARCOM for USN and MCEN for USMC). NGEN shall incorporate DoD Enterprise Tools as directed 
through the Architecture & Engineering Integrated Process Teams. 

26.2.4 NGEN SECONOPS, Section 2.6.3.3 page 29 (Detect Cyber Attack and 
Insider Misuse) 

Misuse detection provides a counterbalance to the increased risk brought about by increased accessibility to 
information under the “need to share” model. Insider misuse detection is the detection of anomalies, defined as 
inappropriate access to information or inappropriate use of computing or communications resources and services 
with or without malicious intent. Insider misuse is detected using distributed enterprise sensors and audit 
information. Inappropriate accesses and changes to critical system files and changes in user privilege are detected 
not only by looking at the communications traffic in and out of a single computer, but also by checking the integrity 
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of system files and watching for suspicious processes. Misuse detection also includes behavior profiling and analysis 
to detect atypical user behavior. It is imperative that IA must continually readjust the statistical norm to refine 
detection mechanisms and have them focus on real intrusions in order to reduce false positives throughout the use of 
a robust IDS. Insider misuse detection is also discussed in Section 4.9. 

26.2.5 NGEN SECONOPS, Section 2.14.1, page 53 (Communication & Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities. 

26.2.6 NGEN SECONOPS, Section 4.9, page 78 (Insider Misuse) 

NGEN shall incorporate safeguards to detect and protect against misuse by insiders, consistent with concepts being 
developed for Increment 1 of the GIG.   “Misuse” is any inappropriate use of NGEN computer or network resources 
with or without malicious intent.  An “insider” is an entity (person or system/process) that is either authorized to be 
within the physical system boundaries or has direct access to it.  Once an outsider obtains access to a system or 
network, the outsider becomes an insider.  Insider threat actions imply a set of authorizations for the subject that 
would not be found for an outsider. The authorized user performing unauthorized activities on sensitive U.S. 
networks is a threat that must be prevented, particularly in a non-system-high context, with sensitive information 
segregated by classification/multinational releasability controls and COIs, where different users have access to 
different, overlapping sets of information.  A scenario of particular concern is one in which a relatively privileged, 
U.S.-user subverts access controls to make non-releasable information available to a relatively low-privileged, 
foreign national user. 

26.2.7 NGEN SECONOPS, Section 11.2.2, page 103(Network Management) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 

26.2.8 DoD Instruction 8500.2, Section DCCS-2, page 54 (Security Design and 
Configuration Integrity) 

DCCS-2 Configuration Specifications 

A DoD reference document such as a security technical implementation guide or security recommendation guide 
constitutes the primary source for security configuration or implementation guidance for the deployment of newly 
acquired IA- and IA-enabled IT products that require use of the product's IA capabilities. If a DoD reference 
document is not available, the system owner works with DISA or NSA to draft configuration guidance for inclusion 
in a Departmental reference guide. 

26.2.9 NCDOC Computer Tasking Order (CTO) 06-02  

Directive for Automated Scanning and Remediation Of Network Vulnerabilities 

Directive: In accordance with JTF-GNO Communications Task Order (CTO) 05-19 Directive for automated 
scanning and remediation of network vulnerabilities throughout the DoD Global Information Grid, all Navy 
Automated Information Systems (AIS) and Centrally Managed Programs/Programs of Record (CMP/POR) shall 
immediately implement automated enterprise-wide vulnerability scanning, security patch remediation, and 
compliance reporting on Navy NIPRNet and SIPRNet assets. 

26.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 
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Detailed Specifications and metrics for PAs & KPIs are decomposed across segments. 

26.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 

• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

26.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

• NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-
Centric military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Integrity 

Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral state 
or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  The following information will be collected / reported: 

• Frequency of unauthorized modification or destruction of information  

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2B: Confidentiality 

Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices. 

PA 2C: Availability 
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Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission.  The following information will be collected / 
reported: 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features  

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features  

• System performance degradation (i.e. latency) due to solution - effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack.  

• Percent and number of assets impacted by cyber attack.  

• Average Time to Restore from Cyber Attack 

PA 2D: CND – Network Protection 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  The following information will be collected / reported: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Number of NGEN assets scanned per day 

• Frequency of scan 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc. ) 

• Percent of incidents attributed to a zero day exploit 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  The following information will be collected / reported: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate Automated Blocking for identified attacks 

PA 2F: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance.  The following information will be collected / reported: 

• Percent of systems that are compliant with DoDI 8500.2 as documented in SSAA 

• Average score of security readiness reviews (compliance to separate security technical implementation 
guides) (e.g. encryption, verification, access control, ensuring adequate back-up and recovery procedures) 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance. 

PA 2H: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program.   The following information 
will be collected / reported: 

• Percent of published IAVAs supported by SCCVI and STIG policies monitored by SCCVI 
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• Percent of IAVAs remediated by SCRI and STIG policies enforced by SCRI 

• Percent of security incidents that exploited IAVA and STIG identified vulnerabilities reported by DoD 
category 

• Average time elapsed between patch release and dissemination of an IAVA 

• Number of incidents attributed to not implementing an IAVM release (should be tracked by IAVA, IAVB, 
tech bulletins) 

• Percent of devices/systems compliant with JTF-GNO CTOs/IAVAs/IAVBs 

PA 2I: Compliance - ATO 

This Service will achieve and maintain an Authority To Operate (ATO) from the Designated Approving Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  The following 
information will be collected / reported: 

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2J: Operations 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment. 

PA 2K: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2L: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  The following information will be collected / 
reported: 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

PA 2M: Compliance 

In accordance with JTF-GNO Communications Task Order (CTO) 05-19 Directive for automated scanning and 
remediation of network vulnerabilities throughout the DoD Global Information Grid, all Navy Automated 
Information Systems (AIS) and Centrally Managed Programs/Programs of Record (CMP/POR) shall immediately 
implement automated enterprise-wide vulnerability scanning, security patch remediation, and compliance reporting 
on Navy NIPRNet and SIPRNet asset (SCCVI/SCRI).  The following information will be collected / reported: 

• Percent of SCCVI implementation in NGEN 

• Percent of SCRI implementation in NGEN 

• Percent of NGEN assets tracked in near real-time by this service reported by MAC level 

• Percent of SCCVI implementation in NGEN 

• Percent of SCRI implementation in NGEN 

• Percent of NGEN assets tracked in near real-time by this service reported by MAC level 

26.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 
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• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level.  

26.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

26.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
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of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specification required:  See details at the segment level. 

26.4 ITSM Service Requirements for SCAM 

26.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

26.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

26.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

26.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

26.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

27.0 Security Event Management (SEM) 

The NGEN Security Event Management (SEM) Service provides the ability to monitor and correlate security events 
that are generated from identified networked devices such as Firewalls, IPS, server logs, etc. within NGEN COIs. 
SEM supports NGEN enterprise situational awareness and incidence response activities within NGEN (USN and 
USMC COIs).  Security Event Detection is defined as the capability required to detect security events as specified 
by JTF-GNO and summarized in the Detection and Reporting Category Matrix (DRCM). The Government will 
instantiate these requirements through Red Team test cases and maintained in the Red Team Test Procedure Guide.  
A “detected event” is one where the provider recognizes that “event” and reports the event to the GNOC or records 
the discovery of the event in a nonperishable “auditable” log.  For an event to be categorized as “detected,” the 
provider must present evidence (e.g., security event logs, event reports to GNOC) that the provider discovered the 
event and recognized it as such within one hour of event cessation.  An “auditable log” is a file where entries are 
made in real-time; where the identity and location of the person making the entry is validated; where the time of the 
entry is automatically recorded and is verifiable; and whose entries cannot be altered or repudiated.  The provider, 
upon request, may audit Red Team test procedures and results. 

Security Event Reporting is defined as the time required for the provider, upon detection of an adverse security 
event, to report the security event to the GNOC/MCNOSC.   Reportable Security events are specified by JTF-GNO 
and described in the CND DRCM, IAPB, and SSAA.  For the purposes of this measure only, some events that 
originate from outside the NGEN enclave are not considered reportable if those attempts/probes are properly 
blocked by the outer router/firewall and do not constitute a denial of service attack.  Any relaxation of Government-
directed time requirements must be by provider written request and be approved by the Navy (NETWARCOM) 
DAA and Marine Corps (MCEN) DAA. 

27.1 Service Requirements  

27.1.1 NGEN Requirements Document Section 6.1.2.8, page 62 (Enterprise Service 
Management (NCES)) 

Requirement: Enterprise Service Management 
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NGEN Block 1 will provide middle-layer enterprise service management, e.g., common computing environment, 
common services, data architecture, and access security, by provisioning and managing enterprise core services 
required to leverage or federate with NCES services. See Appendix M. 

NGEN Block 1 enterprise service management will include Security Incident Prevention/Reduction, Security 
Incident Detection, Security Incident Response, Security Incident Correction, and Security Incident Evaluation. 
Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet Naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISRonline. 

27.1.2 NGEN Requirements Document Section 6.1.2.11, page 65 (Service Security 
(NCES)) 

Requirement: Service Security—Federate to and/or Leverage DKO, NCES, and/or Other Approved DoD, Joint, and 
DON IT/NSS Solutions  

Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet naval capability and missions requirements and comply with approved 
Technical Standards listed in DISRonline. 

NGEN shall provide a capability to protect information from unauthorized disclosure (confidentiality), modification 
(integrity), availability (denial of service), and secure access. It also shall provide the capability to invoke 
IA/Security for authentication, confidentiality, integrity, and access control. 

27.1.3 NGEN Requirements Document Section 6.1.3.4 page 69 (Enterprise Service 
Management (Non-NCES)) 

Requirement: Enterprise Service Management—Security 

NGEN Block 1 will provide the security to meet the list of SLAs from NMCI security mechanisms for malicious 
insider threat, rogue machine, unauthorized software, and Security Event reporting, etc. 

NGEN Block 1 enterprise service management will include Security Incident Prevention/Reduction, Security 
Incident Detection, Security Incident Response, Security Incident Correction, and Security Incident Evaluation. 
Where possible, NGEN Block 1 will federate to and/or leverage DKO, NCES, and/or other approved DoD, Joint, 
and DON IT/NSS solutions that meet naval capability and missions requirements and comply with approved 
Technical Standards listed in the DISRonline. Where NCES is unable to replicate NMCI 2010 capability, NGEN 
Block 1 will continue to offer the capability until such time as NCES is ready to take over these services. 

27.1.4 NGEN Requirements Document Section 6.1.3.8 page 74 (Service Security 
(non-NCES)) 

Requirement: Service Security—Information Protection 

NGEN will provide capability to protect data to include personally identifiable information (PII) from unauthorized 
disclosure (confidentiality), modification (integrity), and secure access. 

Requirement: Service Security—Information Assurance 

Provide capability to invoke IA/Security for authentication, confidentiality, integrity, and access control. 

27.1.5 NGEN Requirements Document Section 6.6.2 page 110 (Integrity)  

Requirement: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

27.1.6 NGEN Requirements Document Section 6.6.3 page 113 (Availability)  

Requirement: Availability—On-time Readiness 
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NGEN will provide the capability to ensure that information and resources are in place and ready for use when 
needed to perform the mission, and provided in time to be used to perform that mission. 

27.1.7 NGEN Requirements Document Section 6.6.7 page 118 (Computer Network 
Defense (CND))  

Requirement: CND—Employ IA Actions 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information. 

Requirement: CND—Monitor and Analyze 

NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

CND includes the “Detect, Monitor, Analyze, and Response (Actions)” aspects of the DON Computer Network 
Defense (CND) strategies as a component of a larger DoD CND strategy. It focuses on detecting known or 
undefined attacks or unauthorized actions as they are occurring and providing proactive analysis and response 
actions to counter the potential attacks. The authoritative sources for threshold and objective for these activities are 
captured in the Concept of Operations for the Naval Network Warfare Command and the Marine Corps Network 
Operation Security Command. These organizations will be referred to as CND authorities. 

27.1.8 NGEN Requirements Document Section 6.9.2, page 131 (IT Governance) 

Requirement: Governance 

Governance for NGEN will be developed in accordance with the Overarching NGEN CONOPS. 

27.1.9 NGEN Requirements Document Section 6.9.3, page 132 (Tool Support) 

Requirement: ITSM Tool Support 

NGEN will provide common tools to exercise governance. 

27.1.10 NGEN Requirements Document Section 6.9.17, page 184 (Event 
Management) 

NGEN will provide event management to detect changes in service performance and the underpinning 
infrastructure. Exceptions are to be resolved quickly and effectively through Incident and Problem Management, 
while established customer requirements are met through Request Fulfillment and Access Management.  

27.1.11 Requirements Document Appendix M, page 274 

Summary Table of Enterprise Service Management Performance 

27.1.12 Requirements Document Appendix Q, page 284 

Summary Table of Service Security Performance 

27.2 Derived Requirements 

27.2.1 NGEN NetOps CONOPS, Section 3.1, page 10 (NGEN NetOps 
Requirements)  

Compliance with DON and DoD security requirements.  NGEN must comply with current DON and DoD IA/IT 
security policies and instructions. 
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Responsiveness to emerging security threats:  Network security threats are constantly evolving as new exploits and 
attacks are developed to counter network defense activities.  ND activities on NGEN must be able to respond to 
these threats within timelines of minutes, hours, or days depending on the nature of the threat.  A globally integrated 
and managed state of the art sensor grid, INFOCON management and readiness reporting, and scanning tools 
provide the highest levels readiness, minimize vulnerabilities, and ensure rapid detection and response to threats on 
a global scale. 

Archiving of log files to support forensic analyses of penetrations:  When a penetration is discovered, log files and 
the tools/personnel to analyze them are needed to support the forensic analysis that reconstruct the attack vector used 
to penetrate NGEN.  These forensic analyses will be critical to modifying TTPs, SOPs, and NGEN services to 
detect, mitigate, and eliminate vulnerabilities. 

27.2.2 NGEN NetOps CONOPS 5.6, page 29 (Security Services) 

Anti-Virus: 

• Globally manage anti-virus service and directs anti-virus scanning by regional and/or local authorities 

• Regionally support anti-virus scan/removal on regional services; designate local responsibilities 

• Locally support anti-virus scan/removal on local services and seats; locally support the prevention and 
identification of viruses 

Anti-Spyware:  

• Globally manage anti-spyware service and direct anti-spyware scanning by regional and/or local authorities 

• Regionally support anti-spyware scan/blocking on regional services and designate local responsibilities 

• Locally support anti-spyware scan/removal on local services and seats; locally support the prevention and 
identification of spyware 

Security Scanning and Monitoring: 

• Globally monitor and analyze to detect unauthorized activity; establish regional authorities and 
responsibilities 

• Regionally monitor and analyze to detect unauthorized activity; designate local responsibilities 

• Locally support efforts to detect and correct unauthorized activity; support the prevention and identification 
of unauthorized activity; assess operational impact of security events 

Anti-Spam: Identify spam 

• Globally manage anti-spam service and establish regional authorities and responsibilities 

• Regionally approve additions/removal from regional spam filter 

• Locally identify Spam 

27.2.3 NGEN NetOps CONOPS 8.1, page 36 (ITIL Service Design) 

Information Security Management:  Align IT security with DoD IA program requirements and operational 
requirements/objectives to ensure the security of the network, its services, and its applications.  [Annex L contains a 
more detailed discussion of information security management]. 

27.2.4 NGEN NetOps CONOPS Section 10.2, page 44 (Table 15) 

Please see the table for additional information on Governance, Acquisition, and NetOps Responsibilities for Service 
Operation. 

27.2.5 NGEN NetOps CONOPS Annex L, page L-1 (Information Security 
Management) 

See diagram and narrative in NGEN NetOps CONOPS Document. 

27.2.6 NGEN SECONOPS Section 1.3.3.1, page 4 (Computer Network Defense) 
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NGEN security services will operate under current CND initiatives such as Information Operations Conditions 
(INFOCONs), Joint Task Force for Global Network Operations (JTFGNO) Communications Tasking Orders 
(CTOs), and the Information Assurance Vulnerability Management (IAVM) program to ensure synchronization with 
existing DoD and DON CND processes. Authorized DON personnel will perform critical security roles, to include 
exercising essential command authority over DON defensive Information Warfare (IW) activities. The DON 
command structure shall retain directive authority over all NGEN threat responses. 

Implementation and operation of NGEN shall be consistent with current DON Computer Incident Reporting 
guidelines. Also, network availability and security information from the entire NGEN shall be made available to the 
JTF-GNO, so that analysis can be performed across regions and network defense strategies can be coordinated 
across the DoD. DoD/DON red and blue teaming will be used in design, product and configuration reviews. The red 
teams will be comprised of parties under government leadership.  

Authorized simulated attacks against the operational NGEN network will be critical in identifying potential 
vulnerabilities, as well as in determining compliance with government performance metrics and DoD and DON 
network security requirements. Results of vulnerability assessments will be reported to the Designated Accrediting 
Authority(s) (DAA(s)). NGEN shall incorporate DoD Enterprise Tools as directed through the Architecture & 
Engineering Integrated Process Teams. 

27.2.7 NGEN SECONOPS Section 1.3.3.2, page 4 (Computer Network Defense 
Response Actions) 

CND/RAs are deliberate, authorized defensive measures or activities that protect and defend NGEN computer 
systems and networks under attack or targeted for attack by adversary computer systems/networks. RAs extend 
NGEN’s layered defense-in-depth capabilities and increase NGEN’s ability to withstand adversary attack. The 
NGEN IA team is to coordinate, monitor, and oversee the defense of Navy and Marine Corps computer networks 
and systems, including telecommunications, and to be responsible for accomplishing CND missions as assigned by 
Commander, Naval Network Warfare Command (NAVNETWARCOM); Commanding Officer, Marine Corps 
Network Operations and Security Center (MCNOSC); and Commander, JTF-GNO. Navy Cyber Defense Operations 
Command (NCDOC) and the MCNOSC serve as the Department’s primary computer incident response capability to 
provide assistance in preparation, detection, containment, eradication, recovery, and reporting incidents that threaten 
NGEN systems. The Navy’s NCDOC and the USMC MCNOSC will direct resolution of all JTF-GNO Task Orders 
and security incidents discovered on NGEN to quickly determine scope and generate execution plans to resolve. It is 
also NCDOC’s and MCNOSC’s mission to: 

• Receive appropriate incident/intrusion/audit data. 

• Advise the NGEN community of preservation of evidence. 

• Notify Naval Criminal Investigative Service (NCIS) if it appears laws have been violated. 

NCDOC and MCNOSC IA staffs have no law enforcement capability or authority. Criminal investigation and 
prosecution is the responsibility of the NCIS. It is, however, NCDOC’s and MCNOSC’s responsibility to direct the 
NGEN incident response team community concerning preservation of evidence and downstream liability. 

When a computer security incident is detected, the incident is reported to the Information Assurance Manager (IAM) 
in charge of the LAN/BAN/WAN/Domain where the incident was discovered. The IAM is the focal point and is 
responsible for reporting incidents to NCDOC and MCNOSC along with NCIS. NCDOC and MCNOSC are 
operational 7 x 24 x 365. Detected incidents shall be reported immediately by the most efficient means possible. 
Incidents reported automatically trigger notification of the SOC Watch Manager. Once notified, the SOC Watch 
manager will coordinate with the IAM, NCDOC and/or MCNOSC to quarantine the affected equipment, document 
the incident and, with regard to Navy and Marine Corps equipment, perform all necessary remediation tasks. The 
on-call NGEN engineer may also escalate to NCIS if deemed appropriate via the IAM, NCDOC and/or MCNOSC. 
They should have the authority to ensure successful implementation of remediation process, to include an effective 
escalation procedure to gain the attention of higher levels of supervision. Proof/evidence that the processes directed 
have been executed will be provided to NCDOC and MCNOSC. 

NGEN incident reporting requirements and processes are the responsibility of NCDOC and MCNOSC. NGEN shall 
satisfy the reporting requirements of CJCSM 6510, SECNAVINST 5239.19, and Commander, U.S. Strategic 
Command’s Commander’s Critical Intelligence Requirements. The NGEN IAMs shall use the means documented 
within the NGEN Incident Response Plan for reporting or questions. 
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27.2.8 NGEN SECONOPS Section 2.2.2.1, page 14 (IA Improvements) 

Implement an IA Event Management System compatible with DoD systems. 

• NGEN requires an IA Event Management System (EMS) that is compatible with USN, USMC and DoD 
systems. As the number of IA events increases, there is an increasing need to correlate and associate events. 
The consequence of not having an EMS would be a limited ability to detect and mitigate attack vectors, 
which would increase the overall vulnerability of the network. NCDOC and MCNOSC require all 
(LAN/BAN/WAN/Domain) EMS raw data feeds to be compatible, so that NCDOC and MCNOSC can 
perform required oversight of their respective AOR. 

• Essential elements of the solution must include an Enterprise system for Security Information Management 
(SIM). The EMS must be able to provide security event correlation and reporting capabilities to NGEN. The 
enclave must have the capability for near real-time event management and response to security events. The 
EMS will provide a centralized reporting point for historical data (supporting log file retention priority) and 
will be feeding events to NCDOC and MCNOSC. 

27.2.9 NGEN SECONOPS Section 2.6, page 23 (Implement DoD Guidance) 

Implement Net-Centric Enterprise Information Assurance (IA) Strategy Annex to the DoD IA Strategic Plan  

A set of approaches is defined to achieve each net-centric enterprise IA strategy goal. Achieving the DoD net-centric 
IA goals in NGEN requires the appropriate IA mechanisms to be in place to control the amount and type of 
information sharing that can occur, with whom, and across all types of environments. In a benign or low risk 
environment, IA protections and assurances can be configured to enable the enhancement of information sharing. 
However, for particularly mission-sensitive information and/or in hostile environments, the appropriate IA 
protections and assurances must be applied in a robust manner to ensure that mission effectiveness is not degraded. 
The approaches define the dynamic defense-in-depth mechanisms that must be in place to support the varying 
protection and robustness requirements of the interconnected and interdependent net-centric environment. 

27.2.10 Other subsections of NGEN SECONOPS 2.6 

Include the following subsections under section 2.6; referencing pages 24 thru 42 of the NGEN SECONOPS 

• 2.6.1 Protect and Share Information 

• 2.6.2 Defend the Net-Centric Environment  

• 2.6.2.1  Manage Threat Exposure and Discover Vulnerabilities  

• 2.6.2.2  Minimize Impact of Adversary Attacks  

• 2.6.2.3  Coordinate and Respond to Cyber Attacks  

• 2.6.3 Provide Integrated Information Assurance Situational Awareness  

• 2.6.3.1  Distributed Sensing of IA Situational Awareness Data  

• 2.6.3.2  Establish Effective I&W of Potential or Ongoing Cyber Attacks Against the Enterprise  

• 2.6.3.3  Detect Cyber Attack and Insider Misuse 

• 2.6.3.4  Analyze and Assess Operational and Mission Impact of Cyber Attacks  

• 2.6.3.5 Develop and Deploy an IA User-Defined Operational Picture Integrated with Evolving NetOps and 
Common Operating Picture Capabilities 

• 2.6.5 Manage IA and Protect the Management and Control of the Net-Centric Environment  

• 2.6.5.1  Define, Assign, and Manage Information Used for IA  

• 2.6.5.2  Manage and Coordinate Dynamic, Flexible Digital IA Policy  

• 2.6.5.3  Enhance the Management of Keys in a Net-Centric Environment  

• 2.6.5.4  Enhance the Management of Credentials in a Net-Centric, Federated 

• 2.6.5.5  Manage, Coordinate and De-Conflict Net-Centric Enterprise Security Configurations  

• 2.6.5.6  Manage Auditing  

• 2.6.5.7  Manage IA Federation  

• 2.6.6.2  Comply with Net-Centric Interface Standards for IA Interoperability 

• 2.6.7 Enable and Integrate IA Capabilities 
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• 2.6.7.1  Train, Advocate, and Educate Personnel at all Levels to Enhance IA Awareness, Knowledge and 
Skills 

• 2.6.7.2  Integrate and Improve IA in DON Net-Centric Governance 

• 2.6.7.3  Infuse IA into Net-Centric Strategies, Transformations and Capabilities 

27.2.11 NGEN SECONOPS Section 2.7.1, page 43 (NGEN Roles for Network 
Security Operations Center) 

The NGEN Security Operations Center (NSOC), comprised of Navy and Marine Corps elements, shall: 

• Monitor the IA/CND operational situation on system status consoles, perform initial investigation on any 
suspicious activity reported, and escalate potential events via the trouble ticket/event tracking system to the 
appropriate-level NOSC Security Operations Duty Manager in accordance with the Government approved 
escalation procedures.  

• Monitor Intrusion Detection/Prevention consoles, perform initial investigation on any suspicious activity 
reported, and escalate potential events, using the trouble ticket/event tracking system, to the appropriate-level 
NOSC Security Operations Duty Manager and NGEN operating contractor manager in accordance with the 
Government approved escalation procedures.  

• Review anti-virus websites for recent virus threats or product definition files.  

• Review Security websites for potential threats. Formally document and report potential NGEN threats or 
vulnerabilities to the government.  

• Perform updates to anti-virus definitions, as required, in accordance with Government approved procedures.  

• Investigate all rogues detected on the network in accordance with the approved Rogue Procedures.  

• Monitor the Consolidated Event Database (CEDB) for new IA events. Update the CEDB in accordance with 
the approved CEDB procedures.  

• Monitor and provide support, as needed, for approved Gold Team/Red Team Testing.  

• Monitor audit logs continuously.  

• Perform ongoing vulnerability and configuration scanning throughout the enterprise in order to assess the IA 
readiness of NGEN. All network components, down to the workstation, should be scanned at least quarterly. 

27.2.12 NGEN SECONOPS Section 2.14.1 page 53 (Communication and Network 
Security Controls) 

Network management for NGEN will include those hardware and software standards, solutions, and processes that 
provide for network monitoring, trending, fault identification and management, fault recovery, backup and restore 
capability, configuration management, asset management, capacity planning, service level reporting, and 
maintenance and technology refresh/insertion of the network's management capabilities 

27.2.13 NGEN SECONOPS Section 3.7, page 62 (Relationship with CND Service 
Providers) 

• Provide support for the NGEN Information Technology (IT) infrastructure in each region by monitoring 
networks at concentration areas and incorporating data into NCDOC/MCNOSC detection system 
infrastructure.  

• Provide government oversight for all NGEN intrusion detection monitoring, on-line surveys and activity 
analysis and assessment in support of NGEN.  

27.2.14 NGEN SECONOPS Section 11.2.2, page 103 (Network Management to 
Minimize Transition Risk) 

Network Management for NGEN Block 1 will include those hardware and software standards, solutions, and 
processes, which provide for network monitoring, trending, fault identification and management, fault recovery, 
backup and restore capability, configuration management, asset management, capacity planning, service level 
reporting as well as the maintenance and technology refresh/insertion of the network’s management capabilities. 

27.2.15 SECNAVINST 5239.19  
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Department of the Navy Computer Network Incident Response and Reporting Requirements 

27.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

Detailed Specifications and metrics for PAs & KPIs are decomposed across segments in the Workstation services 
spreadsheet. 

27.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Availability 

Availability of this service will be reported in accordance with the following parameters: 

• Percentage of time that this Service is available to respond to user requests 

PA 2B: Continuity of Operations 

• Time required to restore services at a computing center in the event of loss of service 

• Time to subsequently return to normal operations 

27.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views. 

PA 2A: Integrity 

Capability to ensure information and related IT resources are maintained in a sound, unimpaired, and integral state 
or condition. This service will ensure that information is not modified or destroyed by unauthorized persons, 
processes, or devices.  The following information will be collected / reported: 

• Frequency of unauthorized modification or destruction of information by or related to malware 

• Frequency of unauthorized installation of malware 

PA 2B: Confidentiality 
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Capability to hold sensitive data in confidence, limited to an appropriate set of individuals or organizations, and the 
ability to ensure that information is not disclosed to unauthorized persons, processes, or devices.  The following 
information will be collected / reported: 

• Frequency of unauthorized disclosure of information  

• Number of sensitive documents impacted by cyber attack (potentially compromised)  

• Number of documents impacted by cyber attack (potentially compromised)  

PA 2C: Availability – Information and Resources 

Capability to ensure that information and resources are in place and ready for use when needed to perform the 
mission, and provided in time to be used to perform that mission.  The following information will be collected / 
reported: 

• Number of reported incidents where authorized users of tactical systems or networks were not able to access 
information due to security policies or features  

• Number of reported incidents where authorized users of NGEN systems or networks were not able to access 
information due to security policies or features  

• System performance degradation (i.e. latency) due to solution - effect on processing programs, accessing data, 
etc. 

• Percent and number of mission critical assets impacted by cyber attack.  

• Percent and number of assets impacted by cyber attack.  

• Average Time to Restore from Cyber Attack 

PA 2D: CND – Network Protection 

NGEN will provide network protection, monitoring, analysis, and response capability to unauthorized activity 
within DON information systems and computer networks.  The following information will be collected / reported: 

• Percent of NGEN assets protected by this service, reported by MAC level 

• Percent of wired traffic (NIPRNet and SIPRNet) inspected by this service 

• Percent of wireless traffic (NIPRNet and SIPRNet) inspected by this service 

• Number of unauthorized events rated CAT 1 to 9 per DoD definitions 

• Rate of Cat 2 Incidents (# of incidents /computers network devices, etc.) 

• Rate of Cat 4 Incidents (# of incidents /computers network devices, etc.) 

• Number of events detected/reported/prevented vice number that actually occurred 

• Success rate of simulated attacks (Red Team) on DoD networks 

• Number and Percent of incidents attributed to insider threat 

• Percent of incidents attributed to poor security practices (e.g. mis-configuration, telnet, etc. ) 

• Percent of incidents attributed to a zero day exploit 

PA 2E: CND - IA 

NGEN will conduct CND protection and information assurance protection activities, including the ability to take 
deliberate actions to modify an assurance configuration or condition in response to a CND alert or threat 
information.  The following information will be collected / reported: 

• Average time to deploy update or configuration change 

• Average time to execute response to INFOCON status change 

• Average time to execute response to external directed action, i.e. CND or CTO 

• Average time to initiate automated response for identified attacks 

PA 2F: Compliance - Full 

This service will be in full compliance and remain consistent with the most recent IA requirements as defined in 
DoD and DON policy documents including, but not limited to, DoD 8500 and 8100 series policy documents, CJCS 
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6500 and 6200 series policy documents, SECNAV 5239 policy documents and the DISA/NSA STIGS and guides 
and any superseding guidance.  The following information will be collected / reported: 

• Number and percent of security incidents that exploited STIG identified vulnerabilities by DoD categories 

PA 2G: Compliance - NNPI 

Those portions of this service that handle NNPI will be in full compliance and remain consistent with the most 
recent IA requirements for NNPI in NAVSEA Instruction 5511.32 and any superseding guidance. 

PA 2H: Compliance - INFOCONs 

This service will comply with INFOCONs, JTF-GNO CTOs, and the IAVM program.  The following information 
will be collected / reported: 

• Number and percent of security incidents that exploited IAVA identified vulnerabilities by DoD categories 

• Number and percent of incidents attributed to not implementing an IAVM release (should be tracked by 
IAVA, IAVB, tech bulletins) 

PA 2I: Compliance – ATO 

This Service will achieve and maintain an Authority to Operate (ATO) from the Designated Approving Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC)  in full compliance with DoD Instruction 8510.01 - 
Department of Defense Information Assurance Certification and Accreditation Process (DIACAP).  The following 
information will be collected / reported: 

• Date of Issue of ATO 

• Date of Expiration of ATO 

PA 2J: Operations 

This service will not disrupt day-to-day business operations or negatively impact Quality of Life. All updates will be 
tested before deployment. 

PA 2K: Technology Adaptation 

NGEN will provide the capability to assess and respond to emergent information and network technologies that can 
adversely impact NGEN security. This capability will address training, rapid response, and rapid IA acquisition and 
implementation. 

PA 2L: Compliance – Sensor Grid 

The provider shall implement a Sensor Grid within the NGEN security infrastructure that collects 
intrusion/incident/audit data from a wide variety of sources including but not limited to Firewalls, IDSs, Content 
Monitoring products, Content Filtering products, servers, hosts, etc.  The following information will be collected / 
reported: 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for NIPRNet 

• Percent of Enterprise Sensor Grid (ESG) Requirements implemented by ESG Zone Architecture for SIPRNet 

PA 2M: Event Management 

NGEN requires an IA Event Management System (EMS) that is compatible with USN, USMC and DoD systems. 
Essential elements of the solution must include an Enterprise system for Security Information Management (SIM). 
The EMS must be able to provide security event correlation and reporting capabilities to NGEN. The enclave must 
have the capability for near real-time event management and response to security events. The EMS will provide a 
centralized reporting point for historical data (supporting log file retention priority) and will be feeding events to 
NCDOC and MCNOSC.  The following information will be collected / reported: 

• Security event reporting is in accordance with Appendix Q of the NGEN Requirements document 

• Average response time by DoD Component to react and respond to detected attack. 
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• Event detection in accordance with Appendix Q of NGEN requirements document - system(s) shall detect the 
following with respect to red team initiated attacks: > or = 95% of serious, > or = 85% of significant and > or 
= 75% of simple 

• Average time from event detection until attack characterization and operational impact assessment 

• Average time lag between detection and reporting of security incidents 

• Security event response is in accordance with Appendix Q of NGEN Requirements document 

• Average time to develop and approve recommended course of action (COA) 

• Unauthorized scanning - Scanning blocked/removal of offending machine (logically) removed from network. 
Provider shall coordinate physical removal as appropriate with NNSOC or MCNOSC, but time to physically 
remove a workstation/device will not be measured in the performance category. Logical removal shall be 
accomplished within 15 minutes of receipt of direction from governing authority 

• Rogue machine on the network - Rogue machines logically removed from the network upon detection. 
Provider will coordinate physical removal, as appropriate, with NNSOC or MCNOSC, but time to physical 
remove a workstation will not be measured in the performance category. Logical Removal: 15 minutes after 
receiving direction from the governing authority (NNSOC or MCNOSC). 

• Unauthorized software (i.e. Hacker tool) on network - Disabled user account and offending workstation 
logically removed from the network. Provider will coordinate physical removal, as appropriate, with NNSOC 
or MCNOSC, but time to physical remove a workstation will not be measured in the performance category. 
Logical Removal: 15 minutes after receiving direction from the governing authority (NNSOC or MCNOSC). 

• Malicious insider activity - Logically removed from the network. Contractor will coordinate physical 
removal, as appropriate, with NNSOC or MCNOSC, but time to physical remove a workstation will not be 
measured in the performance category. . Logical Removal: 15 minutes after receiving direction from the 
governing authority (NNSOC or MCNOSC). 

PA 2N: Consolidation 

Consolidation: the capability to provide a single, normalized, and filtered view of all events (including those from 
other Event Management systems and from enterprise applications) to help increase the efficiency of the IT staff in 
managing events. 

PA 2O: Correlation 

Correlation: the capability to associate one or more events with a single cause to facilitate root cause analysis. 

PA 2P: Notification & Escalation 

Notification and escalation: the capability to inform the appropriate people of events that require action to drive 
timely response. 

PA 2Q: Propagation 

Propagation: the capability to disseminate events to other event managers, gateways, or products (as determined by 
business rules) to help integrate ITSM processes. 

PA 2R: Enrichment 

Enrichment: the capability to attach descriptive information to events to facilitate incident resolution and root cause 
analysis. 

PA 2S: Policy Management 

Policy management: the capability to automate business and operational processing based on Event Management 
policies. 

PA 2T: Forensics and Audit Architecture within Directory Services 
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Transition existing forensics / audit collection NMCI infrastructure to NGEN management.  On-order, improve 
existing or design and implement forensics / audit collection architecture with the following capabilities:   

• Account Management Event / Incident capture 

− User account created/deleted, enabled/disabled  

− Administrator groups changes  

− Group membership changes  

− Changing someone else’s password  

− Computer account created/deleted  

• Access Violation event / incident capture 

− Unauthorized access attempts  

− Account locked  

• Policy Change event / incident capture 

− Audit policy changed  

− Object permissions changed  

− Account policy changed  

− Privilege added/removed  

• System Integrity event / incident capture 

− Lost events  

− Audit failure  

− Log cleared  

27.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

No additional specifications are required.  Details are at the segment level.  

27.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 
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• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No additional specifications are required.  Details are at the segment level. 

27.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  Details are at the segment level. 

27. 4    ITSM Service Requirements for SEM 

27.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

27.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

27.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

27.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

27.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 
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28.0 Desktop and Peripheral Devices (DPD) 

Services include: 

• Workstation 

• Deployable Workstation Capabilities 

• Network Multifunction Device 

• Commercial Voice Connectivity 

• Mobile Voice 

• Secure Mobile Phone 

• Thin Client 

• Network Printer 

• Video Teleconference Service 

• Software and Hardware Peripherals 

29.0 Workstation  

Workstation Service:  Workstation managed seat services (including network services, which are included with the 
desktop) shall be made up of a set of IT characteristics (for example, hardware and software, file share services, 
maintenance, refreshment, administration, network access, customer support, relocation, and training). Each seat 
must be able to meet a core set of performance tests when fully loaded with all security software operating, over a 
non-optimized, high-latency link. These seats shall be refreshed every 48 months. 

29.1 Service Requirements 

29.1.1 NGEN Requirements Document Section 6.11.1 (Fixed Workstation) 

Fixed Workstation—Regular 

NGEN will provide a Fixed Workstation available on all supported networks, which shall 

comprise a set of IT characteristics (for example, hardware and software, file share services, maintenance, 
refreshment, administration, network access, customer support, relocation, and training). 

29.1.2 Fixed Workstation Seat—All Networks 

NGEN will provide a Fixed Workstation available on all supported networks, which will be delivered in a maximum 
of four hardware configurations at any point in time, as determined by the Government. 

29.1.3 Fixed Workstation—Supported Networks 

NGEN will provide a Fixed Workstation available on all supported networks that must be able to meet a core set of 
performance tests when fully loaded, with all security software operating over a non-optimized, high-latency link. 

29.1.4 Fixed Workstation—Refresh 

NGEN will provide a Fixed Workstation available on all supported networks that will be refreshed every 48 months. 

29.1.5 Data Workstations (6.11 NGEN Requirements Document, page 171) 

All hardware will be Energy Star®-compliant unless specifically waived. Each provided capability must have the 
option to augment the service to provide Section 508-required level of use/access unless specifically waived. 

Specific requirements for each end-user service will be dependent upon the current IA requirements, DON 
Enterprise architecture, included networks, and method of contracting/implementation/delivery. As such, exact 
details will have to be determined as the acquisition strategy is developed and executed. Managed end-user services 
will maintain the currency and accuracy of firmware, operating system, information assurance (IA), and application 
configuration. 
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Configurations will be maintained based on current revisions of applicable DoD and DON policy and guidance and 
the DISA STIGs as specifically agreed upon and approved by the NETWARCOM and/or MCEN DAA. 

29.2 Derived Requirements 

29.2.1 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0101 Service Description 

The Fixed Workstation CLIN provides adequate performance for daily office productivity applications, including 
Microsoft Excel, Word, and e-mail.  This is ideal for administrative functions and use with applications not 
requiring extensive processing capability.  The seat CLINs include not only hardware and software but also 
workplace services. 

• Hardware with maintenance (Not included in 0004AB)  

• Network and security hardware (Not included in 0004AB)  

• Software with maintenance  

• Hardware refresh (Not included in 0004AB, 0001AD, & 0001AF)  

• Software refresh  

• E-mail  

• Web access  

• Two unclassified user accounts  

• Network administration  

• LAN/WAN/MAN connectivity  

• NIPRNet access (Not included for 0001AF)  

• Help-desk and desk-side support  

• Shared network printing with both color and black & white capability  

• Network file sharing  

• Directory services  

• Training  

• One annual move/add/change  

• Network backup and restore  

• 50MB e-mail/calendar storage per account  

• 700MB personal and 100MB shared network file storage per user account  

• Additional peripherals such as storage, displays, and personal printers will enhance the capabilities of the seat 
offerings. View the extensive list of available peripherals in the CLIN 0023 Catalog. 

29.2.2 NetOps CONOPS 

None found. 

29.3 Key Performance Parameters, Performance Attributes, & Key 
Performance Indicators 

29.3.1 KPP 1:  System Availability 

Critical Services > 99.7% 

Non-Critical services ≥ 95% 

Critical user access devices ≥ 99.7% 
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Non-Critical user access devices ≥ 95% 

No additional requirements for this service. 

29.3.2 KPP 2: Net Ready  

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views. 

PA 2A:  CAC- Authentication 

The workstation must support CAC authentication.  

29.3.3 KPP 3: System Performance   

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds & 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

PA 3A: Hardware configurations 

NGEN will provide a Fixed Workstation available on all supported networks, which will be delivered in a maximum 
of four hardware configurations at any point in time, as determined by the Government. 

KPI 3A1:  Standard Business workstation 

Workstation must support access to standard office automation tasks including word processing, spreadsheet work, 
email, and internet browsing. This hardware specification shall be able to perform standard benchmark tests at a 
minimum of 80% of the state of the shelf performance on delivery date of a specified generation of seats.   

Examples of benchmark tests (Industry Standard audited and verifiable) include, but are not limited to: Business 
Applications Performance Corporation (BAPCo) 

KPI 3A2:  High End workstation 

High End workstation must support w enhanced graphics and processing capabilities.  This hardware specification 
shall be able to perform standard benchmark tests at a minimum of 90% of the state of the shelf graphics and 
processing performance on delivery date of a specified generation of seats.   

Examples of benchmark tests (Industry Standard audited and verifiable) include, but are not limited to:  

• Business Applications Performance Corporation (BAPCo) 
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PA 3B:  Portable Workstations 

Portable workstations will deliver all services available to a fixed workstation and delivered in a maximum of six 
hardware configurations at any point in time (including at least one tablet PC). Each configuration must be able to 
meet a core set of performance tests when fully loaded, with all security software operating, over a non-optimized, 
high-latency link, as well as specific performance tests over DoD-approved IA secured wireless, cable, DSL, and 
dial-up connections. These workstations will be refreshed every 48 months. 

PA 3C:  Portable Ultra Light Weight 

Ultra-Lightweight Portable Seat provides the capability for portable computing with a more compact and lighter 
platform. It supports the user who (1) needs full desktop capabilities from various locations with seat functionality 
intact, (2) needs access to resources such as email and files while away form the office and (3) makes high quality 
presentations while on travel using a projection system.  

This hardware specification shall be able to perform standard benchmark tests at a minimum of 80% of the state of 
the shelf performance on delivery date of a specified generation of seats.   

Examples of benchmark tests (Industry Standard audited and verifiable) include, but are not limited to:  

• Business Applications Performance Corporation (BAPCo) 

PA 3D:  Portable High-end Workstation 

The High-End Portable is designed for users who need to run complex applications reliably. The seat CLIN includes 
not only hardware and software but also workplace services. 

This hardware specification shall be able to perform standard benchmark tests at a minimum of 90% of the state of 
the shelf performance on delivery date of a specified generation of seats.   

Examples of benchmark tests (Industry Standard audited and verifiable) include, but are not limited to:  

• Business Applications Performance Corporation (BAPCo) 

PA 3E:  Portable Tablet Workstation 

The tablet PC is a full-service convertible notebook. It provides versatility with a rotating/folding screen and enables 
data input with a stylus pen.  

This hardware specification shall be able to perform standard benchmark tests at a minimum of 80% of the state of 
the shelf performance on delivery date of a specified generation of seats.   

Examples of benchmark tests (Industry Standard audited and verifiable) include, but are not limited to:  

• Business Applications Performance Corporation (BAPCo) 

29.3.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 
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No additional specifications are required.  Details are at the segment level.  

29.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 & 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No additional specifications are required.  Details are at the segment level. 

29.4 ITSM Service Requirements for Workstation  

29.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

29.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

29.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

29.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

29.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

30.0 Deployable Workstation Capabilities 

Deployable seats contain full portable seat functionality in addition to the key capabilities: 

• Shall be capable of interfacing with and being reconfigured for compatibility with IT-21 shipboard networks 
and Marine Corps Tactical Network (MCTN).  

• Reconfiguration to interface with IT-21 or other non-NGEN network responsibility of targeted environment 
system administrator.  Reconfiguration for return and interface with NGEN is the responsibility of the DON.  

• Receipt of electronic mail (e-mail) and access network data locally through data migration.  
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Deployable workstations, once reconfigured, will not be able to reach back to NGEN while actually deployed.  All 
services (e.g. file, print, e-mail) are provided by the embarked network that hosts the NGEN deployed workstations. 

30.1 Service Requirements   

30.1.1 Deployable Portable:  (6.11.6 NGEN Requirements v2 Final, page 177) 

30.1.2 Requirement: Deployable Workstations—Portable 

NGEN will provide a Deployable Portable Workstation available on all supported networks. 

This workstation meets all the requirements for a portable workstation. “Deployable” means that 

the workstation will be periodically deployed and used in an expeditionary or field environment where the 
workstation will be subjected to rough handling and climatic extremes. Deployable portable workstations shall be 
capable of interfacing with and being reconfigured for compatibility with IT-21 shipboard networks, ONE-NET, and 
MCTN. Worldwide support for deployed equipment and software to meet the service level must be provided. 
Reconfiguration (if required) for return and interface with NGEN must be rapid and able to be performed by the user 
or qualified unit administrator. NGEN shall supply spares to facilitate deployed operations. Current detailed 
requirements and other documentation for this service are in IATS and NMCI documentation. Until a single OS 
build is acceptable on all networks, consideration should be given to supporting the reconfiguration requirement 
through virtualization technologies or swapping hard drives. These workstations will be refreshed every 48 months. 

30.2 Derived Requirements 

30.2.1 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Full service deployable portable (0104AA) and ruggedized deployable portable (0104AC) 

Characteristics during deployment include: 

• Data Migration 

• E-Mail Redirection 

• Troubleshooting for Deployed Seats 

• Logistics for Deployed Seats 

• Training 

30.2.2 NetOps CONOPS 

None found. 

30.3 Design and Implementation Constraints 

Constraints include the lack of commonality (programmatic/technical) between the MCTN, IT-21 and NGEN 
environments.  

30.4 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

30.4.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 
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• Non-Critical user access devices ≥ 95% 

Specification Required:  This KPP only applies while being inside the NGEN environment.  While outside, NGEN 
is not responsible for KPP levels of performance. 

30.4.2 KPP 2: Net Ready  

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC)   

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views. 

Specification Required:  This KPP only applies while being inside the NGEN environment.  While outside, NGEN 
is not responsible for KPP levels of performance. 

30.4.3 KPP 3: System Performance  

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

No specification required:  This KPP only applies while being inside the NGEN environment.  While outside, 
NGEN is not responsible for KPP levels of performance. 

30.4.4 KPP 4: Network Availability 

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Specification Required:  This KPP only applies while being inside the NGEN environment.  While outside,  NGEN 
not responsible for KPP  levels of performance. 
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30.4.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

Specification Required:  This KPP only applies while being inside the NGEN environment.  While outside,  NGEN 
not responsible for KPP  levels of performance. 

30.5 ITSM Service Requirements for Deployable Workstation Capability 

30.5.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

30.5.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

30.5.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

30.5.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

30.5.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

31.0 Network Multifunction Device (MFD) 

A Network Multifunction Device (MFD) is comprised of end-user hardware and software, providing both black and 
white and/or color networked printing and scanning, copying and fax capabilities from client workstations and 
approved server applications to a single device that is compliant with applicable IA controls.   

31.1 Service Requirements:   

31.1.1 NGEN Requirements Document Section 1.6, Page 18:  (Printing Services) 

NGEN will provide both NIPRNet and SIPRNet services for the Navy and the Local Area and Base Area Networks 
(LANs and BANs), servers, printers, and end-user access devices that support and provide these services. 
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31.1.2 NGEN Requirements Document Section 6.12.6.2, Page 203:  (Wall Plug 
Service) 

NGEN Block 1 will provide access to NGEN in the form of a wall plug to allow direct, local connectivity to NGEN 
for approved devices in accordance with appropriate security requirements and policy.  Service is to be available on 
all supported networks. This service is an additional LAN drop beyond those provided with data workstation orders. 
This service is an extension of the NGEN infrastructure. This service from the wall plug will be NAC-enabled and 
support controlled access for DAA-approved (NETWARCOM for USN and MCEN for USMC) Program of Record 
computing devices, DAA-approved printers, and any authorized DoD laptop with current security software and 
patches as determined through NAC. Note: In most cases, these authorized DoD laptops will be provided access 
only to the enclave DMZ, the DoD DMZ, or NIPRnet. The service will provide all necessary NGEN services with 
which to perform any DAA-authorized function. The NGEN network should be implemented in such a manner as to 
auto-configure/automate this capability with minimal (if any) network operator intervention. 

31.2 Derived Requirements 

31.2.1 NMCI Contract, Statement Of Objectives, Section 3.1.7 (Print Services) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Requirement:  The contractor shall provide to the end user the following print services:  A)  Black and white and 
color hard copies and transparencies of electronic documents.  B)  Printers located within 50 feet of each user 
workstation and the seat to printer ratio does not exceed 25:1.  C)  When organizations require a greater number of 
printers to support requirements, those printers may be ordered under CLIN 23.  D) The Government will purchase 
consumables, including maintenance as defined by the OEM. 

31.2.2 NMCI CLIN 0149AC – Certified Hardware Installation Service – Network 
Connected 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

This service includes (a) initial installation/connection of a certified hardware item to the user's seat (locally-
connected for multiple seat network use) or the NMCI network as well as (b) limited Service Desk service that shall 
consist solely of a referral to the appropriate OEM of the item. Certified Hardware Installation Service does not 
include any re-engineering, integration services, maintenance, and/or break-fix support. The Government will be 
liable for appropriate connection (such as via a CLIN 0006 Wall Plug item), access, usage, service, maintenance or 
other charges or fees (e.g., charges for cell phone service or integrated data/voice service on a PDA) charged by the 
OEM for the use of the devices. 

31.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

31.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  MFD/server availability, installation and configuration.  
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Provide, install and configure MFD(s), shared network print server to the printer VLAN, and scan-to-file server at 
the site. 

PA 1B:  System Administrator Rights/Permissions 

Service must support local administrator rights to network-connected Users at their site, mapping to the shared 
network print server and providing access to scan-to-file server. 

31.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  Printer Utilization 

GLOBAL: Monitor printer utilization and ensure enterprise capabilities to support each device or multifunction 
device.  Printer monitoring tool should provide a detailed composite of the enterprise printer fleet.  Visibility of 
printer inventory, print and cost history trends, usage comparisons, and problem history are desired data points.  

REGIONAL: Manage printer resources 

LOCAL: Support printer installation and maintenance 

 

Common Attributes table for KPP 2 related PAs and KPIs 

Utilize current print servers to permit users to map networked printer and host/queue print jobs. 

31.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

No further specification is required. 

PA 3A: Common Attributes Table across Segments 

Utilize current print servers to permit users to map networked printer and host/queue print jobs. 

31.3.4 KPP 4 Network Availability   
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Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Networked Print Service predominantly consumes capability from Network Resources.  The Latency and 
Performance Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for 
this service to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

31.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End User:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level 

31.4 ITSM Service Requirements for Network MFD 

31.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

31.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

31.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  
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31.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

31.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

32.0 Commercial Voice Connectivity 

The Commercial Voice Connectivity service addresses unsecured cable plant commercial Public Switched 
Telecommunications Network (PSTN) availability and is not intended to address Voice Over IP (VoIP), pier side, 
Video Teleconferencing, paging, PBX, mobile, Black Berry, wireless or Personal Data Assistant connectivity.   

32.1 Service Requirements:   

32.1.1 NGEN Requirements Document Section 6.12.5.1: Commercial Voice 
Capability 

NGEN will provide commercial voice services to commercial entities, family housing, and unofficial users located 
on Navy and Marine Corps installations where ready connection to the Public Switched Telecommunications 
Network (PSTN) is not available.  Such services will support optional standard commercial telephony features; such 
as three way calling, call caller ID, call waiting 

The provision and cost of this service shall be in accordance with DoD policy for class B service defined in DoD 
Directive 7220.9-M. The NGEN Commercial Voice service provides only unlimited calls within the local calling 
area. NGEN shall also provide the commercial voice with access to commercial long distance carriers. 

32.1.2 NGEN Requirements Document Section 6.12.5.2: Commercial Voice 
Connectivity 

At facilities equipped with a new infrastructure, NGEN will provide sufficient external cable plant from the local 
telephone company’s demarcation point on Navy and Marine Corps installations to each individual entity to cover 
its voice service requirements.  Commercial connectivity will provide analog service only, and does not include 
VoIP or digital services.  The termination point for service delivery will be the telephone jack located in on base 
commercial entities, family housing, and unofficial users’ premises. This service does not include the installation 
and/or maintenance of any handsets, fax machines, or voice mail answering machines. 

Using the Poisson Model, blocked calls are held until a circuit becomes available. With commercial services, the 
probability of blocked calls is P.01; or 1%. Commercial services provided by NGEN will deliver a grade of service 
equal to P.01.  Commercial service shall also adhere to FCC Part 68.     

32.2 Derived Requirements 

32.2.1 NMCI Conformed Contract, Commercial Voice Seat 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0110AF: Commercial Voice Seat 

Commercial Voice Seat provides analog voice services to commercial entities, family housing and unofficial users 
located on Navy and Marine Corps installations where ready connection to the Public Switched 
Telecommunications Network (PSTN) is not available. The NMCI Commercial Voice Seat only provides unlimited 
calls within the local calling area. The contractor will provide the Commercial Voice Seat with access to commercial 
long distance carriers. 

32.2.2 NMCI Conformed Contract, Commercial Voice Connectivity 
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NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0110AG: Commercial Voice Connectivity 

Commercial Voice Connectivity provides the physical cable plant between the local telephone company's 
demarcation point on a naval base and the telephone jack located in on-base commercial entities, family housing and 
unofficial users premises. At facilities equipped with a new infrastructure, sufficient external cable plant will be 
provided from the local telephone company's demarcation point on a naval base to each individual entity to cover its 
voice service requirements.  

NGEN will provide digital voice connectivity for PBX-equipped ships pier-side at designated Navy and Marine 
Corps facilities where NGEN Data and Voice Services infrastructure is available.  Further design of specific services 
will be detailed in CDR. 

32.3 Design and Implementation Constraints 

Constraints include as-is contracts held by NCTAMS for the delivery of commercial voice services, and the 
programmatic assumption of local telephony. 

32.4 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

32.4.1 KPP 1:  System Availability 

Commercial telephony services will meet P.01 service availability. 

PA 1A: Voice Service to Commercial Entities 

Provide voice services to commercial entities, family housing and unofficial users located on Navy and Marine 
Corps installations where ready connection to the Public Switched Telecommunications Network (PSTN) is not 
available. 

32.4.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1  

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

32.4.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 
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• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail: 95% <1 minute & 99% <4 minutes  

32.4.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

32.4.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

32.5 ITSM Service Requirements for Commercial Voice Connectivity 

32.5.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

32.5.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

32.5.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

32.5.4 Security Specification 
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Further specifications for this attribute will be defined when service design is complete.  

32.5.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete 

33.0 Mobile Voice 

Mobile Voice Service is a comprehensive set of wireless cellular capabilities, available through multiple carriers and 
plans to meet CONUS users' needs, which includes cellular phones, blackberry devices, paging services and cellular 
PC card services. 

33.1 Service Requirements 

33.1.1 Mobile Voice:  (6.12.2.1 NGEN Requirements document v2.0, page 187) 

Requirement: Mobile Voice—Non-Secure 

NGEN will provide mobile (analog/digital) non-secured voice communications. 

Requirement: Mobile Voice—NGEN to NGEN 

NGEN will support two required service levels: service only within the NGEN service areas and worldwide service. 

Requirement: Mobile Voice—Airtime/No Roaming Charge 

NGEN will provide a minimum number of minutes per month of airtime with no roaming or long distance charges. 

Requirement: Mobile Voice—Time Pool 

NGEN will provide DON-wide pooling for cell phone minutes instead of at the individual or command level. 

33.1.2 Personal Paging Service: (NGEN Requirements document 6.12.2.3 page 
188) 

Requirement: Mobile Voice—Text/Paging 

NGEN will provide non-secured voice and text messages throughout the NGEN service area (Paging). 

33.1.3 Personal Digital Assistant:  (6.12.2.4 NGEN Requirements document v2.0, 
page 190) 

Requirement: Mobile Voice—DAA Standards 

NGEN will provide NSA and NETWARCOM and MCEN DAA approved devices that provide CAC-based secure 
access to NGEN E-Mail Services, at a minimum. Devices may be independent or merged with voice capability. 

33.1.4 Internet Access for Mobile Phone or PDA: (6.12.2.5 NGEN Requirements 
document v2.0, page 191) 

Requirement:  Mobile Voice—PDA Internet Entry 

NGEN will provide Internet access for a mobile phone or PDA, with interoperability with other DON and DoD 
Service Delivery Points (SDP). 

33.1.5 Messaging NCES: (6.1.2.10 NGEN Requirements document v2.0, page 64) 

Requirement: Messaging—NCES Messaging 

NGEN will fully support requirements for Naval community access to and utilization of NCES messaging.  

Messaging provides capability to support synchronous and asynchronous information exchange and the distribution 
of content, as well as mechanisms for efficiently and reliably delivering that content across the enterprise.  It 
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provides one-to-one relationships, but also one-to-many relationships (multicasting), intelligent routing, and 
guaranteed delivery.  It provides both web services and wireless-based interfaces, a means to post messages to topics 
and queues, and the ability to publish/subscribe.  It supports full alerts functionality based on subscriber’s choice of 
applications (e.g., e-mail, instant messaging, phone, audio/video) and mediums (e.g., web browser, laptop, personal 
digital assistant, cell phone). 

33.1.6 Messaging Non-NCES:  (6.1.3.6 NGEN Requirements document v2.0, page 
71) 

Requirement: Messaging—Alerts 

Provide full alerts functionality based on subscriber’s choice of applications (e.g., e-mail, instant messaging, phone, 
audio/video) and mediums (e.g., web browser, laptop, Personal Digital Assistant, cell phone) for NGEN Block 1 
supported capabilities. 

33.2 Derived Requirements 

33.2.1 NMCI Conformed Contract, CLIN 0117 - Internet Access for Mobile Phone 
Seat.    

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0117 Service Description  

Internet Access for a Mobile Phone provides a point of entry for the Internet, with interoperability with other DON 
and DoD Service Delivery Points (SDPs).  In some instances, this point of entry may be a wall plate.  (NMCI 
Contract N00024-00-D-6000, page 25) 

33.2.2 NMCI Conformed Contract, CLIN 0113 Personal Paging Service Seat 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0113 Service Description  

This service provides non-secured voice and text messages throughout the NMCI service area. 

33.2.3 NMCI Conformed Contract, CLIN 0152AA – EB   CONUS Voice Cellular 
Solutions 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0152AA – EB Service Description 

Cellular telephones with a standardized 500-minute calling plan and a choice of four carriers: Nextel, AT&T, Sprint, 
and Verizon. Three levels of phone devices — basic, medium, and premium — and optional text messaging services 
are available to meet a variety of price points.  

33.2.4 NMCI Conformed Contract, CLIN 0152CH – DR CONUS Data Cellular 
Solutions  

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 
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CLIN 0152CH – DR Service Description  

Known as Cellular Unclassified RAS (CuRAS), this service offers CONUS services that include cellular cards and 
associated service plans for connectivity to the NMCI network.  

33.2.5 NMCI Conformed Contract, CLIN 0152CM or 0152DM CONUS CuRAS 
Transfer of Service  

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

This service provides for transfer of service from a CONUS government furnished device and service plan, to the 
NMCI offering. Optional peripherals for CuRAS, (CLIN 0152DN – DQ) provide for enhanced use of CuRAS.)  

33.2.6 NMCI Conformed Contract, CLIN 0156AA – Mobile Information Protection 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0156AA Service Description  

This service provides managed backup and recovery of information residing on NMCI workstations.  The backup of 
a workstation is stored on the NMCI network, and data can be retrieved even if a hard drive failure occurs or if the 
workstation is stolen, lost or damaged.  This CLIN entails the build-out of the necessary infrastructure to support the 
seat-based CLINs.  This CLIN specifically provides for the enterprise certification and service preparations required 
for individual orders.  

33.2.7 NetOps CONOPS 

None found. 

33.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

33.3.1 KPP 1:  System Availability 

This KPP measures the end-to-end availability of critical and noncritical services provided by NGEN.  Similar to 
CANES, but CANES does not include the full end-to-end service available, just those services provided within the 
skin of the ship. NGEN KPP 1 also measures the availability of end-user devices in a manner similar to CANES.  
Achieving the required levels of services delineated in table 6.0.1B will necessarily require NGEN to design and 
implement a sufficient level of continuity of operations (COOP) and disaster recovery (DR). 

PA 1A:  Blackberry BES (Blackberry Enterprise Server) availability 

KPI 1A1:  BES back-end system availability 

The BES back-end system availability services will be ≥ 95%.  The assumption is that this applies to the BES server.  
Beyond the BES server it is the responsibility of the commercial vendor to provide blackberry service to the end 
device. 

KPI 1A2:  Paging/Texting/Internet/Cellular PC card availability 

The wireless service capability requirement is solely dependent upon the commercial cellular provider.  

PA 1B:  Mobile services device related software 
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Integrate appropriate software to support mobile device e.g. PC card software, Blackberry, etc. 

33.3.2 KPP 2:  Net Ready 

NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed in the network 
and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a Net-Centric military 
capability. 

PA 2A:  IA related tasks 

IA efforts pertain to, but are not limited to, the communication between the BES and the Exchange server within the 
NMCI enclave.  Authentication will be facilitated by the introduction of the CAC enabled blackberry capability.  

33.3.3 KPP 3: System Performance 

Unique to Enterprise networks with consolidated services. There are certain services that impact many or all 
application processes and/or user productivity. These services must be implemented in a manner that provides 
adequate performance for all users/applications and consolidation cannot be allowed to go far as to impact the 
timeliness of any user/application access to these services. The most critical services are used in this KPP. 

PA 3A:  Mobile phone E-mail performance 

KPI 3A:  BES performance 

BES and Exchange performance is measured by the percentage of synthetic unencrypted signed 

E-mail transactions with 100KB (or less) attachments that are successfully processed and returned 

in the required time.  Transactions are generated at the client, processed by the host server, forwarded to an NGEN 
destination server, responded to via an auto-reply generated by the destination server, and returned to the client 
anywhere on the DISN. 

33.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

33.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 
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• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  This is measured as the elapsed time from the beginning of the incident until 
network connectivity is restored.  A network incident is defined as a period of time during which the customer 
cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level 

33.4 ITSM Service Requirements for Mobile Voice 

33.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

33.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

33.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

33.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

33.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

34.0 Secure Mobile Phone 

NGEN will provide mobile (analog/digital) secure voice services that meet the NSA certification and are compliant 
with DoD requirement 8100.2.  (NGEN_Requirement_v2_Final.pdf, section 1 Capability Discussion)  This covers 
the gap of secured voice. 

34.1 Service Requirements:   

34.1.1 Secure Mobile Phone: (6.12.2.2 NGEN_Requirements_v2_Final, page 188) 

Requirement: Mobile Voice—Secure 

NGEN will provide mobile (analog/digital) non-secured and secured voice communications on an NSA-approved 
instrument. 

Requirement: Mobile Voice—Time/No Roaming Charge 
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NGEN will provide a minimum number of minutes per month of secure airtime with no roaming or long distance 
charges. 

34.2 Derived Requirements 

34.2.1 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

There are no contractual agreements for NMCI to provide Secure Mobile phone service.  

34.2.2 NetOps CONOPS 

None found. 

34.3   Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

34.3.1 KPP 1:  System Availability 

System availability measures the end-to-end availability of critical and noncritical services provided by NGEN. 
Similar to CANES, but CANES does not include the full end-to-end service available, just those services provided 
within the skin of the ship. NGEN KPP 1 also measures the availability of end-user devices in a manner similar to 
CANES. Achieving the required levels of services delineated in table 6.0.1B will necessarily require NGEN to 
design and implement a sufficient level of continuity of operations (COOP) and disaster recovery (DR). 

34.3.2 KPP 2:  Net Ready KPP 

 NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed in the network 
and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a Net-Centric military 
capability. 

PA 2A:  CAC - Authentication 

CAC- Authentication will be facilitated by CAC enabled device. 

PA 2B:  SME PED Interoperability 

• U.S. Type 1 and Homeland Security (Suite B) 

• NATO, Coalition, Australia, New Zealand, Canada, U.K. 

• SCIP 

• HAIPE® (including TACLANE® family) 

34.3.3 KPP 3:  System Performance 

Unique to Enterprise networks with consolidated services. There are certain services that impact many or all 
application processes and/or user productivity. These services must be implemented in a manner that provides 
adequate performance for all users/applications and consolidation cannot be allowed to go far as to impact the 
timeliness of any user/application access to these services. The most critical services are used in this KPP. 

PA 3A:  Secure Mobile Environment Portable Electronic Device (SME PED) 

NGEN will provide mobile (analog/digital) non-secured and secured voice communications on a NSA-approved 
instrument. 
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KPI 3A1:  Secure Speech Processing 

• G.729D 

• 6.4 kbps 

• MELP 

• 2400 bps 

KPI 3A2 SME PED Displays 

• TFT QVGA Color 

• 2.8 in., 64k colors 

• Trusted Display 

• LCD 

PA 3B:  Secure Mobile Email Architecture 

Apriva’s Sensa secure mobile email system is a client/server encrypted messaging application with a device and 
digital network agnostic architecture. Sensa provides PKI S/MIME email, including attachment encryption, full 
data-at-rest protection, and compliance with relevant protection profiles for Windows Mobile OS devices.  Sensa 
works with hard-token Smart Card Readers, or via soft-token certificates. Apriva’s SensaGuard™, along with 
SensaVault™, authenticates, stores, and encrypts all data-at-rest on the device.  Sensa’s AES 256 encrypted 
messaging, data sync, and PIM databases are fully synchronizing all messaging transactions, contacts, calendars, 
tasks and notes tying directly back to the customer’s enclave and Microsoft Exchange server environment though 
Apriva’s Multi Protocol Gateway (MPG) infrastructure.  The Apriva MPG intelligently routes traffic among 
multiple domains and enclaves without ever storing or queuing messages the way a traditional Network Operation 
Center (NOC) does and never co-mingles authorized user’s traffic with traffic outside of the enterprise’s control. 

PA 3C:  DISA E-mail Connectivity for (SME PED) 

The DISA initiative is a critical, urgent step in leveraging DoD’s ongoing investments in intelligence, 
reconnaissance, and command and control capabilities.  Since the evolution of wireless mobile communications, 
DoD personnel have identified the need for secure devices to provide the same wireless features for classified 
systems as that of an unclassified system. 

Through technologies like Blackberries, wireless e-mail, web browsing and document viewing, a new breed of 
mobile workforce has been enabled.  Today's information technology must increase situational awareness, 
productivity and on-call status in order to be responsive to the needs of today's workforce.  Through the use of the 
Secure Mobile Environment Portable Electronic Device (SME PED), DoD personnel will be able to securely access 
classified information systems while away from stationary mediums.  The SME PED is designed to provide up to 
Top Secret voice and Secret data for its users. 

34.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 
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Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

34.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

34.4 ITSM Service Requirements for Secure Mobile Phone 

34.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

34.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

34.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

34.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

34.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

35.0 Thin Client  

A thin client (or a lean client) is a network computer without a user writable long term storage device, which, in 
client/server applications, is designed to be especially small so that the bulk of the data processing occurs on the 
server.  Thin client (computing): A server-centric computing model in which the application software, data, and 
CPU power resides on a network server rather than on the client computer.  There are three ways thin clients are 
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used. In two of the three, the architecture harks back to the early days of centralized mainframes and minicomputers. 
In the 1970s and 1980s, a user's machine was a terminal that processed only input and output. All data processing 
was performed in a centralized server.  Using shared terminal services software such as Windows Terminal Services 
and Citrix XenApp, users share the operating system and applications in the server with all other users at thin client 
stations. Although presented with their own desktop, users do not have the same flexibility as they do with their own 
PC and are limited to running prescribed applications and simple tasks such as creating folders and shortcuts. 

35.1 Service Requirements  

35.1.1 NGEN Requirements Document, V2.0, Page 172, Thin Client—Fixed 
Workstation: 

Requirement: Workstation Thin Client 

NGEN will provide a Thin Client-Fixed Workstation available on all supported networks, which shall comprise a set 
of IT characteristics (for example, hardware and firmware, file share services, maintenance, refreshment, 
administration, network access, customer support, re-location, and training). 

Requirement: Workstation Thin Client—Supported Networks 

NGEN will provide a Thin Client-Fixed Workstation available on all supported networks that will be delivered in a 
maximum of three hardware configurations at any point in time; one option must meet the requirements for MNIS. 

Requirement: Workstation Thin Client—Supported Networks Core 

NGEN will provide a Thin Client-Fixed Workstation available on all supported networks, in which each workstation 
configuration must be able to meet a core set of performance tests when fully loaded, with all security processes 
operating, over a non-optimized, high-latency link. 

Requirement: Workstation Thin Client—Supported Networks Local Hard Drive 

NGEN will provide a Thin Client-Fixed Workstation available on all supported networks, which will not have local 
hard drives. 

Requirement: Workstation Thin Client—Supported Networks Core Refresh 

NGEN will provide a Thin Client-Fixed Workstation available on all supported networks to be refreshed every 30–
40 months. 

35.1.2 NGEN Requirements Document, V2.0, Page 13, CAPABILITIES DELIVERED 
BY NGEN BLOCK 1: 

NGEN will provide both thin clients and thick clients running managed Operating Systems that will provide access 
to managed host-based applications as well as access to NETWARCOM or MCEN Designated Approving Authority 
(DAA) authorized local client-server, web-based, and portal-based applications. 

35.1.3 NGEN Requirements Document, V2.0, Page 174, Hybrid Client—Fixed 
Workstation 

Deferred to Future Blocks. 

35.2 Derived Requirements 

35.2.1 NMCI Conformed Contract, CLIN 0101AD:  Fixed Workstation Thin Client 
Seat 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 
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This fixed workstation seat services provided by the NMCI Contractor (including network services which are 
included with the desktop) shall be composed of a set of IT characteristics (for example, hardware and software, file 
share services, maintenance, refreshment, administration, network access, customer support, relocation, training). 
The unit of purchase for these service categories shall be referred to as a “seat.” The Contractor shall provide two 
non-classified user accounts for each fixed workstation seat procured. This workstation will provide performance 
equal to or greater than 50% of the performance of the high-end commercially available state-of-the-art off-the-shelf 
workstation at the time it is deployed and refreshed. 

35.2.2 NMCI Conformed Contract, CLIN 0101AF:  Fixed Workstation Classified 
Thin Client 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Classified Thin Client provides Thin Client services to users within a secure enclave. Classified Thin Client shall not 
be used for classification levels higher than SECRET.  Classified Thin Client shall only be located within physically 
secured and monitored enclaves, where approved and accepted by the NETWARCOM or MCEN DAA. A CLIN 
0009 (0109, if option is exercised) Classified upgrade is not required. Users who require Classified Thin Client 
service will order CLIN 0001AF only.  The Classified Thin Client must be ordered with a minimum of 30 users 
within a secure enclave. CLIN 0007 (0107) through CLIN 0009 (0109) upgrades are not available.  This fixed 
workstation seat services provided by the NMCI Contractor (including network services which are included with the 
desktop) shall be composed of a set of IT characteristics (for example, hardware and software, file share services, 
maintenance, refreshment, administration, network access, customer support, relocation, training).  The unit of 
purchase for these service categories shall be referred to as a “seat.”  This workstation will provide performance 
equal to or greater than 50% of the performance of the high-end commercially available state-of-the-shelf 
workstation at the time it is deployed and refreshed. The Contractor shall provide two non-classified user accounts 
(for use at the enterprise level) and five classified user accounts for each workstation seat procured. 

35.2.3 NMCI Conformed Contract, CLIN 0109AB:  Switchable Classified 
Connectivity Upgrade Package (Thin Client Solution) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

An external A/B switch is provided to allow the use of a single monitor, keyboard, and mouse.  Classified 
connectivity service is provided by a classified Thin Client equal to a CLIN 0001AF. Unclassified connectivity 
service is provided by the seat type that is being upgraded with this CLIN.  Additional $306.00 per month in 
combination with CLIN 0001AA/AB/AC/AD, CLIN 0002AA/AB, CLIN 0003AA/AB and CLIN 0004AA/AB.  
This service provides classified connectivity consistent with the security requirements of contract attachments four 
and five and provides access to unclassified connectivity.  This seat upgrade provides all necessary security, 
including SIPRNet, to support a secure workstation environment.  The Switchable Classified Connectivity upgrade 
includes all required infrastructure upgrades, security cleared service desk and network operating center personnel, 
and all security required PC hardware upgrades (e.g. removable hard drives).  This upgrade includes 4 classified 
accounts. Total accounts when ordered with a CLIN 0001AA/AB/AC/AD, 0002AA/AB, 0003AA/AB, 0004AA/AB 
is 4 classified and 2 unclassified.  This upgrade must be ordered in groups of 30 as defined by CLIN 0001AF. 
Optional for Item 0001AA/AB/AC/AD, 0002AA/AB, 0003AA/AB, 004AA/AB (and 0101AA/AB/AC/AD, 
0102AA/AB, 0103AA/AB, 0104AA/AB if option is exercised). 

35.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

35.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 
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• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  Capacity Management and Continuity 

Capacity Management - Provider will collect and make available the relevant data from each of the applicable / 
contributing segments for the purposes of capacity management.  Continuity - Provider will also plan and provide 
capabilities for providing continuity of operations (COOP) for that service. 

35.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP:  NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  CAC Authentication 

CAC authentication will be facilitated by a CAC enabled thin client. 

35.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

DNS: Address resolution time of Domain Name Service from local servers. Includes WAN time lines; measured 
using automated network scripts. 

Active Directory (or comparable system) /Certification Revocation List:  Resolution time for user account 
authentication and validation against the certification revocation list. 

Web: End to end performance measured by the percentage of synthetic web transactions successfully processed and 
returned in the required time. Web-access transactions are generated at the NGEN client, processed through the 
NGEN network (including PKI infrastructure), resulting in an authenticated website displayed on the NGEN client. 

E-mail: End to end performance measured by the percentage of synthetic unencrypted signed E-mail with 100KB 
(or less) attachment transactions successfully processed and returned in the required time. Transactions are 
generated at the client, processed by the host server, forwarded to an NGEN destination server, responded to via an 
auto-reply generated by the destination server, and returned to the client anywhere on the DISN. 

PA 3A:  Multi-National Information Sharing (MNIS) 
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NGEN will provide a Thin Client - Fixed Workstation available on all supported networks that will be delivered in a 
maximum of three hardware configurations at any point in time; one option must meet the requirements for MNIS. 

KPI 3A: Industry Standard MNIS Testing 

Thin client device (address diskless and MNIS NGEN requirements).  This hardware specification shall be able to 
perform standard benchmark tests at a minimum of  85% of the state of the shelf performance on delivery date of a 
specified generation of seats.  Examples of benchmark tests (Industry Standard audited and verifiable) include, but 
are not limited to:  Business Applications Performance Corporation (BAPCo) and others.  

35.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Directory Service predominantly consumes capability from Network Resources.  The Latency and Performance 
Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for this service 
to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

35.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

35.4 ITSM Service Requirements for Thin Client  

35.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   
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35.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

35.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

35.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

35.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

36.0 Network Printer  

Network Printer Service provides capabilities to include hardware and software, providing both black and white 
and/or color networked printing.  This service provides IA compliant and accredited printing capabilities from client 
workstations and approved server applications, and Community of Interest (COI) (Cross Boundary), to NGEN 
provided printers and/or multifunction devices.  Network printing enables jobs sent by users to go to the appropriate 
printer, including clients who are on different operating systems, as well as users in remote locations. 

36.1 Service Requirements 

36.1.1 NGEN Requirements Document Section 1.6, Page 18:  (Printing Services) 

NGEN will provide both NIPRNet and SIPRNet services for the Navy and the Local Area and Base Area Networks 
(LANs and BANs), servers, printers, and end-user access devices that support and provide these services. 

36.1.2 NGEN Requirements Document Section 6.12.6.2, Page 203:  (Wall Plug 
Service) 

NGEN Block 1 will provide access to NGEN in the form of a wall plug to allow direct, local connectivity to NGEN 
for approved devices in accordance with appropriate security requirements and policy.  Service is to be available on 
all supported networks. This service is an additional LAN drop beyond those provided with data workstation orders. 
This service is an extension of the NGEN infrastructure. This service from the wall plug will be NAC-enabled and 
support controlled access for NETWARCOM or MCEN DAA-approved Program of Record computing devices, 
DAA-approved printers, and any authorized DoD laptops with current security software and patches as determined 
through NAC. Note: In most cases, these authorized DoD laptops will be provided access only to the enclave DMZ, 
the DoD DMZ, or NIPRnet. The service will provide all necessary NGEN services with which to perform any DAA-
authorized function. The NGEN network should be implemented in such a manner as to auto-configure/automate 
this capability with minimal (if any) network operator intervention. 

36.2 Derived Requirements 

36.2.1 NMCI Contract, Statement Of Objectives, Section 3.1.7 (Print Services) 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Requirement:  The contractor shall provide to the end user the following print services:  A) Black and white and 
color hard copies and transparencies of electronic documents.  B)  Printers located within 50 feet of each user 
workstation and the seat to printer ratio does not exceed 25:1.  C)  When organizations require a greater number of 
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printers to support requirements, those printers may be ordered under CLIN 23.  D) The Government will purchase 
consumables, including maintenance as defined by the OEM. 

36.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

36.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A:  Print Server Queuing Availability  

The print server queue must handle user requests for printing. 

KPI 1A:  Print Queue Availability 

The percentage of time that print queues are active and available at the print server for transferring a print job to a 
printer will be:  

• Measured continuously for all print servers at each print server 

• Reported monthly from monitoring and Service Desk calls 

PA 1B:  Hardware/software configuration  

Provide, install and configure printers and shared network print servers to the printer VLAN.  

PA 1C:  User printer mapping 

Administer rights to network-connected users at their site, mapping to the shared network print server. 

36.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations:  NGEN must be able to enter and be 
managed in the network, and exchange data in a secure manner to enhance mission effectiveness.  NGEN must 
continuously provide survivable, interoperable, secure, and operationally effective information exchanges to enable 
a Net- Centric military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A:  Printer Utilization 
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GLOBAL: Monitor printer utilization and ensure enterprise capabilities to support each device or multifunction 
device.  Printer monitoring tool should provide a detailed composite of the enterprise printer fleet.  Visibility of 
printer inventory, print and cost history trends, usage comparisons, and problem history are desired data points.  

REGIONAL: Manage printer resources 

LOCAL: Support printer installation and maintenance 

Common Attributes table for KPP 2 related PAs and KPIs 

36.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

• Common Attributes Table across Segments 

36.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Networked Print Service predominantly consumes capability from Network Resources.  The Latency and 
Performance Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for 
this service to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

36.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
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of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

36.4 ITSM Service Requirements for Network Printer  

36.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

36.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

36.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

36.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

36.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

37.0 Video Teleconference 

The Video Teleconferencing (VTC) solution offers a dedicated, fixed capability in a room with varying equipment 
configurations based on requirements/capabilities desired.  

Moveable Video Teleconferencing (VTC) solution offers rollaway mobility for easy relocation.  These solutions 
include room cameras with full area coverage, CODECs, large monitors, onscreen menus, dynamic speaker 
technology, far-end camera control, collaborative tools, VTC scheduling set up and operations, IP infrastructure, 
multi-session MCU/bridging service, and remote diagnostics to enable VTC connectivity throughout NGEN and 
with external participants via high bandwidth communications, point-to-point and point-to-multi-point switching.  
Fixed solutions are based on size of room/capabilities desired. 

Basic Moveable Video Teleconferencing (VTC) solution offers provides the capability to conduct conferences and 
briefings over the NMCI video network using a menu driven, hand-held wireless user interface. A monitor displays 
either documents or video images of attendees. 

Premium Moveable Video Teleconferencing (VTC) solution provides the capability to conduct conferences and 
briefings over the NMCI video network using a menu driven, hand-held wireless user interface. Dual monitors 
simultaneously display documents and video images of attendees. 

High End Moveable Video Teleconferencing (VTC) solution offers a hand-held wireless user interface. State of the 
shelf, high end, large monitor on a rolling stand display documents or video images of attendees.  PC Laptop 
connections are provided for PowerPoint, Word, and Excel presentations.  

All solutions include auxiliary data ports, which provide connectivity to optional external equipment (e.g. a VCR, 
document camera, etc.).  A built-in microphone transmits voice conversation.  The camera can be controlled locally 
or remotely at the discretion of the originating source.  The Secure Video Teleconferencing (VTC) solution provides 
connectivity/bridging for classified video teleconferences using government owned encryption/decryption devices. 

There is a Mission Critical option for increased availability/faster incident response time. 

37.1 Service Requirements 
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37.1.1 NGEN Requirements Document Section 6.7.2, Page 127:  (Video QOS - IP 
VTC) 

IP VTC: NGEN will provide DVSG-II compliant video conference to support collaboration requirements over the IP 
networks. The video conferencing sessions include DVSG-II and legacy DVSG capable (e.g. ISDN and TCP/IP) 
video conferencing capabilities.  As DISA enables QoS on the DISN, NGEN will implement QoS for video 
conferencing. Video Streaming: NGEN will provide QoS for video streaming when enabled by DISA across the 
DISN. 

37.1.2 NGEN Requirements Document Section 6.12.3.1, Page 192:  (Fixed VTC) 

Requirement: Fixed VTC—Dedicated Facility 

NGEN will provide fixed VTC for audio-visual services in existing dedicated facilities, where users can initiate and 
participate in live video teleconferences. 

Requirement: Fixed VTC—Infrastructure 

NGEN will provide the infrastructure and required services to support fixed video teleconference connectivity 
within and external to NGEN. 

Requirement: Fixed VTC—Quality 

NGEN will provide services consisting of high-bandwidth communications, point-to-point, point-to-multipoint, and 
continuous transmission, which allow participants to conduct visually interactive electronic meetings between one or 
more distant locations using video cameras, monitors, and audio and video communications, thus enabling 
participants to see and hear each other as if they were in the same room. 

Requirement: Fixed VTC—Standards 

NGEN will provide interoperability with other VTC systems using H.320 and H.323 standards. 

Requirement: Fixed VTC—Minimum Equipment 

NGEN will provide at a minimum room cameras with full area coverage, large monitors, onscreen menus, dynamic 
speaker technology, far-end camera control, collaborative tools, VTC scheduling set up and operations, multi-
session bridging to enable VTC connectivity throughout NGEN and with external participants, and remote 
diagnostics. 

37.1.3 NGEN Requirements Document Table 1.3A, Page 12:  (Gap and Capability 
Mapping) 

See the gaps on fixed VTC with collaboration and information exchange. 

37.1.4 NGEN Requirements Document Section 6.12.3.2, Page 193 (Moveable VTC) 

Moveable VTC includes the same capabilities as Fixed VTC but the equipment is capable of being moved from 
location to location. 

37.1.5 NGEN Requirements Document Section 6.12.3.4, Page 194 (High-End 
Moveable VTC) 

Requirement: Fixed VTC—Moveable Standards 

NGEN will provide high-end VTC Moveable equipment with a minimum of 384 kbps/30 fps, quality video, 
supporting bandwidth, and standard features, including VTC scheduling setup and operations, multipoint bridging, 
and reliability of service. 

Reference model component: End-User Services 

37.1.6 NGEN Requirements Document Section 6.12.3.6, Page 204 (Mission Critical 
Moveable VTC) 
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Requirement: Fixed VTC—Communications Support 

NGEN will provide video, supporting bandwidth, and enhanced features, including VTC scheduling setup and 
operations, enhanced availability, greater reliability, greater maintenance responsiveness and a greater level of real-
time operations for a significant number of information producing and collecting systems beyond the requirements 
of the basic service and multipoint bridging. 

37.1.7 NGEN Requirements Document Section 1.4, Page 13 (Capabilities delivered 
by NGEN Block 1) 

NGEN Block 1 will implement QoS to achieve performance objectives for mission-critical users and C2 
applications relying on real-time services such as voice and video transmissions. In addition to differentiated 
services and precedence-based assured services, dynamically configurable policy enforcement points in the network 
will shape and police traffic to ensure that packets and sessions are resourced in accordance with their relative 
priority. Finally, NGEN will provide mechanisms to optimize protocols over high-latency paths such as performance 
enhancing proxies, data compression mechanisms where appropriate, and distributed data caching devices to meet 
application performance objectives. 

37.1.8 NGEN Requirements Document Section 6, Page 35 (System Capabilities) 

This document addresses requirements and performance measures for individual NGEN Block 1 capabilities and 
Key Performance Parameters (KPP), in terms of critical and non-critical services/capabilities as well as required 
Levels of Services (LOS), for users of the services/capabilities. Critical/non-critical is limited to requirements 
related to availability and is based on availability of the total system to perform the desired function. LOS is broken 
into three categories (general, mission-essential/mission-critical, and C2), is more granular, and is applied to a 
portion of a system instead of the entire system. 

37.2 Derived Requirements 

37.2.1 NetOps CONOPS, Sec 1.3 (Network) 

A network is multiple connected computers that communicate over a wired or wireless medium to share data, as 
well as other resources, and are under the control of a Service component command authority.  A network represents 
the totality of voice, video, and data services infrastructure from wide area network to desktops. 

37.2.2 NetOps CONOPS, Sec 5.2, Table 2 (Network) 

Global NetOps Regional NetOps Local NetOps 
Network Services 

GNOSC RNOSC/ITSC 
USN Detachment 
USMC Base G6 

Command 

Video 
Teleconferencing 
(VTC) 

NetOps OPCON 
Establish regional 
authorities and 
responsibilities 

NetOps OPCON 
Manage regional 
VTC bridges 
Designate local 
responsibilities 

NetOps TACON 
Support VTC 
installation and 
maintenance 

Operate VTC in 
accordance 
with 
established 
guidance 
Provide 
physical 
security of VTC 
equipment 
Provide 
command VTC 
requirements 

37.2.3 DoDI 8100.3 January 16, 2004, Pages 30, 31, 44 

E2.1.9. Defense Information Systems Network (DISN):  The DISN is an integrated network, centrally managed and 
configured, to provide telecommunications services for all DoD activities. This information transfer service is 
designed to provide dedicated point-to-point and switched voice, data, imagery, and video teleconferencing (VTC) 
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services in support of national defense command, control, communications, and intelligence (C3I) decision support 
requirements. 

E2.1.11. Defense Switched Network (DSN):  An inter-base, non-secure or secure C2 telecommunications system 
that provides end-to-end command use and dedicated telephone service, voice-band data, and dial-up VTC for C2 
and non-C2 DoD authorized users in accordance with national security directives. Non-secure dial-up voice 
(telephone) service is the system's primary function. 

E4.1.1.4. The DSN shall provide non-secure, end-to-end command and control capability and dedicated telephone 
service, voice-band data, and dial-up Video Teleconferencing (VTC).  The DSN includes the end instruments, the 
switches on the installations, the backbone and tandem switches, the transmission connectivity between and among 
the installations, the network management system and the signaling system.  Processing or transport technologies (to 
include VoIP and VoATM systems) shall also be considered as elements of the DSN. 

37.2.4 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

CLIN 0114: Fixed Video Teleconference Seat Price: Priced per individual order 

In accordance with issued orders, a Fixed VTC seat provides audio-visual services in existing dedicated facilities 
where users can initiate and participate in live video teleconferences. Fixed VTC Seats include infrastructure and 
required services to provide fixed video teleconference connectivity within and external to NMCI. These services 
consist of high bandwidth communications, point-to-point, point-to-multi-point and continuous transmission that 
allows participants to conduct visually interactive electronic meetings between one or more distant locations using 
video cameras, monitors, and audio and video communications. This service provides interoperability with other 
VTC systems using H.320 and H.323 standards. Some of the features of this service include room cameras with full 
area coverage, large monitors, on-screen menus, dynamic speaker technology, far-end camera control, collaborative 
tools, VTC scheduling set up and operations, and multi-session bridging to enable VTC connectivity throughout the 
NMCI and with external participants, and remote diagnostics. This item will be separately priced in individual 
orders. Refer to the Requirements to Award Process Tool (RAP Tool) for more information about ordering this 
CLIN and the Requirements-to-Award Process 

NMCI Contract, P00268 - USMC Classified VTC NMCI Contract Modification CLIN 0015AE  

This provides for USMC cVTC Device Audit & Conversion for devices identified in the inventory list (per Device 
Price) at $234.00.  CLIN 0015AF offers USMC cVTC Connection & Service at $250.49 per month. 

CLIN 0115 - Moveable Video Teleconference Seat  

Priced per individual order, this seat provides audio-visual equipment that allows user access to selected VTC 
services, offering mobility and easy relocation. Users can initiate and participate in live video teleconferences. 
Moveable VTC Seats include telecommunications infrastructure and required services to provide movable video 
teleconference connectivity within and external to NMCI. These services consist of high bandwidth 
communications, point-to-point and point-to-multi-point that allows participants to see and hear each other as if they 
were in the same room. Multi-point VTC includes audio-based switching, chair/director control, and continuous 
presence. Service provides interoperability with other VTC systems using H.320 and H.323 standards and speed 
matching. Features of this service include room cameras with full area coverage, large monitors, on-screen menus, 
dynamic speaker technology, far-end camera control, remote diagnostics, T.120 compliant collaborative tools, VTC 
scheduling, set-up, and operations, and multi-session bridging to enable VTC connectivity throughout NMCI and 
with external participants. 

CLIN 0115AA: Basic Moveable VTC Seat Price: $1,071.40 per month 

This service offers a video teleconferencing (VTC) system that provides the capability to conduct conferences and 
briefings over the NMCI video network using a menu driven, hand-held wireless user interface. A 27-inch monitor 
displays either documents or video images of attendees. PC Laptop connections are provided for PowerPoint, Word, 
and Excel presentations. 
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The package includes auxiliary data ports which provide connectivity to optional external equipment that would be 
priced separately (e.g., VCR, document camera, etc.). A built-in microphone transmits voice communication. The 
camera can be controlled locally or remotely at the discretion of the originating source. This VTC seat is designed to 
participate in point-to-point or multipoint conferencing. Users can be remotely connected to a multipoint conference 
in progress, or be automatically connected to a previously scheduled multipoint conference through the scheduling 
service available from the NMCI Service Desk. 

This seat conforms to H.323 standards. It operates over the intranet (10/100 Ethernet) using H.323 standards at 
speeds up to 128 kbps/15 frames per second. It also operates over ISDN using H.320 standards at speeds up to 128 
kbps/15 FPS. This configuration is for unclassified use only. This seat may be combined with Mission Critical 
upgrade CLIN 0115AC. 

CLIN 0115AB: High-End Moveable VTC Seat Price: $1,400.76 per month 

This service offers a video teleconferencing (VTC) system that provides the capability to conduct conferences and 
briefings over the NMCI video network using a menu driven, hand-held wireless user interface. A 32-inch monitor 
displays either documents or video images of attendees. PC Laptop connections are provided for PowerPoint, Word, 
and Excel presentations. The package includes auxiliary data ports, which provide connectivity to optional external 
equipment that would be priced separately (e.g. a VCR, document camera, etc.). A built-in microphone transmits 
voice conversation. The camera can be controlled locally or remotely at the discretion of the originating source. This 
VTC seat is designed to participate in a point-to-point or multipoint conference. Users can be remotely connected to 
a multipoint conference in progress, or be automatically connected to a previously scheduled multipoint conference 
through the scheduling service available from the NMCI Service Desk. This seat conforms to H.320 and H.323 
standards. It operates over the intranet (10/100 Ethernet) using H.323 standards at speeds up to 384 kbps/30 frames 
per second. It also operates over ISDN using H.320 standards at speeds up to 384 kbps/30 FPS. This configuration is 
for unclassified use only. This seat may be combined with Mission Critical upgrade CLIN 0115AC. 

CLIN 0115AC - Mission-Critical Moveable VTC Seat – Priced at $352.68 per month  

This service provides video, supporting bandwidth, and enhanced features to include VTC scheduling set up and 
operations, and increased reliability of multi-point bridging and service. May be ordered as optional high availability 
upgrade to Items 0115, 0115AA, 0115AB, or 0115AD 

 

CLIN 0115AD - Premium Moveable VTC Seat - Priced at $2,061.80 per month 

This service offers a video teleconferencing (VTC) system that provides the capability to conduct conferences and 
briefings over the NMCI video network using a menu driven, hand-held wireless user interface. Dual 32-inch 
monitors simultaneously display documents and video images of attendees. PC Laptop connections are provided for 
PowerPoint, Word, and Excel presentations. The package includes auxiliary data ports, which provide connectivity 
to optional external equipment that would be priced separately (e.g. a VCR, document camera, etc.). A built-in 
microphone transmits voice communication. The camera can be controlled locally or remotely at the discretion of 
the originating source. This VTC seat is designed to participate in a point-to-point or multipoint conference. Users 
can be remotely connected to a multipoint conference in progress, or be automatically connected to a previously 
scheduled multipoint conference through the scheduling service available from the NMCI Service Desk. This seat 
conforms to H.323 standards. It operates over the intranet (10/100 Ethernet) using H.323 standards at speeds up to 
768 kbps/30 frames per second. It also operates over the ISDN using H.320 standards and at speeds up to 384 
kbps/30 FPS. This configuration is for unclassified use only. This seat may be combined with Mission Critical 
upgrade CLIN 0115AC.  

 

CLIN 0115CA: Basic Classified Moveable VTC Service  

This desktop provides VTC CODEC, software, mid-size video display unit, roll-around cart; VTC Help Desk 
support (basic and advanced help desk); Access to shared ISDN bridge for external VTC connections; Monthly 
CLIN 0106AC classified wall port service (single port); Supports 128kbps/15fps bandwidth; and standard features 
to include VTC scheduling set up and operations, multi-point bridging and reliability of service.  A CLIKN 0106AE 
must be ordered if a classified wall plug is not available. 
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CLIN 0115CB: High End Classified Moveable VTC Service  

This desktop provides VTC CODEC, software, large video display unit, roll-around cart; VTC Help Desk support 
(basic and advanced help desk); Access to shared ISDN bridge for external VTC connections; Monthly CLIN 
0106AC classified wall port service (single port); Supports 384kbps/30fps bandwidth; and standard features to 
include VTC scheduling set up and operations, multi-point bridging and reliability of service.  A CLIKN 0106AE 
must be ordered if a classified wall plug is not available. 

 

CLIN 0122 – Desktop VTC (HW/SW)  

This service allows users to participate in live video teleconferences from an NMCI seat. This service is 
interoperable with other VTC systems usingH.320 and H.323 standards. This service requires and includes services 
included in 0106AD (NMCI Wall Plug) and 0106AB (Additional Unclassified Wall Plug - Service Only). Only one 
(1) Item 0122 shall be connected to its assigned NMCI wall plug at a time. Unavailable in Very Small Site Design 
(VSSD) sites. Both Item 0122AC and Item 0122AD are available for replacement of 0022AA and 0022AB 
respectively. 

 

CLIN 0122AA - Basic Unclassified Desktop VTC  

This desktop provides 15 frames per second quality video interface to other teleconferencing services, and standard 
features including multipoint bridging. Item 0122AC available as a replacement for this Item 0122AA. Optional for 
Items 0001 AA, 0001A8,0001AC, OOQ2AAfAB (when docked), 0003AA, 0003AB, 0004AA,0004AB (and 
0101AA, 0101A5, OIOIAC, 0102ANAB (when docked), 0103AA, 0103AB, 0104AA, 0104AB, if option is 
exercised). Not available for new orders. 

 

CLIN 0122AB: High End Unclassified Desktop VTC 

This desktop provides 30 frames per second enhanced quality video, interface to other teleconferencing services, and 
standard features including multipoint bridging. Item 0122AD available as a replacement for this Item 0122AB. 
Optional for Items 0001AA, 0001AB, 0001AC, 0002AA/AB (when docked), 0003AA, 0003AB,0004AA, 0004AB 
(and 0101AA, 0101AB, 0101AC, 0102AA/AB (when docked), 0103AA, 0103AB, 0104AA, 0104AB, if option is 
exercised). Not available for new orders. 

 

Item 0122AC: Basic Unclassified Desktop VTC (H/W only)  

This desktop provides a minimum of 15 frames per second basic quality video interface to other teleconferencing 
services, and standard features including multipoint bridging. Replacement for Item 0122AA. No seat required but 
may be used with a seat. Optional for Items 0101AA, 0101AB, 0101AC, 01 02AA/AB (when docked), 0103AA, 
0103AB, 0104AA and 0104AB. 

 

CLIN 0122AD: High End Unclassified Desktop VTC (H/W only) 

This desktop provides upgrade in hardware from item 0122AC which includes a larger screen, 30 frames per second 
enhanced qualify video, interface to other teleconferencing services, and standard features including multipoint 
bridging. Replacement for Item 0122AB. No seat required but may be used with a seat. Optional for Items 0101AA, 
0101AB, 0101AC, 0102AA/AB (when docked), 0103AA, 01 03AB, 0104AA and 0104AB. 

 

CLIN 0122AE: Enhanced High End Unclassified Desktop VTC (H/W only)  

This desktop provides upgrade in hardware and capabilities from Item 0122AD. Provides 30 frames per second 
enhanced quality video, interface to other teleconferencing services, and standard features including multipoint 
bridging. This unit offers a minimum 17" viewable flat screen with split screen capabilities. No seat required but can 
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be used with a seat. Optional for Items 0101AA, 0101AB, 0101AC, Of 02AA/AB(when docked), 0103AA, 
0103AB, 0104AA and 0104AB. 

 

CLIN0122CA: Basic Classified Desktop VTC Service  

This desktop provides VTC Desktop, CODEC, software, small video display; VTC Help Desk support (basic and 
advanced help desk); Access to shared ISDN bridge for external VTC connections; Monthly CLIN 0106AC 
classified wall port service (single port); Supports 128kbps/15fps bandwidth; and standard features including multi-
point bridging.  A CLIKN 0106AE must be ordered if a classified wall plug is not available. 

 

CLIN0122CB: High End Classified Desktop VTC Service 

The High-end Classified Desktop VTC Service provides VTC Desktop CODEC, software, intermediate video 
display; VTC Help Desk support (basic and advanced help desk); Access to shared ISDN bridge for external VTC 
connections; Monthly CLIN 0106AC classified wall port service (single port); Supports 384 kbps/30 fps bandwidth; 
and standard features including multipoint bridging.  A CLIN 0106AE must be ordered if a classified wall plug is 
not available.  

 

37.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

37.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: NGEN VTC Capabilities 

NGEN will provide video, supporting bandwidth, and enhanced features, including VTC scheduling setup and 
operations, enhanced availability, greater reliability, greater maintenance responsiveness, and a greater level of real-
time operations for a significant number of information producing and collecting systems beyond the requirements 
of the basic service and multipoint bridging.   

PA 1B: Mission Critical Upgrade 

NGEN will provide a Mission Critical Upgrade for mission critical users for the QOS of priority packets/sessions. 

KPI 1B: QOS for Mission Critical 

Block 1 will implement QoS to achieve performance objectives for mission-critical users and C2 applications 
relying on real-time services such as voice and video transmissions. In addition to differentiated services and 
precedence-based assured services, dynamically configurable policy enforcement points in the network will shape 
and police traffic to ensure that packets and sessions are resourced in accordance with their relative priority. Finally, 
NGEN will provide mechanisms to optimize protocols over high-latency paths such as performance enhancing 
proxies, data compression mechanisms where appropriate, and distributed data caching devices to meet application 
performance objectives.  

37.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 



NGEN SS  

Version 2.0  3 December 2008 

DRAFT Document for Industry Review and Comment 
302 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Encryption 

NGEN provide standard VTC security end-to-end FIPS 140-2 encryption for secure VTC. 

37.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

PA 3A: WAN QOS 

VTC and Voice-over-IP are dependent on WAN QoS, specifically latency, packet loss, jitter, and bit error rate 
(BER). BER is particularly relevant to IP supported voice and video and are industry standard measures for VTC 
service-level measurement. Jitter is defined as: variation in the IP packets arriving caused by NGEN network 
congestion, timing drift, or route change. Unsatisfactory levels cause clicks in audio and flicker in the video display. 
The measure is the variation from when a packet was expected to be received at a destination and when it was 
actually received. These measurements will be provided for the agreed-to pairs of “from” – “to” NGEN sites, as 
stipulated for latency and packet loss in the NGEN Intranet performance measure. The Government and provider 
will mutually agree to adjust the site pairs when/if required, with the intent to identify performance problems if 
suboptimum service occurs. 

PA 3B:  Intranet Jitter 

Intranet Jitter: NGEN Requirements Table 6.4.1B Captured by automated tool:  Measurement attempts blocked by 
the actions of the security boundary (firewalls) will not be computed in this measurement. This is not meant to 
exclude any delays due to normal VPN processing. Jitter reporting will include average, range, and distribution. 
Sample Size: 20 Navy and USMC selected site pairs (distributed among Navy and USMC and agreed upon by 
Government and provider)  

• Sample Unit: Site (Representative of Hawaii-across-CONUS, CONUS, and regional) All measurements are 
based on a 7x24 hour day.   

• Measure frequency:  Monthly:  The monthly reporting requirement will be by site pair; the compliance will 
be determined for the enterprise as an average of the selected site pairs.  

• Population: All Navy; All USMC (measured separately) Aggregation of Data (for determining SLA 
compliance): Enterprise Navy and Enterprise USMC – (measured separately)  

• Weighting: Equal weighting for all site pairs. 

PA 3C: Bit Error Rate 
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Bit Error Rate: NGEN Requirements Table 6.4.1B Captured by automated tool:  Measurement attempts blocked by 
the actions of the security boundary (firewalls) will not be computed in this measurement. This is not meant to 
exclude any delays due to normal VPN processing. BER reporting will include average, range, and distribution.  

• Sample Size: 20 Navy and USMC Selected Site Pairs (distributed among Navy and USMC and agreed upon 
by Government and provider)  

• Sample Unit: Site (Representative of Hawaii-across-CONUS, CONUS, and regional) All measurements are 
based on a 7x24 hour day. 

• Measure frequency: Every 5 minutes.  

• Formula: = Number of measurements successful within each of the above times / Total number of 
measurements.  

• Location: Inner router.  

• Reporting Frequency:   Monthly:  The monthly reporting requirement will be by site pair; the compliance will 
be determined for the enterprise as an average of the selected site pairs.  

• Population: All Navy; All USMC (measured separately) Aggregation of Data (for determining SLA 
compliance): Enterprise Navy and Enterprise USMC – (measured separately)  

• Weighting: Equal weighting for all site pairs. 

PA 3D:  High-End Moveable VTC Transmission methods 

High-End Moveable VTC operates over the intranet (10/100 Ethernet) using H.323 standards and over ISDN using 
H.320 standards. 

KPI 3D:  Transmission Speed/Video quality 

The transmission speed with a 10/100 Ethernet is up to 384 kbps/30 frames per second.  Using ISDN the speeds are 
up to 384 kbps/30 FPS. 

PA 3E:  Premium Moveable VTC Transmission methods 

Premium Moveable VTC operates over the intranet (10/100 Ethernet) using H.323 standards and over ISDN using 
H.320 standards. 

KPI 3E:  Transmission Speed/Video quality 

The transmission speed with a 10/100 Ethernet is up to 768 kbps/30 frames per second.  Using  ISDN the speeds are 
up to 384 kbps/30 FPS. 

PA 3F:  Interoperability with IP/ISDN standards 

NGEN must provide interoperability with other VTC systems that use H.320 and H.323 standards and support 
Digital Videoconference Service (DVS) II IP VTC capability.  Equipment used to connect to DISN Video Services 
must, at a minimum, be capable of operating in accordance with FTR 1080B-2002. 

37.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 
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BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Video Teleconference Service predominantly consumes capability from Network Resources.  The Latency and 
Performance Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for 
this service to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

37.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

37.4 ITSM Service Requirements for Video Teleconference  

37.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

37.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

37.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

37.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

37.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

38.0 Software and Hardware Peripherals 

Software (SW) and Hardware (HW) Peripherals service offers enhanced, optional software and hardware peripherals 
by providing commercial off the shelf (COTS) software and hardware peripherals associated with data, voice, and 
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video. Users may choose from a wide selection of items utilizing the latest technology that will best meet the 
requirements beyond the basic services.   

These items fall into the following categories: 

Systems,  Display and Graphics,  Storage,  Memory,  Printers,  Plotters,  Scanners, and Faxes,  Printer Consumables, 
Support Peripherals,  COTS Applications, CAP-AT Certified,  Air Card Accessories,  BlackBerry Accessories,  and 
Element Resistant  (taken from the CLIN 23 definition on NMCI Homeport 8 AUG 08). 

38.1 Service Requirements:   

38.1.1 NGEN Requirements Document Section 6.12.6.5: Optional End User 
Capabilities 

Optional User Capabilities (commercial off-the shelf (COTS) Catalog): 

NGEN Block 1 will provide capability to order COTS software or hardware peripherals associated with data, voice, 
and video services to support requirements beyond the basic services through a catalog. NGEN shall provide a 
catalog of hardware and software for specialized tasks. Software options shall be pre-integrated and available for 
immediate access when ordered. All items in the catalog shall be integrated and interoperate with all basic and 
optional services. Integrated services shall include maintenance, upgrades, initial training, and access to the Service 
Desk. The Service Desk shall support these optional services and hardware.  Addition and removal of items from the 
catalog shall be upon the approval of PM-NGEN and/or the NGEN Contracting Officer, depending upon acquisition 
method. Items to be included in this catalog may include, but not be limited to, docking stations/port replicators, 
personal desktop computers, laptops, printers, project management software, copiers, scanners, facsimile machines, 
PDAs, automated control sensors, collaborative services and planning, workflow management, multi-line 
telephones, printer toner cartridges, and portable workstation wireless dial-in. Additionally, COTS software not 
provided as standard office automation and various consumable items, such as printer drums, should be evaluated 
for support through the catalog. 

38.2 Derived Requirements 

38.2.1 NMCI Conformed Contract 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Attachment 12: Optional User Capabilities 

CLIN 0023 (and 0123):  These capabilities shall provide COTS software and/or hardware peripherals associated 
with data, voice, and video seats, to support requirements beyond the basic services.  These services shall be made 
available through a catalog, whereby the services are priced as follows, which vary by complexity of the service: 

Base Price (Month 1): Includes the Price of the Item, G&A and Installation, including shipping, of the item. The 
Installation charge varies by complexity and will be the amount set forth in the table below, according to 
complexity. G&A shall mean Contractor’s “Cost of Revenues” divided by “Selling, General and Administrative 
Expenses”, using the numbers stated in Contractor's most recent Annual Report. 

Ongoing Monthly Service Price (MSP): Includes Maintenance, Service Desk Support, and Break-Fix or 
Replacement. The Ongoing MSP varies by complexity and will be a percent of the Price of the Item, set forth in the 
table below, according to complexity. The MSP will equal the applicable percentage times the Price of the Item and 
will be charged on a monthly basis. The MSP for each item commences in Month 1 and continues so long as the 
Task Order for such item exists in eMarketplace. 

Fast Track Price (Denoted as “FT” one time charge): Includes the Price of the Item, G&A as defined above, 
shipping, and, if required, electronic distribution of software drivers. This is a customer-installed item and does not 
include a separate installation charge. This item is subject to the manufacturer’s warranty, will not be maintained by 
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the Contractor and is not subject to an “AA” MSP. This item will be shipped directly to the customer. Proof of 
delivery will be signature of receipt from the shipping company and this will initiate invoicing. 

Fast Track Price with Contractor Support (Denoted as “FM” one time charge): Includes the Price of the Item, G&A 
as defined above, shipping, and, if required, electronic distribution of software drivers. This is a customer-installed 
item and does not include a separate installation charge. The item is not subject to an “AA” MSP but will be 
supported by the Contractor when the item is used with a data seat. This item will be shipped directly to the 
customer. Proof of delivery will be signature of receipt from the shipping company and this will initiate invoicing. 

The Contractor will maintain the catalog on its website. Items in the catalog will be managed based on a functional 
description of a capability and not a brand solution. The catalog will include hardware peripherals and software 
intended to be used with NMCI seats. Such items will have enterprise-wide applicability and be fully supported by 
the Contractor, including providing break-fix or replacement. Non-enterprise services, including individual, unique 
and/or specialty requirements, will be added to the catalog on a case-by-case basis. Formal contract modifications to 
add or delete services from this catalog will no longer be executed.  

 Items may also be acquired by the Government independently, however, such items will be subject to a certification 
charge(s) (if not already certified) and an ongoing uplift charge. The Contractor will maintain on its website the list 
of certified items. The Government will be responsible for any required maintenance, break-fix and/or replacement 
for any items independently acquired by the Government.  

Attachment 12 – Exhibits A through D will remain in effect for renewal orders. Such Exhibits remain in effect for 
new orders until such time as the new catalog website is established. Changes will be made directly in NET and 
eMarketplace and published via the NET bulletin board and the Contractor’s website.   

Regardless of the Start Date set forth under the Task Order, the actual Start Date for performance and billing 
purposes will be the date the item was actually delivered to the user N00024-00-D-6000 Conformed Contract 
P00294 01/10/2008 110 and was operational; provided that the actual start date is on or after the dated cited in the 
Task Order.  

The parties agree to periodically review the catalog to (a) ensure the pricing model is being followed, (b) the pricing 
strategy remains adequate, and/or (c) suggest modifications to the current approach to maintaining the catalog. Such 
reviews shall occur at a minimum of once annually with additional reviews occurring on an as needed basis. Unless 
otherwise mutually agreed, there will not be a charge for certification for services the Contractor adds to the catalog.  

 The services provided under the catalog include non-level unit pricing (i.e., “AC”, “FT” and “FM” Items) under a 
waiver of FAR 17.106-3(g). For the purposes of Section 1.2.2 entitled "Equipment", if the Government chooses to 
purchase the equipment dedicated to the respective service provided, the equipment shall have a price of zero dollars 
($0.00) as of the date the Contractor receives full payment of the “AC”, “FT” or “FM” charge for the Item.  

38.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

38.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

38.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 
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• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

38.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes  

KPI 3A: Item Specifications by Type 

• Hard Drive External (Better than 2008 standards which follow) 

− Capacity:  320 GB 

− Interface;  dual interface Hi-Speed USB/ eSATA   

− Speed:       7200  RPM 

− Buffer Size: 16 MB 

− Power Source; USB 

− External Transfer Rate; 480 MB/s 

− OS;  VISTA 

− Warranty; 5 years 

• Hard Drive External 

− Capacity:  500 GB 

− Interface;  dual interface Hi-Speed USB/ eSATA   

− Speed:       7200  RPM 

− Buffer Size: 16 MB 

− Power Source; USB 

− External Transfer Rate; 480 MB/s  

− OS;  VISTA 

− Warranty; 3 years 

• Hard Drive Internal Secondary - Laptop 

− Capacity:  120 GB Serial ATA  

− Speed:      7200  RPM 

− Buffer Size: 16 MB 

− External Transfer Rate; 200 MB/s  

− OS;  VISTA 

− Warranty; 3 years 

• Hard Drive Internal Secondary – Desktop 

− Capacity:  120 GB Serial ATA  

− Speed:      7200  RPM 

− Buffer Size: 16 MB 

− Internal Write; 120 MB/s  

− OS;  VISTA 
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− Warranty; 3 years 

• Hard Drive Internal Secondary – Desktop 

− Capacity:  250 GB Serial ATA  

− Speed:      7200  RPM 

− Buffer Size: 16 MB 

− Internal Write; 120 MB/s  

− OS;  VISTA 

− Warranty; 3 years 

• Hard Drive Internal Secondary – Desktop 

− Capacity:  500 GB Serial ATA  

− Speed:      7200  RPM 

− Buffer Size: 16 MB 

− Internal Write; 120 MB/s  

− OS;  VISTA 

− Warranty; 3 years 

• CD WR  

− Write: DVD±R, DVD±RW, CD-R, CD-RW; Read: CD-DA, CD-Extra, CD-ROM, CD-R, CD-RW, Video 
CD, CD Text, DVD-ROM, DVD-Video, DVD±R, DVD±RW, DVD-Audio 0.5""  

− Depth 4.97""  

− Access Time  CD: Up to 130 ms (average), DVD: Up to 160 ms (average)  

− Width 5.04""  

− Weight  6.7 Oz  

− Cache / Buffer Size 2 MB 

− Data Transfer Rate Burst Rate: Up to 33.3 MBps (Ultra DMA33 Mode 2)  

− Device Type DVD±RW / CD-RW Combo Drive  

− Dimensions (WxDxH)  5.04"" x 4.97"" x 0.5""  

− Dimensions (WxDxH) / Weight 5.04"" x 4.97"" x 0.5"" / 6.7 Oz  

− Interface Type  EIDE/ATAPI  * External units shall be USB/eSATA 

− Mean Time Before Failure   60,000 hours 

− Read Speed CD: 24X; DVD: 8X 

− Rewrite Speed  CD-RW: 16X; DVD±RW: 4X  

− Write Speed    DVD±R: 8X; CD-R: 24X 

• Scanner 

− Flatbed color image scanner 

− Optical Resolution 4800 dpi  

− Hardware Resolution  4800 x 9600 dp 

− Maximum Resolution 12,800 x 12,800 dpi  

− Effective Pixels 40,800 x 56,160 (4800 dpi)  

− Color Hardware Bit Depth 48-bit internal/external  

− Optical Density 3.2 Dmax  

− Transparency Unit   35mm Auto Film Loader for filmstrips from 2 to 6 frames; Film holder — 3 negatives, 
2 slides  

− Buttons    4 buttons; Scan, E-mail, Copy and PDF  

− Maximum Read Area   8.5"" x 11.7""  

− Light Source White cold cathode fluorescent lamp  

− Interface Hi-Speed USB 2.0  

− Scanning Speed  

− 4800 dpi high-speed mode, Monochrome: 21.5 msec/line, Full color: 21.5 msec/line  

− Reliability  MCBF - 10,000 cycles  
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− Environment Conditions  

− Environment Conditions Temperature: Operating 41° F to 95° F (5° to 35°C) Humidity Operating: 10° to 
80°, storage 10° to 85° (no condensation)  

− Power Requirements  

−  Voltage: AC 100 – 120V, Frequency: 50 – 60 Hz, Power consumption: 20W  

− Windows Requirements 

− VISTA compliant 

• Scanner (Wide Format) 

− Resolution 400 x 400 dpi optical 

− Scan Speed 2 ips at 400 dpi, 4 ips at 200 dpi; Optional: 4 ips at 400 dpi 

− Input Min 4 1 /2 x 5 1 /2"". Max 42"" x 100' (only captures 36"" of 

− image). Thick documents up to 1 /2"" 

− Edge/Center Lead and trail edge adjust/center alignment 

− Adjustment 

− PC interface IEEE 1394 card provided by XES, PC is provided by user 

− Power Requirements 115 V 60 Hz, 15 A 220 - 240V 50Hz, 6A 

− Safety Certifications UL 1950, CNL C22.2 No. 950- M93, Low Voltage 

− Directive 72/23/EEC, CE Marking Directive 93/68/EEC, 

− FCC Part 15 Subpart B (Class A), ICES-003, Issue 3: 1997 

− (Class A), EMC Directive 89/366/EEC 

− VISTA  Compliant 

− Editing features: zoom in/out, horizontal/vertical mirror, rotation by 90° cw, 

− 90° ccw, 180°; invert picture, despeckle (monochrome only), two point deskew, 

− crop rectangular area. 

− File-to-print capabilities 

− Paneling for printing oversize images on multiple output sheets 

− Nesting for printing multiple images on the same output sheet 

− Labeling with date/time, version, resolution, and more 

− CD-ROM with software and hardware module (dongle/hardlock) that connects to a USB port on the host 
PC 

− IEEE 1394 Card (Firewire)—Interface card installed in customer’s PC 

− Host PC (provided by customer) 

− Acts as a controller 

• Printer (Bar Code) 

− Resolution  203 dpi (8 dots/mm) , 300 dpi (12 dots/mm)  

− Memory  • 16 MB SDRAM (12 MB available for user)  

− 4MB Flash (2 MB available to user)  

− Print width  4"" (104 mm) maximum  

− Print length  39"" (991 mm) maximum  

− Print speed  203 dpi: 10"" (254mm)/seconds  

− Media sensors Transmissive / Reflective  

− Media Characteristics  

− Maximum label and liner width  .79"" (20 mm) to 4.5"" (114 mm 

− Maximum label and liner length  39"" (991 mm)  

− Maximum roll diameter  8"" (203 mm)  

− Core diameter  3"" (76 mm)  

− Media thickness  .003"" (.076 mm) to .12"" (.305 mm)  

− Media types  continuous, die-cut, black mark  

− Ribbon Characteristics  
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− Outside diameter  3.2"" (81.3 mm)  

− Standard length  1,476' (450 m) or 984' (300 m)  

− Ratio  3:1 and 2:1 media roll to ribbon ratios  

− Ribbon width  .79"" (20 mm) to 4.33"" (110 mm)  

− Ribbon setup  Ribbon wound coated side out  

− ID Core  1"" (25.4 mm)  

− Operating Characteristics  

− Operating temperature  

− TT: Operating temperature 41° F (5° C) to 104° F (40° C) Thermal transfer  

− DT: Operating temperature 32° F (0° C) to 104° F (40° C) Direct thermal  

− Storage temperatures  -40° F (-40° C) to 140° F (60° C)  

− Operating humidity  20-85% non-condensing R.H.  

− Storage humidity  5-85% non-condensing R.H.  

− Electrical  

− Universal power supply with power-factor correction 90-264 VAC, 48-62 Hz  

− Agency approvals  

• Bi-National UL 60950 3rd edition/CSA CAN/CSA-C22.2 No. 60950-00 Third Edition  

• FCC Part 15.107 and 15.109 Class B  

• FCC Part 15.247  

• Canadian ICES-003, Class B  

• IC RSS-210  

− Physical Characteristics  

• Width  10.37"" (263.5 mm)  

• Height  15.5"" (393.7 mm)  

• Depth  19.5"" (495.3 mm)  

• Weight  50 lbs (22.7 kg)  

− Communication and Interface Capabilities  

− USB 2.0 port (480 Mbits per second)  

−  eSATA 

− Programming Languages  

• Core programming languages  

• ZPL, ZPL II  

• Bar Codes/Symbologies  

• Linear  

• Codabar  

• Code 11  

• Code 93  

• Code 39  

• EAN-8  

• EAN-13 

• Printer ( B&W) 

− Speed Up to 30 ppm 

− Time to First Page As fast as 7.5 seconds (standby and power saver modes) 

− Print Resolution 2400 image quality printing; 1200 image quality printing; 600 x 600 dpi 

− Processor 366 MHz 

− Memory (std./max.) 32MB/96MB 

− Connectivity* 

− USB 2.0 ; Ethernet, Wireless, Gigabit Ethernet;  

− Operating Systems* Windows (VISTA compliant) 
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− Acoustics Printing: 50 dBA; Quiet mode: 46 dBA; Idle: inaudible 

− Size (WxDxH) 15.6 in. x 14.1 in x 10.2 in. (396 mm x 359 mm x 259.5 mm) 

− Weight 25 lb. (11.4 kg) 

− Duty Cycle Up to 25,000 pages (Maximum usage per month) 

− • 1,500-page Starter Return Program Toner Cartridge1 

− • Photoconductor Kit2 (Up to 30,000 pages) 

− • Dust Cover 

− • Automatic two-sided printing Media Specifications 

− Paper Capacity (sheets) 

− Standard 

− Maximum 

− Input: 250 + 1; Output: 150 + 1 

− Input: 801 (250 + 550 + 1); Output: 150 + 1 

− Paper Sources 

− Standard 

− Maximum 

− Input: 2; Output: 1 top, 1 rear 

− Input: 3; Output: 1 top, 1 rear 

− Media Information 

− Plain paper, card stock, transparencies, paper labels 

− Letter, legal, executive, folio, statement, A4, A5, A6, JIS B5, universal (3 x 5 in. 

− to 8.5 x 14 in.), envelopes (73/4, 9, 10, DL, C5, B5) 

− Plain paper: 16 to 43 lb. (60 to 163 g/m2); Card stock: up to 90 lb. (199 g/m2) 

− Warranty 1-year 

• Printer (Color) 

− Speed Up to 17 ppm (letter), 16 ppm (A4) Black-and-White / 4 ppm Color (letter/A4) 

− Duty Cycle Up to 24,200 pages / month 

− Paper Handling 

− Paper Input Standard Automatic Document Feeder: 50 sheets: Size: 5.6 x 5.8 in. to 8.5 x 14 in. / 142 x 148 
mm to 216 x 356 mm 

− Bypass Tray: 1 sheet; Size: Custom sizes from 3 x 5 in. to 8.5 x 14 in. / 76 x 127 mm to 216 x 356 mm 

− Tray 1: 150 sheets; Size: Custom sizes from 3 x 5 in. to 8.5 x 14 in. / 76 x 127 mm to 216 x 356 mm 

− Optional Tray 2: 250 sheets; Size: Selectable sizes from Letter to Legal / A6 to A4 

− Paper Output 100 sheets 

− Copy 

− First-Page-Out Time As fast as 18 seconds Black-and-White / 36 seconds Color 

− Copy Features Collation, Reduce/Enlarge, 2-Up or 4-Up, Poster Copying, Clone Copying, Erase 
Background Images, ID Card Copy 

− Print 

− First-Page-Out Time As fast as 14 seconds Black-and-White / 26 seconds Color 

− Memory 128 MB 

− Processor / PDL 300 MHz / Host Based 

− Connectivity USB 2.0, 10/100 Base-TX Ethernet, eSATA 

− Print Features Manual 2-sided printing, Watermarks, Booklet Printing, Poster Printing, N-Up, Fit to Page, 
Scaling, Overlays, Cover Page, Collation 

− Scan 

− Scan destinations Scan to Email, Scan to PC, USB Memory Device, Network Scan 

− Scan Features PDF, JPEG, TIFF, Multi-page TIFF, Nuance® PaperPort® SE 10.0, Color Scanning 

− Fax NA Embedded Fax (33.6 Kbps with JBIG Compression) 
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− Fax Features NA Fax Forward to Fax or Email, Secure Fax, Color Fax, 

− Incoming Fax Memory: 4 MB or 320 pages, Speed Dials: up to 240 

− Warranty One Year Warranty 

• Printer (Digital Photos) 

− Thermal wax/resin/dye sublimation 

− Resolution  300dpi x 300 dpi 

− Media;  Glossy Photo paper maximum 7.9 in x 11.8 in 

− Operating System Windows XP/VISTA 

− Interface; USB 2.0/eSATA 

• Working Group Printer ( B&W) 

− Print Speed;  50 pages per minute 

− First Page Out; 7 Seconds or less 

− Memory; 512 MB 

− Max Duty Cycle 300,000 pages per month 

− Max Resolution  1200 x 1200 dpi, 600 x 600 dpi 

− Network Connectivity; 10/100 Ethernet, Wireless 802.11 a/b/g 

− 2 sided printing 

− Reduce/Enlarge 

− 1 100 sheet multipurpose tray 

− 2 500 sheet trays 

− optional large volume feeders 

− 1 year warranty 

• Working Group Printer ( Color) 

− Speed; 42 ppm Color,  42 ppm black and White 

− First Page out;  9 seconds or less 

− Resolution;  2400 dpi 

− 1 GHz processor 

− Media;; max 8.5 in x 14 in 

− Capacity;   standard 700 sheets, max 2350 sheets 

− Network Connectivity;  10/100 Ethernet, Wireless 802.11 a/b/g 

− Max Duty cycle; 100,000 pages per month 

− Windows VISTA compliant 

− Reduce/ Enlarge 

− 2 Sided printing 

• Stand Alone Fax 

− Speed;  33 kpps 

− Memory Size 8 MB 

− Media Size; max 11 in x 38 in/ min 5.8 in x 5 in 

− Auto paper feed 

− Speed dial/Rapid Dial;   100/50 

− Copy capability 

− Engine speed; 16 ppm 

− Telephone Line;  PSTN or VoIP 

− Compression Scheme;; MH, MR, MMR, JBIG 

− Scanning Method; Sheet 

− Standard Resolution; 200 x 200 dpi 

− Fine resolution; 400 x 400 dpi 

− Printer Resolution; 600 x 600 dpi 

− Reception Modes; Auto/manual 
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− Transmission Time; Approximately 2 seconds 

− Paper Capacity 750 sheets 

− Windows VISTA compliant 

− Gray Scale; 64 shades 

• Large Format Printer (Color or B& W) 

− Speed;  4.5 IPS 

− Hard Drive 80 GB SATA 

− Memory Size 512 MB 

− Interface; 10/100 Ethernet 

− Resolution 400 x 400 dpi 

− Paper Source 1 to 3 rolls 

− Media Types; Bond, Vellum, film, tracing paper 

− Media size MAX 36” x 82’, and 36” x  100 ‘, MIN  8.5” x 11” 

• Flat Panel monitor 

− Flat Panel monitor: 

− VGA cable 

− Depth 9.8 in , Height 17.5 in , Weight 18.5 lbs , Width 22 in 

− Projector Image Brightness 400 cd/m2 

− Projector Monitor Features 

− MagicBright 3, MagicColor, MagicTune, OSD-Digital Display Director 

− Color Support 24-bit (16.7 million colors) 

− Controls Adjustments 

− Brightness, Color balance, Color temperature, Contrast, Gamma correction, H/V position, Sharpness 

− Diagonal Size 24 in 

− Display Positions Adjustments Height, Swivel, Tilt 

− Dot Pitch Pixel Pitch 0.27 mm 

− Dynamic Contrast Ratio 3000:1 

− Form Factor Desktop 

− Image Aspect Ratio 16:10 

− Image Color Temperature Adjustable 

− Image Contrast Ratio 1000:1 

− Image Max H-View Angle 160 

− Image Max V-View Angle 160 

− Interface DVI, VGA (HD-15) 

− Max H-Sync Rate 81 kHz 

− Max Resolution 1920 x 1200 

− Max V-Sync Rate 75 Hz 

− OSD Languages English, French, German, Italian, Portuguese, Russian, Spanish, Swedish, Turkish 

− Response Time 5 ms 

− Signal Input DVI-D, VGA 

− Technology TFT active matrix 

− TFT Technology TN 

− Type Flat panel display 

− V-Sync Rate at Max Res. 60 Hz 

− Video Bandwidth 154 MHz 

− Widescreen 

− Humidity Range Operating 10 - 80% 

− Max Operating Temperature 104 °F 

− Min Operating Temperature 50 °F 
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− Connector Type 15 pin HD D-Sub (HD-15) 

− Interface (Output) VGA  

− Qty 1 

− Connector Type 24 pin digital DVI  

− Interface (Output) DVI-D 

− Connector Type Mini-phone stereo 3.5 mm 

− Interface (Output) Audio line-out 

− Compliant Standards DDC-2B, EPA Energy Star 

− Features Security lock slot (cable lock sold separately), Wall mountable 

− Flat Panel Mount Interface 200 x 100 mm 

− Pricing Type TAA Compliance 

− Form Factor Internal 

− Frequency Required 50/60 Hz 

− Nominal Voltage AC 120/230 V 

− Power Consumption Operational 100 Watt 

− Power Consumption Stand by Sleep 2 Watt 

− Type Drivers and Utilities, Natural Color Pro (software included) 

− Analog Video Signal RGB 

− Digital Video Standard Digital Visual Interface (DVI) 

− TV Tuner Presence No 

• 60" Plasma Monitor: 

− Screen Size 60"" Diagonal 

− Resolution 1366x768 

− Pixel Pitch 0.97 H×V 

− Aspect Ratio 16:9 

− Contrast Ratio ** 

− Brightness ** 

− Displayable Colors 1.1 billion colors 

− Viewing Angle 180° 

− Display Life 50,000 hours 

− Response Time ** 

− Screen Filter Anti-Reflective 

− Color System NTSC, PAL, SECAM 

− Formats 480i, 480p, 720p, 1080i, 1035i, 525i, 525p, 540p, 625i, 625p 

− Component (HDTV) 3 RCAs Back  

− Composite BNC Back 

− DVI Digital Input 24 pin DVI-D Back  

− RGB 15-Pin Dsub Back 

− S-Video 4-pin DIN Back 

− Composite (2 sets) RCA Back 

− Bezel Color Black 

− Power Supply 120V - 240V 

− Power Consumption 440 Watts 

− Standby Power 1.0 Watts 

− Dimensions (W x H x D) (without stand or speakers) 57.0"" x 34.3"" x 5.0"" 

− Weight 156.7 lbs. 

− FCC Class FCC Class B, Home Use 

− V-Chip No 

− Closed Captioning No 
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− Picture-In-Picture Yes 

− Optional speakers available  

− Video tiling capability 

• Wall-mount for 60"" plasma 

− Width: 30.2 in - Depth: 2.9 in - Height: 18 in - Weight: 10.3 lbs 

− Fits 32"" to 63"" flat panel screens 

− One-touch tilt for effortless positioning and adjustment of the screen 

− For virtually all 32"" to 63"" flat panel screens 

− Adjustable 15° of forward tilt, 5° backward tilt 

− Self-balancing, one-touch tilt for effortless adjustment 

− Tilt can be tightened in place if needed up to 12"" of horizontal adjustment after the screen is mounted 

− Mounts to one or two wood studs, concrete, cinder block or to two metal studs 

− Universal brackets easily hook onto the mount bars for fast installation 

− Includes additional brackets to accommodate screens with a built-in curve or component box on the back 

− Includes hardware for wood studs, concrete and cinder block 

• 3.5 mm Stereo to RCA Stereo Audio Y-cable 

− Product Type: Audio Cable 

− Cable Details: Splitter Cable 

− Cable Length: 25ft 

− Connector on First End: 1 x Mini-phone - Male 

− Connector on Second End: 2 x RCA - Male 

− Color: Blue 

− Weight: 0.92 lb 

− Grade/Rating/Specifics: Gold-plated connectors, 27 Gauge 

− Conductor: Copper 

− Insulation: Aluminum foil shielded 

• 25 Ft. DVI-D M/M Digital Cable 

− Maximize the quality of your high-end digital video card and flat-panel digital monitor with this single-link 
DVI-D display cable.  

− With DVI-D technology, no digital-to-analog conversion is necessary, so the signal is delivered faster and 
stronger than a standard monitor cable signal.  

− The Plug and Play-compatible, all-digital connection is also ideal for connecting laptop computer to digital 
projectors for crystal-clear presentations. 

− By interfacing two digital signals directly, you'll experience faster, higher-quality images.  

− This single-link cable works with virtually any digital, flat panel monitor and allows high-speed data 
transmission of up to 4.95 Gbits/seconds. 

− Left Connector Gender Male 

− Left Connector 18 pin digital DVI (Single-Link) 

− Right Connector 18 pin digital DVI (Single-Link) 

− Colors Black 

− Right Connector Gender Male 

− Warranty Information Limited lifetime warranty 

− Base Warranty Limited lifetime warranty 

• Dual Monitor Adaptor: 

− USB 2.0 to XGA Adapter 

− Perfect for adding dual monitor capabilities to laptops and desktops 

− Compliant with USB 2.0 specifications 

− Data transfer rates of up to 480Mbps 

− Compliant with EHCI specification 
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− Supports suspend and wakeup modes 

− Plug-and-play compliant 

− Compact design (1.8in x 4in) 

− 6-inch USB cable 

− USB A Male (to PC) 

− HD-15 Female (to monitor) 

− Number of Connectors 2 

− Connector Details 1 x Type A Male USB 2.0 

− Connector Details 1 x 15-pin HD-15 Female 

− Dimensions 1.8"" x 4"" 

− Weight 0.57 lb 

• Splitter/Extender and Cables: 

− 4-Port UXGA monitor splitter extender and cables 

− Simultaneously distribute any video signal to four different video outputs. No software required.  

− Connects to a standard VGA video cable in place of your monitor, and provides four output connectors,  

− each of which will display the same monitor image on a separate monitor (each monitor displays the same 
image.)  

− Includes 1 10ft Pro Series HD15 M/F UXGA Monitor Extension Cable and 4 10ft Pro Series HD15 M/M 
UXGA Monitor Cables.  

− Will support cable lengths up to 210 feet. For issues, contact Anacapa at 1-800-800-7056. 

• Security Screens 

− Black flat frame design for 19""- 21"" CRT and 19""- 20"" LCD monitors. Keeps confidential information 
private.  

− Utilizes 3M's microlouvre privacy technology - only persons directly in front of the monitor can see the 
data on screen,  

− passersby see only a black screen. Protects LCD screen from scratches and fingerprints. Reduces glare, 
radiation and static charge. 

• Video Cards: 

− Universal Video cards 

− Multiple MGA-G450 graphics chips Two or four chips per board deliver superior 2D performance 

− 32 MB DDR memory per output Quad provides maximum of 128MB enabling faster and more robust 
graphics execution 

− 360 MHz integrated RAMDAC per G450 chip Provides high-resolution flicker free displays and crisp 
images 

− Ultra-compact board design 6.5"" (16.5 cm) board length enables support for all half-length PCI systems 

− Multiple cards supported in same system Mix and match dual and quad cards and support up to 16 displays 
from one system* 

− Maximum analog resolution per output: 2048 x 1536, 24bpp @ 85 Hz Achieves higher color accuracy and 
image focus for image and quality critical work 

− Maximum digital resolution per channel 1280 x 1024 Enables support for a wide range of CRT, LCD panel 
and Plasma resolutions 

− High-quality connectors and cables Offers maximum versatility by allowing user to connect to both 15-pin 
analog displays or DVI digital flat panels 

− Multi TV Out capability Allows for multi NTSC or PAL TV outputs (with cable upgrade) 

− Unified Microsoft certified drivers The most stable optimized driver support available for Windows NT® 
4.0,Windows® XP, Windows® 2000,Windows® 98 and Linux 

− FCC, CE, CSA, VCCI certifications Guarantees optimal worldwide EMI (electromagnetic interference) 
conformity 

− 3-year warranty Backed by experienced technical support teams and 24-hour internet access to information 
and latest drivers 
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− DL-CAB-DVI-I One-foot LFH-60 to Dual-DVI-I cable 

− DVI-I-VGA DVI-I to VGA adapter 

− DL-CAB-DVI Six-foot LFH-60 to Dual-DVI-D cable 

− DL-CAB-VGA One-foot LFH-60 to Dual VGA cable 

− DL-TVO-SCART LFH-60 to Dual TV Out cable for SCART connectors 

− DL-TVO-SCV LFH-60 to Dual TV Out cable for S-Video and composite connectors 

− PCI Bus 

− RAM PCI 2.1 and 2.2 compliant 

• Desktop Graphics cards 

− 2 DVI-I connectors, each support up to 2560x1600 in single or dual monitor configs.  

− Works only with CLIN 0101AG Graphics Workstation. Groundbreaking architecture dynamically allocates 
compute, geometry, and shader processing power  

− to deliver optimized performance. 768MB frame buffer w/massive memory. bandwidth up to 
57.6GB/seconds., Quadro FX4600 enables interactive visualization  

− of the largest 64-bit datasets. Revolutionary CUDATM technology provides a simplified computing 
platform for data-intensive apps using a  

− standard C language interface to solve complex computational problems. Reference standard for Shader 
Model 4.0, enables next gen ultra-realistic,  

− realtime visualization apps with unprecedented image quality. Quadro FX4600 offers the industry's best 
image 

• HD 2600 PRO 512 MB DDR2 PCI Express Graphics Card 

− Built-in HDMI with multi-channel 5.1 surround audio supports Blu-ray? and HD DVD movies. Optimized 
for Windows Vista with DirectX 10 support. Features dual dual-link DVIx2 with full resolution HDCP 
support.  

− Up to 24X custom filter anti-aliasing with hardware crossfire capability." 

− "Multimedia Projector 

− The XD510U-G includes the new TI DDP2230 chip set. TI incorporates the latest chip-making 
technologies. Operating at 2600 ANSI lumens and a 2000:1 contrast  

− ratio, you can use this data projector in classrooms, conference rooms, or other spaces with ambient light.  

− Accessory CLINs are 3767FT (replacement lamp) and 3768FT (ceiling mount). 

• Interactive Whiteboard 

− Touch system – Write, erase and perform mouse functions with your finger, a pen or an eraser – you need 
no proprietary tools. 

− SMART Pen Tray – Pick up a pen or the eraser, and the pen tray automatically detects which tool you’ve 
selected. Buttons activate the On-Screen Keyboard,  

− right-click and help function. 

− Digital ink – Write in digital ink over applications, websites and videos. 

− Save function - Capture your work to SMART Board software as a screen shot that you can edit, or save 
your notes directly into several software applications, including Windows® 

− versions of Microsoft® PowerPoint®, Word and Excel, or into AutoCAD® software. 

− Durable surface – The hard-coated polyester surface is tear proof, optimized for projection, compatible 
with dry-erase markers and easily cleaned  

− with whiteboard cleaner. 

− Wall-mount bracket – Install your SMART Board interactive whiteboard simply and securely. 

− USB cable – Connect the SMART Board interactive whiteboard to your computer. 

− Expansion slot – Add future hardware upgrades such as a projector-control button. 

− Floor stand (optional) – Mobile, height-adjustable floor stand that includes heavy-duty, locking casters and 
stabilizing safety guards. 

− Speakers (optional) – 15-watt, stereo-amplified speakers, with a two-port USB hub, that mount to the 
SMART Board interactive whiteboard or the wall. 
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− Wireless connection (optional) – Connects your computer via USB and Bluetooth. 

− Warranty – Five years upon product registration, two years standard. 

− NotebookTM software – Save images, screen captures and notes into a single, presentation-ready file.  

− Convert handwriting to text and save notes and images directly into many software applications. 

− SMART Board Tools – Type with the On-Screen Keyboard, write over digital video, record a presentation 
and much more. 

− LinQTM software – Control your laptop or Tablet PC from the interactive whiteboard.  

− LinQ software uses your wired or wireless network to create a quick connection between devices. 

− Pentium® 150 MHz processor (Pentium II processor or later recommended)  

− 48 MB of RAM (128 MB recommended) 

− Windows 98 operating system or later  

− 110 MB of free hard disk space for complete installation 

− System Requirements Mac OS Operating System Software 

− 350 MHz processor  

− 256 MB of RAM  

− Mac OS X (version 10.1 or later)  

− 110 MB of free hard disk space for complete installation  

− NOTE : Other versions of SMART Board software are available for UNIX® and Linux® systems, as well 
as for earlier Windows and Mac OS operating systems. 

− Non-networked SmartBoard Interactive Whiteboard Rolling Floor Stand for the electronic whiteboard. 

• Digital Camera: 

− Element-resistant with a rugged metal body and revolutionary shock-absorbing construction designed to 
withstand a 5-foot fall, drop or other mishaps 

− Innovative waterproof seals and gaskets allow you to take underwater movies and amazing pictures in a 
pool, lake or ocean 

− Camera is winterized to perform at below-freezing temperatures 

− With high ISO sensitivity and faster shutter speeds you can freeze the action to capture sharp, blur-free 
images even if you or your subject is moving 

• Digital Camera Accessories: 

− Camera Case for Element-resistant Camera 

− Soft, weather resistant neoprene case with wrist strap protects your camera from scratches and provides the 
perfect storage 

− Features an outside pocket for media cards and a velcro belt loop 

− 2 GB xD Camera Card for Element-resistant Camera 

− Ultra-compact card allows you to capture much more and in higher resolution before the images must be 
downloaded or the card changed 

− Compact and durable, the xD-Picture Card is reusable digital media 

− Besides offering compatibility with most manufacturers xD-compatible devices, it's the only xD card that 
supports the Panorama function  

−  found on most Olympus digital cameras  

• Keyboard: 

− Element-resistant 

− Water-resistant and contaminant proof keyboard with tactile feedback keys 

− The sealed and rigid surface is ideal for industrial, marine, and medical use, as well as other applications 
where moisture, cleaning, and durability  

−  are a consideration 

− Because it is also quieter than ""standard"" keyboards, it is great for applications where noise generated 
from ""key-clicks"" is a problem 

− Compatible with standard keyboard layouts (drivers are not needed), clear yet easy keystroke 

• Mouse: 
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− Element-resistant 2-button USB Optical Mouse 

− A fully sealed IP 68 optical mouse that is a 2 button mouse 

− This waterproof and chemical resistant mouse can be disinfected with a variety of liquids including alcohol, 
10% Bleach solutions, and CIDEX 

− Feels like a standard optical mouse 

• Monitor: 

− 23-inch Super-Brite LCD All Weather Outdoor Monitor (Not supported by NMCI.  Packaged w/3yr. 
Manufacturer's Warranty) 

− All-weather enclosure protects internal components from rain, dirt, insects and scratches 

− Dual airflow system keeps unit cool and dry in temperatures up to 122 degrees F 

− Internal thermostatically-controlled heater protects monitor in temperatures as low as -24 degrees F 

− Innovative watertight cable entry system with pass-through design keeps cables dry and allows for easy 
hook-ups 

− Optional wall mounts and deck planter poles are weatherized and include stainless steel hardware 

− Has a VGA connector, and supports 1024x768 display resolution 

− Not supported by NMCI 

− Packaged with 3/yr. manufacturer's warranty  

• Desktop Memory 

−  1, 2, 4, and 8 GB Memory Modules manufactured in compliance with the SDRAM family of technologies, 
e.g. DDR2 or DDR3 

• Notebook Memory 

−  1, 2, 4, and 8 GB Memory Modules manufactured in compliance with the SDRAM family of technologies, 
e.g. DDR2 or DDR3 

• Common Access Card Reader (CAC)   

− NMCI supplied BB CAC reader and associated software 

−  Orderable for either NMCI supplied or GFE BlackBerry devices  

− * NMCI supplied RIM Bluetooth Smart Card Reader  

− * NMCI supplied S/MIME software license  

− * NMCI supplied patches, updates  

− * NMCI supplied installation and configuration of the solution 

• Common Access Card Reader (CAC)   

− Government furnished BB CAC reader and NMCI supplied associated software 

−  Orderable for either NMCI supplied or GFE BlackBerry devices   

− * Does not include RIM Bluetooth Smart Card Reader -- CAC reader hardware must be obtained via 
another government procurement channel   

− * NMCI supplied S/MIME software license   

− * NMCI supplied patches, updates   

− * NMCI supplied installation and configuration of the solution 

• BlackBerry Battery 

− BlackBerry 8800-series (CX-2)   

− * Light weight, long lasting spare or replacement battery for 8800-series BlackBerry devices 

− BlackBerry 8700/7100-series and Smart Card Reader (CS-2) 

− * Light weight, long lasting spare or replacement battery for 7100- and 8700-series BlackBerry devices or 
the BlackBerry Smart Card Reader (CAC reader) 

− Extended Life, for 7500/7200-series 

− * Light weight, long lasting spare or replacement battery for 7200- and 7500-series BlackBerry devices.   

− * Provides 20-30% more capacity than factory OEM batteries 

• BlackBerry Cables 

− BlackBerry Universal USB Cable (3') 

− * 3 Foot USB Cable 
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− * Connects a PC’s USB port to a BlackBerry device’s mini-USB port.   

− * Allows simultaneous data synchronization and battery recharging 

• Aluminum Case for BlackBerry 8800-series (Silver) 

− * Strong protection for your BlackBerry.   

− * The aircraft grade aluminum case is custom fitted to the BlackBerry 8800-series shape with a neoprene 
lining to hold your BlackBerry securely in place 

• Aluminum Case for BlackBerry 8700-series (Black) 

− * Strong protection for your BlackBerry.   

− * The lightweight aircraft grade aluminum case is custom fitted to the BlackBerry 8700-series shape 

− * The neoprene lining holds your BlackBerry securely in place and prevents dents and scratches. 

− * Cutouts allow ready access to all buttons and functions.   

− * Included is a removable 360 degree swivel belt clip with quick release – and the back of the case lays flat 
with the belt clip installed. 

• AquaPac for Full Sized BlackBerry Devices 

− * This 100% waterproof case provides an airtight seal protecting your full-size BlackBerry device against 
mud, snow, dust, and dirt via the all-plastic, quick-action, easy access Aquaclip sealing system.   

− * The Aquapac even floats with your BlackBerry inside 

• EL BlackBerry 8800-series Flip Top Case 

− * Access your 8800-series BlackBerry while keeping it fully protected.   

− * The front flap opens at the top with a snap magnetic closure.   

− * This case allows access to all device functions – you can even charge your BlackBerry while still in the 
case.   

− * Stylish premium full grain leather and black stitching combines with an optional 360 degree belt clip for 
ease in carrying. 

• Otterbox BlackBerry 8800 Series Defender Case (Black) 

− * Provides 3 layers of protection while maintaining a sleek, slim fit. 

− * Award-winning case features additional bump, scratch, drop, and light rain protection. 

− * All BlackBerry functions remain fully usable through the case. 

− * All ports are accessible through convenient Silicone plugs. 

− * Includes holster style belt clip. 

• BlackBerry Double Talk Charger 

− Wall and car charger in one device. 

− * Vehicle power charger and AC charger combine in a compact 4 oz unit. 

− * Vehicle power charger is compatible with most US domestic and foreign vehicles with 12-volt outlets. 

− * AC charger compatible with standard North American outlets. 

• BlackBerry External Battery Charger for 8800/8700/7100-series  

− Charge your spare batteries - while using your BlackBerry. 

− * Charges extra batteries for BlackBerry devices. 

− * Plugs directly into wall outlet and supports 110 or 220 voltage. 

− * Includes US and international plughead adapters. 

− * Fully charges the C-X2 and C-S2 batteries 

• BlackBerry Travel Wall Charger 

− * Compact, lightweight travel wall charger 

− * Connects to your BlackBerry device.  

− * Includes AC adapters for North America, Australia, UK, and Europe 

• BlackBerry Headset 

− Eargo Soft Earbud 

− * This portable and hands-free headset is ultra lightweight and designed to perform with comfort.   

− * Features custom designed speaker and ultra sensitive microphone.   
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− * Designed to optimize support of BlackBerry voice activated dialing.   

− * The in-line microphone has a One Touch PUSH TO TALK button which allows you to both answer calls 
with a single push of the button – and ends calls the same way. 

• Screenguardz Anti-glare Screen Protector for 8800-series (15 pack) 

− * Ultra-slim polymer overlay protects your screen from scratching while reducing glare and increasing 
visibility.   

− * Easy to apply and remove, no adhesive residue is used – the Screenguardz protectors cling by themselves. 

• BlackBerry Screen Privacy Filter for 8800-series 

− * This privacy filter protects your BlackBerry screen from unwanted peeping while also keeping the screen 
clean and unscratched.   

− * The screen is completely black when viewed beyond a 35 degree left or right angle.   

− * It attaches smoothly with self-adhering surface and leaves no residue when removed 

− Documentation. 

38.3.4 KPP 4 Network Availability  

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

38.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

38.4 ITSM Service Requirements for Software and Hardware Peripherals 

38.4.1 Service Level Specification 
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Further specifications for this attribute will be defined when service design is complete.   

38.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

38.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

38.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

38.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

39.0 Service Desk (SD) 

Services include: 

• User Accounts  

• Service Desk 

• Desk Side Support 

40.0 User Accounts  

NGEN will provide an array of user accounts in accordance with IA, DON and DoD requirements.  These accounts 
will work on all supported networks, which will provide all standard levels of services to a single user for access via 
any authorized means to any authorized service.  Accounts will be based upon specific user-assigned access rights or 
role-based access controls and, unless specifically restricted, the account should include remote NGEN account 
access capabilities.  NGEN accounts are separate from workstations. 

40.1 Service Requirements 

40.1.1 NGEN Requirement Document Section 6.10.0  

Specific requirements for each end user service will depend upon current IA requirements, DON enterprise 
architecture, included networks, and the method of contracting/implementation/delivery. As such, exact details will 
have to be determined as the acquisition strategy is developed and executed. As a general requirement, accounts will 
be separated from workstations, permitting account holders to have different levels of service for NGEN services 
from levels of service provided to the workstations. 

40.1.2 NGEN Requirements Document Section 6.10.1.1 Basic NGEN Account 

NGEN will provide a Basic NGEN Account on all supported networks, which will provide all standard levels of 
services to a single user for access via any authorized means to any authorized service based upon specific user-
assigned access rights or role-based access controls and, unless specifically restricted, the account should include 
remote NGEN account access capabilities. 

40.1.3 NGEN Requirements Document Section 6.10.1.2 Basic NGEN Functional 
Account 

NGEN will provide a Basic NGEN Functional Account on all supported networks, which will provide all standard 
levels of services to a functional account rather than a specific user (an example is an operations watch-stander post 
shared by multiple individuals). 
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40.1.4 NGEN Requirements Document Section 6.10.1.3 Limited NGEN Account 

NGEN will provide Limited NGEN Accounts on all supported networks, which will provide all standard levels of 
services to a single user but with limited capacity managed services. There will be separate accounts for each 
network.  This account provides all standard levels of services to a single user but with limited capacity managed 
services. Examples, depending on final service architecture, include: 

• E-mail only provided by NCES   

• No individual file share, and read-only access to group and enterprise file shares  

• For those NGEN services with QoS controls or capacity limitations, the access will be provided on a “best 
effort” availability and use may be preempted by other account holders 

• Limited access to collaboration tools  

• Remote access limited to Outlook Web Access (OWA), or the equivalent. 

40.1.5 NGEN Requirements Document Section 6.10.1.4 Limited NGEN Functional 
Account 

NGEN will provide Limited NGEN Functional Accounts on all supported networks, which will provide a limited 
subset of NGEN services (e.g., e-mail) to a functional account rather than a specific user. 

40.1.6 NGEN Requirements Document Section 6.10.1.5 Remote NGEN Account 

NGEN will provide Remote NGEN Accounts on all supported networks, which will provide all standard levels of 
services to a single user for access via any authorized means to any authorized services based upon specific user-
assigned access rights or role-based access controls.  Normal access will be provided through a full-service 
capability such as CITRIX, SSL VPN, or equivalent and will provide capability for a user from any authorized 
workstation over any authorized path. Examples include an account holder on a RDT&E workstation through a B2, 
on another DoD workstation through the NIPRnet or SIPRnet B1, or a workstation on the Internet through the DoD 
DMZ. The account can be used remotely or while on the network, but this type of account cannot be upgraded to 
LOS 2 or LOS 3. 

40.1.7 NGEN Requirements Document Section 6.10.1.6 Mission-Critical Account 
upgrade Package 

NGEN will provide a Mission-Critical Account upgrade package that is available to all accounts, which adds 
enhanced availability, greater maintenance responsiveness, as well as a greater level of real-time operations for a 
significant number of information producing and collecting systems beyond the requirements of a basic NGEN 
account; the level of service required for the Mission-Critical Workstation upgrade package is equivalent to LOS 2 
in the updated NMCI SLAs. 

40.1.8 NGEN Requirements Document Section 6.10.1.7 C2 Account upgrade 
package 

NGEN will provide a C2 Account upgrade package that is available to all accounts, which adds significantly 
enhanced availability, greater maintenance responsiveness, and a greater level of real-time operations for a 
significant number of information producing and collecting systems beyond the requirements of a basic NGEN 
account; the level of service required for the Command and Control Account upgrade Package is equivalent to LOS 
3 in the updated NMCI SLAs.    

 Due to the projected expense in providing this service, these accounts and services will be highly controlled and 
available only for specifically designated personnel and functional accounts. The capabilities of the upgrade will 
apply whether inside or outside the operations center. 

40.1.9 NGEN Requirements Document Section 6.10.1.8 Additional Shared File 
Services 
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NGEN will provide Additional Shared File Services in excess of the amount provided as a part of the basic NGEN 
account in order to allow the user to store and retrieve files on shared, controlled-access storage media; this includes, 
but is not limited to, access controls, back up, and recovery. 

40.1.10 NGEN Requirements Document Section 6.10.2 DoD Accounts 

Restricted Account to DoD (available on all supported networks) 

NGEN will provide a Restricted DoD Account available on all supported networks, providing a single user access 
via any authorized means to any authorized services based upon specific user-assigned access rights or role-based 
access controls. An account will generally be used only to support identity management, authentication, and access 
controls for outside user access to NGEN-based application and collaboration services in either the DoD DMZ or the 
enclave DMZ.  

Restricted DoD Account to Limited NGEN Level 

NGEN will provide an option for a Restricted DoD Account, which should provide a modified account for 
temporary limited NGEN account through a modification to the Active Directory account profile (or equivalent) 
without change to the user identity in the system.   

40.1.11 NGEN Requirements Document Section 6.10.3 Kiosk Accounts 

Deferred to future blocks. 

40.2 Derived Requirements 

40.2.1 NetOps CONOPS Section 5.1 End-User Computing Services, page 25  

Table 1: NetOps Responsibilities for End-User Computing Services 

Global  NetOps Regional  NetOps Local  NetOps End User 
Computing 
Services 

GNOSC RNOSC / ITSC USN Detachment 
USMC Base G6 

Command 

Account NetOps OPCON 
Establish regional 
authorities and 
responsibilities 
Ensure enterprise 
capabilities to 
manage accounts 
and associated 
permissions/access 
control 

NetOps OPCON 
Manage regional 
accounts, 
permissions and 
access controls 
Designate local 
responsibilities 

NetOps TACON 
Validate requests 
for accounts and 
permissions 
Monitor access 
and use 

Provide command 
requirements for 
accounts and 
access or 
revoking access 

40.2.2 NetOps CONOPS  Section 5.3 Application Management Services, page 27  

Table 3: NetOps Responsibilities for Application Management Services 

Global  NetOps Regional  NetOps Local  NetOps Application 
Management 
Services 

GNOSC RNOSC / ITSC USN Detachment 
USMC Base G6 

Command 

E-Mail NetOps OPCON 
Manage global 
address list 
Establish regional 
authorities and 
responsibilities 
Apportion e-mail 
resources to 
regional 

NetOps OPCON 
Manage regional  
e-mail resources 
Designate local 
responsibilities 

NetOps TACON 
Manage user 
mailboxes, 
permissions, and 
functional 
accounts for 
supported 
commands 

Provide command 
e-mail 
requirements 
Determine user 
mailbox sizes, 
permissions, and 
functional 
accounts of the 
command within 
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authorities the limits 
established by the 
regional authority 

40.2.3 NetOps CONOPS  Section T.2 Service Tiers, page T2  

NGEN service desk support is divided into three tiers of service: 

• Tier I – Service Desk Analyst.  Tier I personnel are expected to: 

− Field calls/e-mails and work with customers until the trouble ticket is resolved 

− Create user accounts and maintain user account groups 

− Re-set account passwords 

− Maintain Exchange accounts and distribution lists 

− Escalate trouble tickets that cannot be immediately resolved with their own expertise 

40.2.4 NMCI Conformed Contract, Attachment 1 Statement of Objectives 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

2.1.6 Modified User Accounts  

This section applies to Lite Accounts, Lite Accounts without email, Lite Accounts without file storage, Logon Only 
Accounts, and Digital ID Accounts available via CLINs 0024AA-AE, 0124AA-AE, 0025AA-AE, and 0125AA-AE. 
Upon receipt of an order for any of the applicable CLINs, the Contractor will obtain required software licenses for 
access to Microsoft Exchange or Windows Servers, provide the Government with unique identifiers for each 
account ordered, and enable each account ordered upon agreement with the Government on a fulfillment date. Any 
change to an account ordered under these CLINs, such as an upgrade/downgrade or movement of the account, will 
be accomplished by ordering an Administrative MAC.  

Users within logical COIs may only order Non-Classified and Classified Lite Accounts and Logon Only Accounts. 
Users within the USMC, PACOM, NCIS, and NNPI physical COIs may only order Non-Classified and Classified 
Lite Accounts and Logon Only Accounts. Users within the NNPI COI who order any Non-Classified Lite Account 
or Non-Classified Logon Only Account for access to services within the COI must also have either (i) a full NMCI 
Account (under either a data seat or a CLIN 0024); (ii) a Non-Classified Lite Account; or (iii) a Non-Classified 
Logon Only Account. Lack of adequate infrastructure within a physical COI may delay account order fulfillment. 

2.1 Data Seats  

A data seat is comprised of the hardware, software, security features and services provided to the NMCI user as 
computing resources. The data seats are defined as fixed workstation, portable, embarkable, embarkable portable, 
and hybrid. Each of these is available in a basic configuration, and with the exception of the hybrid seat, is available 
with upgrades to support high-end, mission-critical, and/or classified functionality. The Contractor shall provide 
surge protectors, as it deems necessary. The Contractor shall replace a non-functioning battery within 12 months of 
date of initial seat installation with a working battery for portable seats to ensure the portable remains in working 
condition when unplugged from its electrical source. Users may purchase additional batteries under CLIN 0023.  

Two user accounts are included with each non-classified data seat. User accounts can be accessed from any NMCI 
workstation. 

40.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

40.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 
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• Non-Critical user access devices ≥ 95% 

PA 1A:  Establish New Accounts 

Establish new accounts upon receipt of approved user requests. 

KPI 1A:  Establish New Accounts Timely 

Open requested new accounts within specified time frames:  90% (3 days), 100% (1 wk).   This time frame is 
consistent with LOS3 for the draft NGEN PKI user registration SLA. 

40.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Global Account Management 

Implement global account management and subsequent authentication and authorization to data maintained in the 
global directory service. 

PA 2B: Account for Life 

Develop and maintain the authoritative DON user database and unique “account for life” capability.   

40.3.3 KPP 3:  System Performance 

DNS:  90% < 50msec 

AD / CRL:  90% < 5 Seconds 

Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

E-mail:  95% <1 minute & 99% <4 minutes 

40.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 
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• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

40.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

40.4 ITSM Service Requirements for User Accounts 

40.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

40.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

40.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

40.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

40.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

41.0 Service Desk  

The Service Desk will be the single point of contact for all users of NGEN IT Services for issues, problems and 
requests and serves as a point of coordination for several IT groups and processes. The Service Desk service will 
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provide a single method of contact (e.g. a single toll-free number, single user-facing web interface, etc.) for incident 
resolution and user problems. 

The service desk manages the lifecycle of incidents, request fulfillment, access management, and communication 
with users through closure and verification.  

Service Desk management support service includes Service Desk management technical support (also Service Desk 
Management support), design and implementation of the infrastructure, hardware, software, facilities, policies and 
procedures to operate the NGEN Service Desk.  

41.1 Service Requirements   

41.1.1 NGEN Requirements Document 6.9.15 Tool Support   Page 154 

NGEN will provide common tools to exercise governance. 

Tool Support (Configuration Management System and Integrated trouble ticketing system) is required. 

There will be a single NGEN Enterprise ITSM toolset owned and operated by the government. The Service Desk 
will control, update and maintain the NGEN Configuration Management System (CMS), which may include one or 
more federated CMDBs, and the Incident Tracking Tool which shall be the single definitive source for all Incident 
tickets. 

41.1.2 NGEN Requirements Document 6.11.2 Problem Management (Service 
Operations) Page 181 

All the functions below are components of ITSM (see 6.9.1): 

Requirement: Root Cause Management 

• NGEN will implement Problem Management (root cause identification) to be controlled by the Government. 

Requirement: Processes and Tools 

• NGEN will implement Problem Management processes and tools to be controlled by the Government. 

Requirement: Prevention of Future Problems 

• NGEN will implement Problem Management (prevention of future problems) in accordance with best 
industry practices. 

41.2 Derived Requirements 

41.2.1 NMCI Contract:   Reporting 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

The Service Desk reporting requires: 

• Detailed and summary reports on the aging information for all open Incident Tickets including: 

− Escalations 

− Mitigations 

− Completion dates  

• Detailed and summary reports on the  Mean time to resolve (MTTR) by Incident priority 

• Detailed and summary reports of total Incidents resolved 

• Detailed and summary reports on the Number of Incidents resolved by customer grouping (e.g. Command, 
Site, etc.) 

• Detailed and summary reports on the number of Incidents reopened. 

• Detailed and summary reports on Incident by Category Type and Item (CTI). 
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41.2.2 NMCI Conformed Contract, Attachment 1 Statement of Objectives 

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

3.2 Service Desk Services  

Requirement: The Contractor shall provide user technical assistance for solving NMCI issues to the user's 
satisfaction. This includes integrated service provider, and shall be the single point of contact for all NMCI users. 
The user shall have the capability to interact or communicate with the Service Desk by voice, email, and/or by fax; 
additionally designated users shall have visibility into a web-based trouble ticket status system. These capabilities 
also include the timely notification by the Service Desk of planned or unplanned system maintenance or degradation 
of the NMCI.  

Scope: Basic service for all user accounts.  

Reference: SLAPC 104 

41.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

41.3.1 KPP 1:  System Availability 

PA 1A:  Service Desk Availability 

The provider will assess and report if the Service Desk is available when needed. Calculated by 1 – (total service 
desk unavailable hours) 

PA 1B:  Failover 

Service Desk functionality must be available 365/7/24. 

PA 1C: Classified/Unclassified Service Desks 

The same matrix and measurement is to be applied to both Classified and Unclassified Service Desks 

41.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

PA 2A:   Security Measures 

Normal DoD security measures will be followed to protect data, facilities used and intellectual property. 

41.3.3 KPP 3:  System Performance 

• Root Cause Management - Implement Problem Management (root cause identification) to be controlled by 
the government. 

• Processes and Tools - Implement Problem Management processes and tools to be controlled by the 
government. 

• Prevention of Future Problems Problem Management (prevention of future problems) in accordance with best 
industry practices. 

NGEN will implement Incident Management processes (based on IT best practices) and deploy supporting tools, to 
be controlled by the Government, for the recording, reporting, and managing the life cycle of service incidents.  
Components of the incident management processes are: 

• Total Number of Incidents    

• Number of High Severity/Major Incidents 

• Incident Resolution Rate 
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• Customer Incident Impact Rate 

• Incident Reopen Rate 

• Average Time To Resolve Severity 1 Incidents 

• Average Time To Resolve Severity 2 Incidents (Hours) 

• Incident Labor Utilization Rate 

• Incident Management Tooling Support Level 

• Incident Management Process Maturity 

PA 3A:  Categorization 

Every request received by the Service Desk shall be categorized according to Urgency and Impact, which will 
determine applicable SLA/response times. 

PA 3B: Problem Workaround Rate 

Assess and report on the percentage of problems addressed by the implementation of workarounds. This is an 
important metric because workarounds often result in vulnerability in another area of the system. 

PA 3C:  Problem Reopen Rate 

Assess and report on if problems are successfully removed and, if so, to what degree of effectiveness. 

PA 3D:  Customer Impact Rate 

Assess and report on how customers are impacted by problems. 

PA 3E:  Average Problem Resolution Time 

Problems will be addressed in a timely manner and customers informed of status. 

PA 3F: Problem Labor Utilization Rate 

Assess and report on the available labor capacity that was spent handling problems. The assumption is that this is 
labor that was not assigned to originally work the issues. 

PA 3G:  Problem Management Process Maturity 

Assess and report on how well problem management activities are executed? Dashboard metrics will be developed 
using all the above mentioned metrics. 

PA 3H:  Contact 

NGEN will provide a single point of contact Service Desk for NGEN customers and end users. 

PA 3I:  Incident Resolution Rate  

Assess and report on how successful the system is at identifying and resolving issues 

PA 3J: Customer Incident Impact Rate  

Assess and report on how severely impacted the customer experience is (units based on Failure Mode and  

Effect Analysis/Failure (FMEA) severity ratings) 

PA 3K:  Problem Resolution 

Incident Reopen Rate - ensure that root causes of incidents are identified and eliminated. Metrics will be developed, 
reported, and acted upon.  

PA 3L:  Problem Resolution 
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Average Time To Resolve Severity 1 Incidents Hours - Response time for severity 1 incident resolution 

PA 3M: Time To Resolve Severity 2 Incidents  

Average Time To Resolve Severity 2 Incidents (Hours)- Response time for severity 2 incident resolution 

PA 3N: Incident Labor Utilization Rate  

Asses and report on how much available labor capacity is spent addressing issues. 

PA 3O: Incident Management Tooling Support Level 

Asses and report on how effective the existing tools are at addressing incidents. 

PA 3P: IM Process Maturity 

Incident Management Process Maturity asses and report on the overall effectiveness of the system. 

41.3.4 KPP 4 Network Availability 

Not applicable 

41.3.5 KPP 5: Problem Resolution 

NGEN will determine the percentage of all resolved NGEN incidents against identified performance target values.  
Problem resolution time starts with the opening of a service desk incident ticket by the contractor following receipt 
of an incident notification.  Problem resolution time stops upon successful resolution of the incident, or when an 
incident is determined, by a negotiated Government-provider criteria, to fall outside the scope of provider 
responsibility (e.g., transfer of legacy application incidents to appropriate non-NGEN agency, NGEN-to-outside-
NGEN interoperability reporting).  The problem resolution time may pause during a period when Government 
support is required but not available, such as: a) Customer, upon proper notification is not available to provide 
complete information or to continue troubleshooting. b) Facility not accessible to support problem resolution 
activities. c) Time required for completion of Government administrative actions (e.g., missing, lost, or stolen 
equipment).    

• Formula:   = Number of closed incidents completed within the required target values / Total number of 
incidents.     

• All measurements are based on a 24 hours a day/7 days a week operation. 

Population:  All Navy; All USMC (measured separately) 

Aggregation: Sites shall meet the requisite target(s) at the site level. 

Weighting: Equal weighting for all incidents 

Exclusions:  Service desk tickets that are excluded from this measurement are: 

•  New service requests (e.g., initial delivery of an ordered CLIN) and requests associated with Move, Add, 
Change (MAC) 

• Government approved application incidents (i.e., applications that are approved by the Government to operate 
on NGEN or authorized to be accessed by users from within NGEN) Government approved application 
incidents are addressed under Access to Government Applications Problem Resolution 

• Incidents covered under Network Problem Resolution 

PA 5A:  First Call Resolution (NMCI SLA 104.3) 

The percentage of answered calls to the Service Desk that is resolved on the initial call in the following scenarios: 

• Problems and/or issues resolved within 30.0 minutes of the initial call to the Help Desk while the user 
remains on the phone line.  

• Problems and/or issues resolved within 30.0 minutes of a return call to the customer from a Help Desk agent 
in response to an e-mail/voicemail. 
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• Problems and/or issues resolved within 30.0 minutes of the initial call by the NOC or other Help Desk 
Subject Matter Expert due to a warm transfer, which results in problem being resolved while the user remains 
on the phone line.  

• Cases in which the end user is redirected to another support center outside NMCI (e.g., Government or 
Commercial Legacy  

PA 5B:  First Call Resolution (NMCI SLA 104.1.1)  

The Average Speed to Answer (ASA) is the monthly average of the amount of time that a caller will wait, after 
choosing the last voice menu prompt, before a live agent answers. A customer will be offered the option to leave a 
voice mail or continue to wait for a live agent. If a customer chooses to leave a voicemail, the amount of time 
calculated will be the time between choosing the last prompt on the initial voice menu and the time that the customer 
selects the voicemail option 

PA 5C:  Average Speed of Response – Voice Mail/E-mail (NMCI SLA 104.1.2) 

If a customer elects to leave a voice mail or e-mail message with the Service Desk instead of speaking with a live 
agent, the Service Desk will contact the customer regarding the voice mail or e-mail. The customer must provide in 
the voice mail or e-mail accurate contact information (i.e., name and phone number). The receipt time/date stamp of 
the voice mail or e-mail will be the start time; the creation of the trouble ticket with e-mail or voice reply will end 
the SLAPC measurement. 

PA 5D: NMCI Current Environment Service Desk Reporting  

• NMCI Web Ticket look up 

• PMO location for the NMCI Health Check Report 

• Enterprise Performance Management Database Problem Dashboard 

PA 5E:  (NMCI CDRL A001) End-of-the-Month (EOM) Problem Resolution Backlog 

Service desk will provide the following data elements for each site by Physical Site Identifier (PSI) code for all open 
(NOT CLOSED) trouble tickets.  

PA 5F: Access to data and Monthly Reports   

PM, CTR community and users shall have on-line access to service desk tickets and monthly reports 

PA 5G: Service Desk Call Resolution Rate 

Assess and report how many calls are resolved at the service desk. Calculated by 1 - [(number of calls transferred + 
number of calls abandoned)/total number of calls to the service desk)] 

PA 5H:  Average Call Duration 

Assess and report how long, in minutes, the average customer call experience is.  

PA 5I:  Call Agent Utilization 

Assess and report if there are enough resources to handle the calls. Calculated by [(average call duration * total 
number of calls to the service desk)/60]/available call agent labor hours 

PA 5J:  Call Abandon Rate 

Assess and report the percent of callers who hang up before getting service. Calculated by number of calls 
abandoned/total number of calls to the service desk  

PA 5K: Call Duration Experience  

Assess and report the total time taken to service callers. Calculated by average call duration (minutes) + average call 
waiting (minutes)  
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PA 5L:  Call Waiting Rate 

Assess and report the percentage of total caller time the caller spends waiting. Calculated by average call waiting 
(minutes)/ (average call waiting (minutes) + average call duration (minutes)) 

41.4 ITSM Service Requirements for Service Desk  

41.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

41.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

41.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

41.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

41.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

42.0 Desk Side Support 

42.1 Service Requirements  

Desk Side technical support (also Desk Side support) consists of providing Tier 2 assistance with computer 
hardware, software, or other electronic or mechanical devices.  Desk-side support is usually in support of a trouble 
ticket that has been transferred from the initial Help Desk trouble shooting (Tier 1) to personnel who can make an 
on-site assessment and resolve the technical issue with their more in depth skills. (Tier 2 support is generally issue 
based rather than training or customization focused.)    

Desk Side Service is any touch labor activities required to address incident management, problem management, 
event management, access management, asset management, request fulfillment (to include Move Add Change 
activities) and release and deployment management (up to 10 new computer installs per task order).  Desk side 
service will include any coordination activities (e.g., activation of LAN router port, cycling power on LAN devices).  
Desk Side Service does include on-site remote and / or VSSD sites via a centralized process.  Desk Side service is 
an extension of the service desk to the field when touch labor is required.  Desk Side support uses the same SLA as 
service desk without any delays unless there is an action required by the government.  Desk side support is also an 
extensive of the transition team when minimum changes are being made.  

42.1.1 NGEN Requirements Document Section 6.11.1 Fixed Workstation (available 
on all supported networks) Page 180 

NGEN will provide a Fixed Workstation available on all supported networks, which shall comprise a set of IT 
characteristics (for example, hardware and software, file share services, maintenance, refreshment, administration, 
network access, customer support, relocation, and training). 

42.1.2 NGEN Requirements Document Section 6.11.2 Thin Client—Fixed 
Workstation (available on all supported networks) Page 181 
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NGEN will provide a Fixed Workstation available on all supported networks, which will comprise a set of IT 
characteristics (for example, hardware and software, file share services, maintenance, refreshment, administration, 
network access, customer support, relocation, and training). 

42.1.3 NGEN Requirements Document Section 6.11.4 Portable Workstation 
(available on all supported networks) Page 183 

NGEN will provide Portable Workstations available on all supported networks. Portable workstation (laptop) 
managed services (including network services, which are included with the laptop) will comprise a set of IT 
characteristics (for example, hardware and software, file share services, maintenance, refreshment, administration, 
network access, customer support, relocation, and training). 

42.1.4 NGEN Requirements Document Section 6.11.5 Deployable Workstation 
(available on all supported networks) Page 184 

NGEN will provide a Deployable Workstation available on all supported networks. This workstation will meet all 
the requirements for a fixed workstation. “Deployable” means that the workstation will be periodically deployed and 
used in an expeditionary or field environment where the workstation will be subjected to rough handling and 
climatic extremes. Deployable workstations will be capable of interfacing with and being reconfigured for 
compatibility with IT-21/CANES shipboard networks, ONE-NET, and the Marine Corps Tactical Network 
(MCTN). Worldwide support for deployed equipment and software to meet the service level must be provided. 
Reconfiguration (if required) for return and interface with NGEN must be rapid and able to be performed by the user 
or qualified unit administrator. NGEN shall supply spares to facilitate deployed operations. Current detailed 
requirements and other documentation for this service are in IATS and NMCI documentation. Until a single OS 
build is acceptable on all networks, consideration should be given to supporting the reconfiguration requirement 
through virtualization technologies or swapping hard drives. These workstations will be refreshed every 48 months. 

42.1.5 NGEN Requirements Document Section 6.11.6 Deployable Portable 
Workstation (available on all supported networks) Page 185 

NGEN will provide a Deployable Portable Workstation available on all supported networks.   This workstation 
meets all the requirements for a portable workstation. “Deployable” means that the workstation will be periodically 
deployed and used in an expeditionary or field environment where the workstation will be subjected to rough 
handling and climatic extremes. Deployable portable workstations shall be capable of interfacing with and being 
reconfigured for compatibility with IT-21 shipboard networks, ONE-NET, and MCTN. Worldwide support for 
deployed equipment and software to meet the service level must be provided. Reconfiguration (if required) for 
return and interface with NGEN must be rapid and able to be performed by the user or qualified unit administrator. 
NGEN shall supply spares to facilitate deployed operations. Current detailed requirements and other documentation 
for this service are in IATS and NMCI documentation. Until a single OS build is acceptable on all networks, 
consideration should be given to supporting the reconfiguration requirement through virtualization technologies or 
swapping hard drives. These workstations will be refreshed every 48 months. 

42.1.6 NGEN Requirements Document Section 6.11.9.4 Command and Control 
(C2) Workstation Upgrade Package Page 191 

NGEN Block 1 will provide a C2 workstation upgrade package that adds significantly enhanced availability, 
reduced network loading, greater maintenance responsiveness, and a greater level of real-time operations for a 
significant number of information producing and collecting systems beyond the requirements of a base workstation. 
The level of service required for the C2 Workstation upgrade package is equivalent to LOS 3 in the updated NMCI 
SLAs. 

42.1.7 NGEN Requirements Document Section 6.12.6.5 Optional Capabilities Page 
214 

NGEN Block 1 will provide capability to order COTS software or hardware peripherals associated with data, voice, 
and video services to support requirements beyond the basic services through a catalog. NGEN will provide a 
catalog of hardware and software for specialized tasks. Software options will be pre-integrated and available for 
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immediate access when ordered. All items in the catalog will be integrated and interoperate with all basic and 
optional services. Integrated services will include maintenance, upgrades, initial training, and access to the Service 
Desk. The Service Desk will support these optional services and hardware. Addition and removal of items from the 
catalog will be upon the approval of PM-NGEN and/or the NGEN Contracting Officer, depending upon acquisition 
method. Items to be included in this catalog may include, but not be limited to, docking stations/port replicators, 
personal desktop computers, laptops, printers, project management software, copiers, scanners, facsimile machines, 
PDAs, automated control sensors, collaborative services and planning, workflow management, multi-line 
telephones, printer toner cartridges, and portable workstation wireless dial-in. Additionally, COTS software not 
provided as standard office automation and various consumable items, such as printer drums, should be evaluated 
for support through the catalog. 

42.1.8 NGEN Requirements Document Section 6.12.6.6 End-user problem 
resolution Page 215 

In addition to problem-resolution performance measures adapted from current expectations for NMCI, it is 
recommended that appropriate availability (Threshold = 99.7 percent and Objective = 99.99 percent for LOS 2 and 
LOS 3) be selectively used by NGEN Block 1. 

42.1.9 NGEN Requirements Document Section 13.3.15 Computer Resources 
Support  Page 235 

Computer Resources Support (CRS) is the facilities, hardware, software (system software and support software), 
software development and support tools, documentation, personnel, training or other resources necessary to operate 
and support embedded computer systems and software intensive systems. A CRS analysis is conducted to determine 
all factors necessary to support a system’s computer hardware and software, including utilities, security, 
environment, and data storage. This analysis is used to develop a CRS support plan. 

42.2 Derived Requirements 

42.2.1 NMCI Contract:   Legacy Systems Support, page 127:  Item 0029 (and 0129 
if option is exercised):  

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Legacy Systems Support: Legacy systems support provides initial integration services for emerging operational and 
functional systems to enable them to run on NMCI. Legacy system support can also provide additional services 
beyond basic integration. These additional services provide a range of options that include, but are not limited to, 
operations and maintenance support, database management, and training, if ordered. 

42.2.2 NMCI Contract Waterfront Support, page 153   

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

This item provides elevated NMCI support services, consisting of continuous technical support and rapid 
remediation in the event of failures, for NMCI data seats within the NMCI service area. This service should be 
ordered for NMCI data seats during high tempo operational events (including wartime, contingency operations, 
exercises, and other events where the NMCI user requires an elevated level of support) as well as to support certain 
Command Center operations and high-ranking officials requiring elevated support and shall consist of a combination 
of certain operational components. 

42.2.3 NMCI Contract Premier Support, page 162:  Item 0053AA and 0153AA  
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NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

This item provides elevated NMCI support services, consisting of continuous technical support and rapid 
remediation in the event of failures, for NMCI data seats within the NMCI service area. This service should be 
ordered for NMCI data seats during high tempo operational events (including wartime, contingency operations, 
exercises, and other events where the NMCI user requires an elevated level of support) as well as to support certain 
Command Center operations and high-ranking officials requiring elevated support and shall consist of a combination 
of certain operational components.    

42.2.4 NMCI CONTRACT VIP Service   

NGEN has the same requirements as NMCI listed below.  These requirements will not substantially change under 
NGEN and will be incorporated and/or included as requirements for some or all of the NGEN service providers. 

 

Defined NMCI users in key management and leadership positions may receive enhanced Help Desk Service Support 
at no additional service charge to the DON. For the purpose of identification they are referred to as Executive VIPs 
and VIPs.   Since this support is being provided at no additional charge, service is provided to users identified as   
Executive VIPs and/or VIPs.   

42.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

42.3.1 KPP 1:  System Availability 

Threshold: 

• Critical services >_99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical services ≥ 95% 

42.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

NGEN must support Net-Centric military operations:  NGEN must be able to enter and be managed in the network, 
and exchange data in a secure manner to enhance mission effectiveness.  NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a Net-Centric military 
capability. 

42.3.3 KPP 3:  System Performance 

Not Applicable 

42.3.4 KPP 4 Network Availability   

Not applicable 

42.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 
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• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.   End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

42.4 ITSM Service Requirements for Desk Side Support 

42.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

42.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

42.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

42.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

42.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

43.0 SEI Segment 

Services include: 

• NGEN Testing 

• Network Operations and IA Training 

• End User Training 

44.0 NGEN Testing 

The NGEN Testing service will encompass the broad aspects of testing scope, objectives, and schedules, and bring 
together the specialists to manage and conduct the NGEN testing requirements on both the unclassified and 
classified enterprises. Entities include the NGEN Test and Evaluation Manager/Director, the NGEN Contractor, 
DON Major Commands and Claimants, and USMC Operational T&E, and Tactical Systems Support Activities, as 
well as the various other test groups and sites that will be involved. 

The subsets of establishing the testing services consist of: 

• Infrastructure Component - the process of ensuring components included are compatible and supply the 
functions necessary to aid in maintaining the network. 

• Application Portfolio - the two major application portfolio elements that will be tested are the enterprise 
applications component and the client applications component. 

• Changes to Client Applications Components and Government client legacy applications - addresses how 
client Gold Build and components are tested and certified. 
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• Integration - exercises a combination of previously “certified” applications against the base build and each 
other and addresses performance/stress testing. 

• Production Pilot – tests the bridge between Integration and Validation testing. 

• Production Support - tests the bridge between the process and procedural gaps crossing applications 
development, technical support, and operational areas for application implementation control and support 
services. 

• NGEN Operational Test and Evaluation (OT&E) support is tasked with the testing and evaluation of new 
networking, storage, data center, security, information assurance, workstation, and architecture design 
services and assessing the capabilities of these new services to meet USN and USMC warfighter needs. This 
will include both classified and unclassified enterprises. NGEN OT&E support provides decision makers with 
accurate, balanced, and complete assessments of mission capabilities. From concept development to system 
fielding, NGEN OT&E support maintains an operational focus to ensure USN and USMC warfighters have 
"the right tools to win tomorrow’s battles".  

• NGEN Interoperability Testing involves conducting tests in the NGEN environment for infrastructure, 
devices, software, etc. that will interact with the Joint and DON environment to ensure compatibility with that 
environment. This includes establishing roles and responsibilities and identifying benchmarks for expected 
results. Scoping the requirements is critical, creating testing Scenarios, and knowing the data requirements. 

• NGEN Security Testing supports the security assessment process by determining the extent to which security 
controls in the system are implemented correctly, operating as intended, and producing the desired outcome 
with respect to meeting NGEN security requirements for the NGEN systems. Also, this function addresses 
specific actions to be taken or scheduled to correct deficiencies in the system controls and to reduce or 
eliminate known vulnerabilities in the NGEN systems. Security Testing spreads across all testing areas, 
which is the process of determining the extent to which security controls in the system are implemented 
correctly, operating as intended, and producing the desired outcome with respect to meeting NGEN security 
requirements for the NGEN systems.   

• The Research and Development Test Laboratory (Integration and Test Laboratory) is an integration and test 
facility where the Navy and Marine Corps performs acceptance and developmental testing of off-the-shelf 
enterprise software.  The integration and test laboratory tests, certifies and pushes acceptable enterprise 
software out to the user base on the enterprise.  The Integration and Test Laboratory will manage, model, and 
advance the research of next-generation computing hardware and software in accordance with the NGEN 
master release plan. The Integration and Test Laboratory will support and review the changes and 
improvements required from the results of trouble tickets, equipment obsolescence, and new user operational 
requirements when testing is required.  Technical adviser functions would be preformed in the R&D lab on a 
case by case basis by any of the government governance staff when required. 

• Precertification Testing/Evaluation evaluates the application release to ensure its compliance with the NGEN 
software configuration and operating environment standards.   Evaluation and Testing is the Quality 
Assurance process for IT Services. It applies to all new or applications being introduced into the NGEN 
enclave. It ensures that the application is fit for purpose and meets the established requirements and business 
needs. 

44.1 Service Requirements 

44.1.1 NGEN Requirements Document Section 6.6, Page 108:  (Information 
Assurance) 

NGEN will provide information assurance in compliance with DoD’s net readiness requirements. NGEN IA is to 
ensure all appropriate security measures are in place to protect system data and resources from all known threats. 
NGEN will be in full compliance and remain consistent with the most recent IA requirements in DoD 8500 series 
and CJCS 6510 series directives, instructions and manuals. NGEN will be in full compliance and remain consistent 
with the most recent IA requirements for NNPI in NAVSEA Instruction 5511.32 series. 

44.1.2 NGEN Requirements Document Section 6.6.3, Page 113:  (Availability) 

Availability ensures that authorized users have timely, reliable access to data and information services. DoD 
instructions address systems from the perspective of Mission Assurance Categories (MAC). All of NGEN, with the 
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exception of specific B3 COIs (based upon agreement between the B3 COI claimant and the NETWARCOM or 
MCEN DAA), will be maintained at a minimum as a MAC Level II system. All portions of NGEN that support LOS 
3 Command and Control capabilities in any way will be maintained at a minimum as a MAC Level I system. 
Specific availabilities for all services will be established based upon values in the referenced documentation for this 
Requirements Document or NNWC N5 (if more restrictive or not already established) and monitored as 
performance measures or as part of the NGEN metrics-monitoring program. See Appendix KK for thresholds and 
objectives for Availability. The detailed specifications found in the appendix support the acquisition effort by 
providing a framework for consideration of service level offerings and capabilities to be provided in a given NGEN 
acquisition segment. At times, the threshold and objective values will require additional input from organizations 
across the DON, to include FAMs and other NNE governance bodies. 

On-Time Readiness: NGEN will provide the capability to ensure that information and resources are in place and 
ready for use when needed to perform the mission, and provided in time to be used to perform that mission.  

44.1.3 NGEN Requirements Document Section 6.6.7, Page 118 (Computer Network 
Defense) 

Minimum set of IA and CND technologies recommended for federal and DoD systems. Patch Management acquires, 
tests and applies multiple patches to one or more computer systems. 

44.1.4 NGEN Requirements Document Section 6.9.7, Page 136 (Availability 
Management) 

NGEN shall receive business and warfighting requirements for availability, establish the framework to review 
availability of business/operational systems, catalog them, and ensure that proper technical contingency plans (to 
complement business and warfighting contingency plans) are in place and tested on a regular basis to ensure that 
business and warfighting services are restored as quickly as possible in the event of an IT infrastructure-component 
failure. 

44.1.5 NGEN Requirements Document Section 6.9.14, Page 145 (Service 
Validation and Testing) 

Service Validation and Testing is the Quality Assurance process for IT Services. It applies to all new or changed 
services. It ensures that a service is fit for purpose and meets the established requirements and business needs. As 
the quality assurance process, Service Validation determines the appropriate testing process for new or changed 
services. It identifies items to be tested, defines success criteria, develops the test cases and performs the testing 
activities. The objectives of Service Validation and Testing are:  

• Provide confidence that a release will create a new or changed service or service offerings that deliver the 
expected outcomes and value to customers within project costs, capacity, and constraints. 

• Validate that a service is “fit for purpose” (that it will deliver the required performance with desired 
constraints removed). 

• Assure that a service is “fit for use” (it meets certain specifications under the specified terms and conditions 
of use). 

• Confirm that customer and stakeholder requirements for new or changed service are correctly defined, and 
remedy any errors or variances early in the service lifecycle (since this is considerably cheaper than fixing 
errors in production). In such cases, the release can be pre-defined, built, and tested, but only deployed on 
request by those who want the release. Upon deployment, the CMS will have to be updated to reflect the 
change. Where appropriate, software license checks/updates will also be necessary. 

44.1.6 NGEN Requirements Document Section 6.11, Page 171 (Data 
Workstations) 

Further research/evaluation will be required to determine the core set of performance tests and their specific values 
that will need to be met or exceeded to meet the net-centric warfare requirements for responsiveness across a wide 
range of operations—typical response times are in the millisecond-to-second range, which will require that 
background and IA operations not interfere with user programs. 
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44.1.7 NGEN Requirements Document Section 6.11.1, Page 172 (Fixed 
Workstation) 

NGEN will provide a fixed workstation available on all supported networks that must be able to meet a core set of 
performance tests when fully loaded, with all security software operating over a non-optimized, high-latency link.  

44.1.8 NGEN Requirements Document Section 6.11.2, Page 173 (Thin Client—
Fixed Workstation) 

NGEN will provide a thin client-fixed workstation available on all supported networks, in which each workstation 
configuration must be able to meet a core set of performance tests when fully loaded, with all security processes 
operating, over a non-optimized, high-latency link. 

44.1.9 NGEN Requirements Document Section 6.11.4, Page 175 (Portable 
Workstation) 

Each configuration must be able to meet a core set of performance tests when fully loaded, with all security software 
operating, over a non-optimized, high-latency link, as well as specific performance tests over DoD approved IA 
secured wireless, cable, DSL, and dial-up connections.  Each configuration must be available on all supported 
networks. 

44.1.10 NGEN Requirements Document Section 6.11.8, Page 179 (Remote Access 
Portal) 

Each configuration must be able to meet a core set of performance tests when fully loaded, with all security software 
operating, over a non-optimized, high-latency link to specified DoD sites as well as specific performance tests over 
DoD approved IA secured wireless, cable, DSL, and dial-up connections. The security requirements surrounding 
remote access are very dynamic. Each configuration must be available on all supported networks. 

44.1.11 NGEN Requirements Document Section 12.3.1, Page 219 (Logistics Total 
Life Cycle Management Support) 

NGEN’s Logistics TLCM process as implemented will ensure that all lessons learned from the IOC phase of the 
program have been updated and reviewed accordingly. Any issues and concerns identified that adversely affect FOC 
installation and deployment will be eliminated and/or have provisions for mitigation so as not to degrade the ability 
to successfully perform the intended mission. 

As directed by policies and directives, other Don organizations will provide support in their respective areas of 
expertise. It will also ensure that all minor and major test incidents disclosed at IOC installation, testing, and 
deployment operations have been resolved and/or provisions for resolution have been implemented with verifiable 
and validated results. 

44.1.12 NGEN Requirements Document Section 12.3.2, Page 219 (Prerequisites 
for Full Operation Support) 

The MCS will provide the necessary asset visibility to ensure that all developmental, operational, and test and 
evaluation issues have been resolved, and/or provisions for resolution have been made. 

44.1.13 NGEN Requirements Document Section 12.3.3, Page 219 (Criteria for Full 
Operation Capability) 

NGEN will be authorized for FOC when all Test and Evaluation (T&E) requirements have been documented, 
verified, and validated; provisions made to accomplish all training and associated NET; and authentication of all 
hard and soft copy technical manuals, IETMs, COTS manuals, and catalogs completed; the requirements are made 
available to the user/operator and maintainers; spares and repair parts, associated kits, basic sustainment equipment 
needed in the quantities are made available; and all other aspects of Logistics TLCM requirements have been met. 
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44.1.14 NGEN Requirements Document Section 13.3.10, Page 226 (Demonstration 
and Documentation) 

A supportability test and evaluation strategy will be developed along with objectives, resources, procedures, and 
schedules to document, demonstrate, and validate support characteristics, and to support equipment performance 
specifications. The performance of a supportability assessment during Operational Testing and Evaluation (OT&E) 
will validate, demonstrate, and verify sustainment planning. Documentation will be developed as part of the 
supportability analysis process to 1) demonstrate the validity of support analyses, 2) support sustainment planning 
decisions, 3) maintain the accuracy of the informational products developed as a direct result of the supportability 
analyses, and 4) support the assessment of alternative concepts and proposed design changes to NGEN. 

44.1.15 NGEN Requirements Document Section 13.3.13, Page 227 (Test and 
Evaluation) 

Test and Evaluation (T&E) support will be provided for all phases of the NGEN’s life cycle. A Test and Evaluation 
Master Plan (TEMP) will be prepared that details all requirements for testing; the different level of testing that will 
be required and types; the preparation, review, and T&E Report submission requirements and review; and Test 
Readiness Reviews (TRRs), etc. 

44.2 Derived Requirements 

44.2.1 NetOps CONOPS, Sec 9.1 (ITIL Service Transition) 

The ITIL management processes that support the transition to a service are: 

• Change Management.  Processes that ensure changes are evaluated, authorized, prioritized, planned, tested, 
implemented, documented and reviewed in a controlled manner.   

• Release Management:  Processes that deploy both new services and changes to existing services into the 
enterprise and establish effective use of these services in support of operations\ 

• Configuration Management:  Processes that document and control the components of IT services and 
maintain accurate information on the historical, current, and planned state of these services and their 
underlying components.  [Annex P contains a more detailed discussion of configuration management.] 

44.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

44.3.1 KPP 1: System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

PA 1A: Pre-certification Testing – Steps to certification 

• Functional Area Manager (FAM) Approval. 

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (NETWARCOM 
for USN and MCEN for USMC). 

• Application fully functions on current NGEN end-user platform. 

• Application does not conflict with Core set of applications. 

PA 1B: Pre-certification Testing – Management of Distributed Application Test 
Labs 

Configuration Management:  Implement a collection of processes, tools and governance that creates a single control 
point that maintains the Configuration Management of distributed Application Test Labs.  Items to bring under CM 
to include: 
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• Standardized Test Procedures 

• Standardized entrance and exit test criteria 

• Standardized lab configurations: equipment, equipment configurations, IAVAs, Group Policy Objects 
(GPOs), etc. 

• Standardized lab infrastructure: use of standardized application virtualization tool, standardized connectivity 
to live Navy and USMC production environments. 

• Standardized metrics collection and reporting 

Establishing satellite application test labs:  Satellite application test labs will be stood up to support surge demand 
for application pre-certification.  Locations and the operational duration will be determined by the needs of the 
application development community.  Satellite test labs will be meet the following criteria: 

• Capable of standing up a fully operational test lab within 2 weeks from start 

• Comply with all application test lab SOPs, common processes, tools, metrics collection and reporting.  In 
other words, satellite test labs will be an identical replication of primary test lab(s) in order to maintain 
consistency and quality control. 

• Must have a standing Interim-Authority-to-Connect (IATC) or Authorization-To-Connect (ATC) granted by 
the DAAs (NETWARCOM for USN and MCEN for USMC) for prior approval of a standard operating test 
environment. 

Application Test Lab Environment:  

• Physical Space for 50 Test Cells 

• Connectivity to NMCI/NGEN and USMC COI 

• Connectivity to public internet 

• 30 Test Cells initially and scalable to 50 

• 60 NGEN end-user workstations (at least 2 of each current platform - Test cell contains two workstations) 

• 8 programmable 20 port network switches 

• 30 5 port hubs 

• 4 rack mounted servers 

• 3 TB SAN Storage 

• HP Radia Advanced Publisher software (or comparable software) 

• Wildpackets OmniPeek software 

• Server Virtualization Software 

• Application Virtualization software – Softgrid  (or comparable software) 

• SQL Server software 

• Application Testing software - such as HP-Mercury 

• 20 FTE Software Test Engineers 

For each directory domain controller, allocate at a minimum the following amount of space: 

• 500 MB for Active Directory (or comparable system) transaction logs 

• 500 MB for the drive containing the SYSVOL share 

• 1.5 GB to 2 GB for the Windows Server 2008 operating system (or comparable system) files 

• 0.4 GB of storage for every 1,000 users in the directory for the NTDS.dit drive 

Domain controllers running as global catalog servers will need additional disk space allocated if the forest contains 
more than one domain. For a given global catalog server, the additional space requirement is 50 percent of the 
recommended disk space for each additional domain outside of the global catalog server’s own domain.  

The minimum required memory allocation for a domain controller is 2GB for >1000 Users. 

Implement 32 bit hardware and OS or better with the ratio of one Dual-Core CPU per 8000 users on Domain 
Controllers (or comparable system) utilized for only authentication. 

Implement 32 bit hardware and OS or better on Global Catalog (GC) servers in exchange sites at a ratio of 1 GC 
CPU core for every 8 Exchange Server CPU cores. 
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PA 1C: R&D (Integration) Testing – Steps to certification 

• Functional Area Manager (FAM) Approval. 

• Interim Authority To Operate (IATO) or Authority To Operation (ATO) granted from DAA (NETWARCOM 
for USN and MCEN for USMC). 

• Application fully functions on current NGEN end-user platform. 

• Application does not conflict with Core set of applications. 

PA 1D: R&D (Integration) Testing – Management of Distributed Integration Test 
Labs 

Configuration Management:  Implement a collection of processes, tools and governance that creates a single control 
point that maintains the Configuration Management of distributed Integration Test Labs.  Items to bring under CM 
to include: 

• Standardized Test Procedures 

• Standardized entrance and exit test criteria 

• Standardized lab configurations: equipment, equipment configurations, IAVAs, Group Policy Objects 
(GPOs), etc. 

• Standardized lab infrastructure: use of standardized application virtualization tool, standardized connectivity 
to live Navy and USMC production environments. 

• Standardized metrics collection and reporting. 

Integration Test Lab Environment: 

• Physical Space for 50 Test Cells 

• Connectivity to NMCI/NGEN and USMC COI 

• Connectivity to public internet 

• 60 NGEN end-user workstations (at least 2 of each current platform - Test cell contains two workstations) 

• 8 programmable 20 port network switches 

• 30 5 port hubs 

• 4 rack mounted servers 

• 3 TB SAN Storage 

• HP Radia Advanced Publisher software (or comparable software) 

• Wildpackets OmniPeek software 

• Server Virtualization Software 

• Application Virtualization software - Softgrid 

• SQL Server software (or comparable software) 

• Application Testing software - such as HP-Mercury 

• 20 FTE Software Test Engineers 

PA 1E: Supportability 

A supportability test and evaluation strategy will be developed along with objectives, resources, procedures, and 
schedules to document, demonstrate, and validate support characteristics, and to support equipment performance 
specifications. The performance of a supportability assessment during Operational Testing and Evaluation (OT&E) 
will validate, demonstrate, and verify sustainment planning. Documentation will be developed as part of the 
supportability analysis process to: 

• Demonstrate the validity of support analyses  

• Support sustainment planning decisions  

• Maintain the accuracy of the informational products developed as a direct result of the supportability analyses   

PA 1F:   Interoperability Testing 

Interoperability with Joint/DON network capabilities 
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PA 1G:  Enterprise Interoperability 

Enterprise Interoperability - Navy and Marine Corps NGEN users can login to their accounts and have full access to 
their data and services at either Navy or Marine Corps NGEN computers. 

PA 1H: NGEN Reference Model 

NGEN materiel solutions were developed using a Reference Model, which implements GiG standards, ensuring 
interoperability between NGEN, CANES, MCEN, and other GiG nodes. The NGEN RM relates to other RMs (e.g., 
NCOW and MCEITS) and is comprehensive enough to ensure that it addresses all aspects of potential materiel 
solutions. 

PA 1I: Support to C2 

DoD initiatives to develop NCES and NECC will provide applications that can ride on NGEN or CANES and 
support C2. 

PA 1J: Security Testing   

Security Testing is spread across all testing types to ensure IA requirements are met. 

PA 1K:  Information Assurance  

The DON must embrace a risk management approach that balances the importance of the information and 
supporting technology to DON missions against documented threats and vulnerabilities; the trustworthiness of users 
and interconnecting systems; and the effectiveness of IA solutions. 

PA 1L:  IA Objectives 

The objective of the Information Assurance Program required by DoDD 8500.1, “Information Assurance” and DoDI 
8500.2, “Information Assurance Implementation,” and the processes described in DoD Instruction 5200.40, “DoD 
Information Technology Security Certification and Accreditation Process (DITSCAP)” and DoDI 8510.bb, 
“Department of Defense Information Assurance Certification and Accreditation Process (DIACAP) Instruction” is 
to ensure that all DoD information systems maintain the appropriate levels of confidentiality, integrity, availability, 
authentication, and non-repudiation that reflect a balance among the importance and sensitivity of the information 
and information assets; the documented threats and vulnerabilities to the system; the trustworthiness of users and 
interconnecting systems; the impact of impairment or destruction to the DoD information system; and cost-
effectiveness. 

PA 1M: Management support to C&A 

Provide management support for processes and procedures that lead to development of C&A documentation and 
artifacts, and make recommendations on ATO/IATO/IATT/DATO/ATD   

PA 1N:  C&A Process 

In accordance with DoDI 8510.01, establish a C&A process to manage the implementation of IA capabilities and 
services and provide visibility of accreditation decisions regarding the operation of DoD ISs, including core 
enterprise services and Web service based software systems and applications. 

PA 1O: Authentication Services  

Identification and specification of a contractor proposed test portal environment that is compliant with the DoD PKI 
implementation memos and directives. 

PA 1P:  IA Standards Requirement   

Provide authentication as specified in DEPSECDEF Memo DoD PKI Implementation, dated 9 April 1999 (and any 
future changes to reference), any PKI employed within DoD Services and Agencies shall be the DoD PKI. 
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Specifically, the high-assurance PKI based in FORTEZZA and the medium-assurance PKI based on X.509 Version 
3 certificates shall be used within NGEN. 

PA 1Q: PKI/CAC  

Provide authentication services in accordance with the SECDEF memo dated 10 November 1999 (and any future 
changes to reference), the primary carrier of the DoD medium-assurance PKI credentials will be the Common 
Access Card (CAC), a smart card, and ALT Token. 

PA 1R:  Implement IA  

In accordance with this policy, all PKI-enabled applications for NGEN must be compatible with the DoD PKI, and 
authorized DoD certificate authorities must issue all certificates. NGEN shall perform PKI management functions, 
including user registration and derived key management activities. NGEN will also support ECA Certifications for 
access to restricted sites in the DoD DMZ by authorized personnel who do not require a CAC for network logon or 
physical access. PKI/CAC authentication for administrators and for NGEN SIPR will be delayed until future Blocks. 

PA 1S:  User Credentials  

NGEN will provide the capability to ensure that only users with sufficient credentials are given access to particular 
networks and/or systems. 

PA 1T: Authorization - Permission  

NGEN will provide the capability to ensure that only users with sufficient permissions are given access to particular 
systems, applications, information, and/or data. 

PA 1U: Non-Repudiation - Identity Proof  

NGEN will provide the capability to assure that the delivery sender and the recipient are provided with proof of the 
sender’s deny having processed the data. 

PA 1V:  Compliance 

Accordingly, a number of COIs have additional specific security requirements that must be integrated into NGEN 
security. 

PA 1W:  No Unauthorized Disclosure 

NGEN will provide the capability to hold sensitive data in confidence, limited to an appropriate set of individuals or 
organizations, and the ability to ensure that information is not disclosed to unauthorized persons, processes, or 
devices. 

PA 1X: Integrity—No Unauthorized Changes in Information and Resources 

NGEN will provide the capability to ensure information and related IT resources are maintained in a sound, 
unimpaired, and integral state or condition. This service will ensure that information is not modified or destroyed by 
unauthorized persons, processes, or devices. 

PA 1Y:  Computer Network Defense 

Employ IA Actions - NGEN will conduct CND protection and information assurance protection activities, including 
the ability to take deliberate actions to modify an assurance configuration or condition in response to a CND alert or 
threat information. 

PA 1Z: Monitor and Analyze  

NGEN will establish monitoring, analysis, and detection activities, including trend and pattern analysis, as called for 
by multiple disciplines within the DoD, e.g., network operations, CND services, intelligence, counterintelligence, 
and law enforcement. CND response can include recommendations or actions by network operations (including 
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information assurance), restoration priorities, law enforcement, military forces, and other U.S. Government 
agencies. 

PA 1AA: Network Security 

NGEN shall provide a capability to protect information from unauthorized disclosure (confidentiality), modification 
(integrity), availability (denial of service), and secure access. It also shall provide the capability to invoke 
IA/Security for authentication, confidentiality, integrity, and access control. 

PA 1AB: Security Compliance 

The Provider shall comply with the Security Agreement (DD Form 441), including the National Industrial Security 
Program Operating Manual (DoD 5220.22-M); and any revisions to that manual. 

PA 1AC: Transition 

NGEN will accept a contractor proposal that provides a seamless transition from NMCI "as is" to NGEN with "no 
harm done."  “All NGEN” deployment implies that all existing NMCI capability will be replaced at award. 

PA 1AD: Alpha and Beta Testing 

NGEN will have a service provider provide a test portal environment so the provider can conduct "alpha" and "beta" 
testing in the process of deploying services to NGEN. 

PA 1AE: Contractor T&E Plan 

The contractor will provide a test portal layout diagram, operating procedures, and testing tools listing. 

PA 1AF: Service Validation and Testing  

Provides the quality assurance process for IT services:  The quality assurance process will apply to all new or 
changed services. It will ensure that a service is fit for its purpose and meets the established requirements and 
business needs. As the quality assurance process, service validation determines the appropriate testing process for 
new or changed services. It identifies items to be tested, defines success criteria, develops the test cases and 
performs the testing activities.  It includes successful completion of contractor "alpha" and "beta" testing and a 
resulting interim and final approval to operate/DIACAP certification. 

PA 1AG: Criteria for Full Operational Capability  

The criteria for Full Operational Capability (FOC) includes demonstration through successful developmental testing 
that NGEN services are ready for delivery to the network and fully supported manner. NGEN will be authorized for 
FOC when all Test and Evaluation (T&E) requirements have been documented, verified, and validated; provisions 
made to accomplish all training and associated NET; and authentication of all hard and soft copy technical manuals, 
IETMs, COTS manuals, and catalogs completed; the requirements are made available to the user/operator and 
maintainers; spares and repair parts, associated kits, basic sustainment equipment needed in the quantities are made 
available; and all other aspects of Logistics TLCM requirements have been met. FOC includes obtaining interim and 
final approval to operate/DIACAP Certification. The testing process will be satisfactorily conducted and completed 
in accordance with the NGEN TEMP. FOC includes successful completion of contractor "alpha" and "beta" testing. 

PA 1AH: Test and Evaluation  

Test and Evaluation (T&E) support will be provided for all phases of the NGEN’s life cycle. A Test and Evaluation 
Master Plan (TEMP) will be prepared that details all requirements for testing; the different level of testing that will 
be required and types; the preparation, review, and T&E Report submission requirements and review; and Test 
Readiness Reviews (TRRs), etc. 

PA 1AI:  Integrated Service Transition Plan 

Provide an integrated plan that aligns Service Transition plans for all providers and consumers of NGEN services. 
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PA 1AJ: Boundary 3 (B3)  

NGEN will provide and manage the Boundary 3 (B3) logical boundary between COIs and the host level, which are 
used to protect COI assets and users (e.g., NCIS and NNPI) from other NGEN assets, or NGEN assets from assets 
within COIs that are operating with lower security (such as software application development and testing 
environments).  To meet this requirement, a logical perimeter is established around the COI using “Defense in 
Depth” IA mechanisms. The NETWARCOM or MCEN DAA shall approve the Boundary 3 architecture and 
individual hardware and software components and settings through the current C&A process. The principal 
Boundary 3 interfaces can range from a VLAN to the equivalent of a B2 suite. The current types of approved 
versions of B3s (the NCIS COI, the unclassified NNPI (U-NNPI) COI, and the classified NNPI (c-NNPI) COI) are 
detailed in NMCI Development Documents on IATS. 

PA 1AK: Remote Access Portal (available on all supported networks)  

Each configuration must be able to meet a core set of performance tests when fully loaded, with all security software 
operating, over a non-optimized, high-latency link to specified DoD sites as well as specific performance tests over 
DoD approved IA secured wireless, cable, DSL, and dial-up connections. Identification and specification of a 
contractor proposed test portal environment that is compliant with the DoD Remote Access implementation 
guidelines, memos, and directives.  Interim and final approval to operate/DIACAP certification will be required. 

44.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authority 
(DAA) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: Net-Centricity 

NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed in the network, 
and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously provide 
survivable, interoperable, secure, and operationally effective Information exchanges to enable a Net-Centric military 
capability. 

NGEN Capability                                  

• Confidentiality          All NGEN                             

• Integrity                            All NGEN                              

• Availability (includes COOP)      All NGEN                              

• Authentication                 All NGEN                              

• Authorization                    All NGEN                               

• Non-repudiation              All NGEN                              

• Computer Network Defense       All NGEN                              
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• Training                              All NGEN    

44.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes 

44.3.4 KPP 4: Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

Networked Print Service predominantly consumes capability from Network Resources.  The Latency and 
Performance Metrics in the LAN, BAN, and WAN tables cited for this acquisition segment must be met in order for 
this service to be successful.  The metrics detailed in this KPP are “end-to-end” metrics that augment the latency and 
performance metrics in the Tables. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

44.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 

No specification required:  Detailed at the Segment Level and the individual services for LAN / BAN / WAN. 

44.4 ITSM Service Requirements for NGEN Testing  

44.4.1 Service Level Specification 
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Further specifications for this attribute will be defined when service design is complete.   

44.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

44.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

44.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

44.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

45.0 Network Operations and IA Training  

Network Operations and IA Training service provides transformational, operationally-focused training for our 
Information Technology (IT) workforce in journeyman and advance level skills to accomplish the Navy, Marine 
Corps, and Joint mission requirements for Information Assurance Training and certification.  This service is training 
for uniformed military services information network administrators while they are shore-based. This Sea to Shore 
Rotational (SSR) training is an operationally focused competency development process to support post A-school 
journeyman through advanced level training at the Enterprise Services locations to trained experienced military IT 
professionals.  This service replaces the NMCI Sea Shore Rotation CLIN 31 (Military Personnel Core Competency 
Development). 

45.1 Service Requirements 

45.1.1 NGEN Requirements Doc 6.13.1 and 6.13.2: Training 

NGEN will provide the training required to ensure positive control of the network and services. NGEN will develop 
a program that delivers individual and team training that supports management, operation, and maintenance of the 
network and services. The training approach will include progressive education, certification related training, and 
on-the job training. The NGEN training environment will also support training and education of personnel not 
assigned to NGEN in order to develop core competencies and provide the path to commercial certifications; i.e., 
Cisco Certified Internetwork Expert (CCIE), Microsoft (MS) Certified Professional (MCP), MS Certified 
Professional + Internet (MCP+Internet).    Provide training and certification programs that support the execution, 
adherence, and institution of IA-tiered requirements for system administrators and end users in accordance with 
8570.1M in support of the network. Security CONOPS: Training and education standards will be established and 
enforced for those who accredit, use, operate and maintain our net-centric environment. A baseline standard for IA 
training will ensure all users, operators, and managers are working from the same framework in protecting the net-
centric environment. A baseline standard IA training program will be accompanied by an enterprise-wide IA/IT 
certification program.  This approach will create the capability to place people with the right skills in the right place 
at the right time. There will be a shift in paradigm from relying primarily on technology to meet and solve IA 
challenges to an equal partnership between technology, training and education and policy to meet those challenges.                                                                                                                                              

Contractor will develop and deliver Information Assurance training in accordance with Current DON, USN, 
USMC,NETC,TECOM guidance and curriculum development manuals and style guides to train the end user on the 
tools and applications required, administer and secure the network aligned to Mission Essential task Lists and Job 
Task Analysis. This training if developed as Electronic- Learning must integrate into existing USN/USMC (LCSM) 
Learning Content Managements System architecture. 

45.1.2 NGEN Requirements Doc 13.3.2: Manpower Management 
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Manpower requirements will be implemented in accordance with systems engineering and personnel integration 
(SEAPRINT) requirements. This will incorporate a systematic and comprehensive program that maximizes system 
performance at minimum cost for personnel, maintenance, and repairs. SEAPRINT will address the requirements of 
seven key areas:  manpower, personnel, training, human systems integration and factors engineering, safety, health 
hazard, and survivability. 

45.2 Derived Requirements 

45.2.1 DON CIO NGEN IM/IT Workforce Strategy 

The DON  (DON Deputy CIO Marine Corps and DON Deputy CIO Navy)IM/IT workforce strategy can be found in 
the Transition of NMCI Military Detachments to NGEN Workforce: DON IA Training DoD 8570.1M: NNWC 
Strategic Plan 2006 -2010 (dated 2 June 2006 - Goal 4), NNE 2016 Strategy v2.1 IT Workforce and Training, DON 
NGEN Security CONOPs (Draft).  

45.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

45.3.1 KPP 1:  System Availability 

• Critical Services > 99.7% 

• Non-Critical services ≥ 95% 

• Critical user access devices ≥ 99.7% 

• Non-Critical user access devices ≥ 95% 

45.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

Net-Ready KPP: NGEN must support Net-Centric military operations: NGEN must be able to enter and be managed 
in the network, and exchange data in a secure manner to enhance mission effectiveness. NGEN must continuously 
provide survivable, interoperable, secure, and operationally effective information exchanges to enable a Net- Centric 
military capability. 

NGEN shall fully support execution of joint critical operational activities identified in the applicable joint and 
system integrated architectures, and the system must satisfy the technical requirements for transition to Net-Centric 
military operations, including: 

• DoD Information Technology and Standards Profile Registry (DISR) mandated GIG IT standards and profiles 
identified in the TV-1 

• DISR mandated GIG Key Interface Parameters (KIP) identified in the KIP declaration table 

• NCOW-RM Enterprise Services 

• Information assurance requirements including availability, integrity, authentication, confidentiality, and non-
repudiation, and issuance of an Interim Approval to Operate (IATO) by the Designated Approval Authorities 
(DAAs) (NETWARCOM for USN and MCEN for USMC) 

• Operationally effective information exchanges; and mission-critical performance and information assurance 
attributes, data correctness, data availability, and consistent data processing specified in the applicable joint 
and system integrated architecture views 

PA 2A: NOC Training  

NGEN will develop a program that delivers individual and team training at the Journeyman to Master level 
supporting management, operation, and maintenance of the network and services. 

KPI 2A: Network Training 

Objective > 99.7% Individual Qualification    

Threshold ≥80% Individual Qualification  (operator and maintainer) of tasks as determined by Job Task Analysis, 
and Front End Analysis  prior to system fielding and/or modernization for the following:  
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• NGEN computing environment training and certification for Information Systems Technicians  

• NGEN Journeyman, and Master Level training for Information Systems Technicians  

• Information System Technician Journeyman Networking Core (NEC 2735) and Advanced Network Analyst 
(NEC 2781) training.  

• NGEN Journeyman and Master Level End to End Networks Team Training for Information Technician and 
Electronics Technician.  

• NGEN Capstone scenario-based training events for 100/200/300 level tasks identified in the applicable 
Common Operating Environment and System Oriented Architecture in a high fidelity trainer for systems 
administration, network analysis, organizational, intermediate, and depot maintenance skills. 

• NGEN Personnel Qualification Standards for systems administration, network analysis, organizational, 
intermediate, and maintenance  skills validated by the fleet enterprise. 

• Level I, II, and III DoD 8570.01M Information Assurance Technical Level Certification. 

45.3.3 KPP 3:  System Performance 

• DNS:  90% < 50msec 

• AD / CRL:  90% < 5 Seconds 

• Web:  95% < 10 Seconds and 99.5% < 40 Seconds 

• E-mail:  95% <1 minute & 99% <4 minutes  

45.3.4 KPP 4 Network Availability   

Network Availability: 

• BAN/LAN: 99.9% 

• WAN: 99.99% 

Network Availability: The percent of time the network is capable of transmitting data as designed among users and 
to/from gateways to external networks and sites. The “network” consists of all cabling, RF links, switches, routers, 
network management, and network defense components, not including user access devices. 

• For LOS 3, neither electrical power loss nor scheduled maintenance should be exempted. 

• For LOS 2, scheduled maintenance should not be exempted, but power loss should be. 

• For LOS 1, standard exemptions would apply, e.g., loss of electrical power and scheduled maintenance. 

BAN/LAN end-to-end measurements will be an aggregate and average by site of BAN/LAN end points and outage 
times; continuous monitoring, 24 hour averaging. 

45.3.5 KPP 5: Problem Resolution 

End User:  

• 90% < 1 hour LOS 3 

• 80% < 2 hours LOS 2 

• 80% < 4 hours LOS 1 

Network:  

• 98% < 1 hour LOS 3 

• 25% < 1 hour LOS 1 and 2 

Problem Resolution 

End user:  Problem resolution of an individual incident is the service provided for resolving “trouble calls” reported 
to the NGEN Service Desk.  End user problem resolution is measured as the percentage of all resolved NGEN 
incidents against identified performance target values. 

Network:  Network Problem Resolution is the service provided for resolving LAN, BAN, WAN and External 
Network incidents (i.e., outages).  Network problem resolution is measured as the elapsed time from the beginning 
of the incident until network connectivity is restored. A network incident is defined as a period of time during which 
the customer cannot use network transport services due to failure of a contractor-provided network device. 
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45.4 ITSM Service Requirements for Network Operations and IA Training 

45.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

45.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

45.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

45.4.4 5Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

45.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 

46.0 End User Training 

Develop and deliver training in accordance with Current DON, USN, USMC, NETC, TECOM guidance and 
curriculum development manuals and style guides to train the end user on the tools and applications required, 
operate, maintain, administer and secure the network aligned to Mission Essential task Lists and Job Task Analysis. 
This training if developed as Electronic-Learning must integrate into existing USN/USMC (LCSM) Learning 
Content Managements System architecture. 

46.1 Service Requirements   

46.1.1 Requirements Document Section 6.13 Training 

NGEN Block 1 will continue to implement the following training capabilities: 

46.1.2 NOC Operations NGEN Requirements Doc 6.13.1 

The following commercial certification opportunities are examples of what may be provided: 

• Cisco Certified Internetwork Expert (CCIE) 

• Microsoft (MS) Certified Professional (MCP) 

• MS Certified Professional + Internet (MCP+Internet) 

• MS Certified Solution Developer (MCSD) 

• MS Certified Systems Engineer (MCSE) 

• Oracle Certified Professional (OCP) 

• Tivoli Certified Consultant (TCC) 

• Tivoli Certified Enterprise Consultant (TCEC) 

• Tivoli Certified Solutions Expert (TCSE) 

• Remedy Skilled Professional (RSP). 

Additional technology and certification offerings should be added as they evolve. 

46.1.3 Requirement: Training—Network NGEN Requirements Document Section 
6.13.1 
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NGEN will provide training to address a Naval Network requirement for positive (Government) control of the 
Network Operating Centers (NOC) and to mitigate the shortage of trained and certified IT personnel; NGEN will 
develop a program that delivers Military/Government Personnel Core Competency Development at major fleet 
concentration areas. The training approach should include progressive education and on-the-job training that assigns 
NOC operational workload to military and Government IT personnel in order to develop core competencies and 
provide the path to certifications. The training should be developed in accordance with ITIL. 

Reference model component: End-User Services 

46.1.4 Requirement Training: Information Assurance Training - NGEN 
Requirements Doc 6.13.2 

Requirement: Training—Certifications 

NGEN will provide training and certification programs that support the execution, adherence, and institution of IA-
tiered requirements for system administrators and end users in accordance with 8570.1M in support of the network. 

46.1.5 Embarkable Workstation Training - NGEN Requirements Doc 6.13.3 

Requirement: Training—Maintenance Certifications 

NGEN will provide certification of Military/Government personnel that perform equipment maintenance on 
embarkable workstations. NGEN will develop any needed curricula to train “embarkees” in the use of NGEN 
equipment in embarked environments, including interoperability requirements. 

46.1.6 End-User Training   NGEN Requirements Doc 6.13.4 

For thresholds and objectives for end-user training see Appendix EEE NGEN Requirements Document Page 421. 

The detailed specifications found in the appendix support the acquisition effort by providing a framework for 
consideration of service level offerings and capabilities to be provided in a given NGEN acquisition segment.  At 
times, the threshold and objective values will require additional input. 

Derived Requirements – End User Training 

46.2 Derived Requirements 

46.2.1 DON CIO NGEN IM/IT Workforce Strategy 

The DON  (DON Deputy CIO Marine Corps and DON Deputy CIO Navy)IM/IT workforce strategy can be found in 
the Transition of NMCI Military Detachments to NGEN Workforce, DON IA Training DoD 8570.1M, NNWC 
Strategic Plan 2006 -2010 (dated 2 June 2006 - Goal 4), NNE 2016 Strategy v2.1 IT Workforce and Training, DON 
NGEN Security CONOPS (Draft) 

46.2.2 NGEN Service Transition,    NetOps CONOPS Section 9.2 

Table 13: Governance, Acquisition, and NetOps Responsibilities for Service Transition 

46.3 Key Performance Parameters, Performance Attributes, and Key 
Performance Indicators 

46.3.1 KPP 1:  System Availability 

Not Applicable 

46.3.2 KPP 2:  Net Ready (Security, Governance, Management) 

PA 2A:  NGEN must support Net-Centric military operations 
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NGEN must be able to enter and be managed in the network, and exchange data in a secure manner to enhance 
mission effectiveness. NGEN must continuously provide survivable, interoperable, secure, and operationally 
effective information exchanges to enable a Net-Centric military capability. 

PA 2B:  Implement end-user training programs for each tier of service (LOS 1–3)  

Increase the efficiency of IT services provided. Provide the training via state-of-the-art training delivery mediums 
(e.g. Service provider LMS and E-learning portals). 

KPI 2B:  Percentage of DON End Users trained  

Threshold: 95% of DON, Objective: 100% of DON 

PA 2C:  Develop training for Mission Essential Tasks 

Map current training deliverables to NNFE Mission Essential tasks and identify/fix gaps. 

PA 2D:  Information Assurance Training  

NGEN will coordinate with DoD to develop a program that ensures that 100% of all DON NGEN users are trained 
and certified to a particular level in accordance with Federal Law, DoD Direction, and DON Policy.  

46.3.3 KPP 3:  System Performance 

Not Applicable 

46.3.4 KPP 4 Network Availability:   

Not applicable 

46.3.5 KPP 5: Problem Resolution 

Not Applicable 

46.4 ITSM Service Requirements for End User Training 

46.4.1 Service Level Specification 

Further specifications for this attribute will be defined when service design is complete.   

46.4.2 Capacity Specification 

Further specifications for this attribute will be defined when service design is complete. 

46.4.3 Availability Specification 

Specifications for this attribute are derived from KPP 4 listed in the NGEN Requirements document and are noted in 
the section above.  Further specifications for this attribute will be defined when service design is complete.  

46.4.4 Security Specification 

Further specifications for this attribute will be defined when service design is complete.  

46.4.5 Continuity Specification 

Further specifications for this attribute will be defined when service design is complete. 
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Appendix B – NGEN Key Interface Profiles (KIPs) Declaration Table (19 September 
2008) 
* Please note that only Transport Family of KIPs (TV-1s) are approved by ISOP and posted on the DISR online.  The Application Enterprise Service and 
Computing Infrastructure Family of KIPs are for information purpose only and forthcoming.  Declaration Table is a composite from the AKO KIP Workspace 
web site (https://www.us.army.mil/suite/page/477323) and the JTIC KIP Declaration Table.  

Key Interface 

Family/Name 
Version 

Applicable 

(Yes or 
No) 

DISR  
Status 

(Emerging or 
Mandated) 

Implementation 

Phase 

(Objective or 

Threshold) 

Consumer 

or Provider 

Implementation 
Issues / KIP  

Options 

Transport 
Family 

V2.2 
12 June 2008 

    
 

UHF SATCOM  No     
C-Band SATCOM  No     
X-Band SATCOM  No     
Ku-Band SATCOM  No     
Ka-Band SATCOM  No     
EHF/AEHF SATCOM  No     
Global Broadcast System 
(GBS) 

 No     

DISN IP Router Network 
Layer (Table H-6 of DISN 
Upgrade KIP) 

 Yes Mandated USN   = Objective;       
USMC = Threshold 

Provider TBD 

DISN IP Router Optional 
Network Interface Feature 
(Table H-7 of DISN 
Upgrade KIP) 

 Yes Mandated USN    = Objective;       
USMC = Threshold 

Provider TBD 

DISN IP Router Physical 
and Data Link Layers 
(Table H-5 of DISN 
Upgrade KIP) 

 Yes Mandated USN    = Objective;       
USMC = Threshold 

Provider TBD 

DISN Multi-Service 
Provisioning Platform 
(MSPP) (Table H-4 of DISN 
Upgrade KIP) 

 Yes Mandated USN    = Objective;       
USMC = Threshold 

Provider TBD 
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Key Interface 

Family/Name 
Version 

Applicable 

(Yes or 
No) 

DISR  
Status 

(Emerging or 
Mandated) 

Implementation 

Phase 

(Objective or 

Threshold) 

Consumer 

or Provider 

Implementation 
Issues / KIP  

Options 

DISN Optical Digital Cross-
Connect (ODXC) (Table H-
3 of DISN Upgrade KIP) 

 Yes Mandated USN    = Objective;       
USMC = Threshold 

Provider TBD 

DISN Optical Transport 
Services (OTS) (Table H-2 
DISN Upgrade KIP) 

 Yes Mandated USN    = Objective;       
USMC = Threshold 

Provider TBD 

GPS Space Segment to 
Ground Interface (Table I-1 
of GPS KIP) 

 No     

GPS Ground Segment to 
DISN Interface (Table I-2 of 
GPS KIP) 

 No     

Joint Tactical Information 
Distribution System (JTIDS) 

 No     

CENTRIXS  Yes Mandated USN    = Objective;       
USMC = Threshold 

Consumer 
and Provider 

TBD 

Integrated Broadcast 
System (IBS) 

 No    TBD 

Application Enterprise 
Service Family 

TBD 
     

Service Security  YES Provisional 
(JTIC) 

Threshold Consumer 
and Provider 

TBD 

Service Discovery  YES Provisional 
(JTIC) 

Threshold Consumer 
and Provider 

TBD 

Content Discovery  YES Emerging 
(JTIC) 

Threshold Consumer 
and Provider 

TBD 

Messaging  YES Mandated Threshold Consumer 
and Provider 

TBD 

Content  Staging  YES Provisional 
(JTIC) 

Threshold Consumer 
and Provider 

TBD 

Web Services  YES Mandated Threshold Consumer 
and Provider 

TBD 
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Key Interface 

Family/Name 
Version 

Applicable 

(Yes or 
No) 

DISR  
Status 

(Emerging or 
Mandated) 

Implementation 

Phase 

(Objective or 

Threshold) 

Consumer 

or Provider 

Implementation 
Issues / KIP  

Options 

Computing Infrastructure 
Family 

TBD     

 

NetOps/NetMgmt  YES Mandated Threshold Consumer 
and Provider 

TBD 

Performance  YES Mandated Threshold Consumer 
and Provider 

TBD 

QoS  YES Mandated Threshold Consumer 
and Provider 

TBD 

Computing Infrastructure  YES Mandated Threshold Consumer 
and Provider 

TBD 

Tactical Edge Networking  No     
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Appendix C – NGEN Specifications and Standards  

DoD/Joint 

DoD 5000.01 The Defense Acquisition System – 12 May 2003 
DoD 5000.02 Operation of the Defense Acquisition System – 12 May 2003 
DoD Net-Centric Environment Joint Functional Concept, Version 1.0 - 7 April 

2005 
DoD Global Information Grid Net-Centric Operations and Warfare Reference 

Model (NCOW RM), Version 1.1 (Draft) - 8 November 2004 
DoD Capability Development Document (CDD) for Net-Centric Enterprise 

Services (NCES), Increment: 1, Version: 1.0 - 24 May 2006 
DoD Net-Enabled Command Capability (NECC) Capability Development 

Document (CDD), Draft, Increment 1 - 1 Dec 2006 
DoD 8500 Series Information Assurance – Current Editions 
DoDI 4630.8 Procedures for Interoperability and Supportability of Information Technology 

(IT) and National Security Systems (NSS) – 30 June 2004 
CJCSI 3170.01F Joint Capabilities Integration and Development System (JCIDS) – 1 May 

2007 
CJCSM 3170.01C Joint Capabilities Integration and Development System (JCIDS) – 1 May 

2007 
CJCSI 6212.01D Interoperability and Supportability of Information Technology and National 

Security Systems - 8 March 2006 
CJCS 6510 Series Information Assurance (IA) and Computer Network Defense (CDN) Series – 

Current Editions 
JROCM 010-08  Approval to Incorporate Data and Service Exposure Criteria into the 

Interoperability and Certification Process - 14 January 2008 
DoDAF v1.5 Department of Defense Architecture Framework (DoDAF) v1.5 – 23 April 

2007 
JCS Net-Centric Operational Environment Joint Integrating Concept (NCE JFC), 

Version 1.0 - 31 October 2005 
DISA Initial Capabilities Document (ICD) for Global Information Grid Enterprise 

Services (GIG ES), FOUO - 22 March 2004 
DISA Internet NIPRNet DoD DMZ Functional Requirements Standard, v10.0 - 23 

July 2007 

DON 

SECNAVNOTE 5000 Department of the Navy (DON) Requirements and Acquisition Process 
Improvements – 26 February 2008 

DON CIO Ser 
N61/7U160503 

Navy Enterprise Architecture and Data Strategy (NEADS) Policy – 6 April 
2007 

DON Capability Development Document for Marine Corps Enterprise Information 
Technology Services (MCEITS), Draft Version 3.0 - 6 Feb 2007 

DON FORCEnet: A Functional Concept for the 21st Century 
DON Next Generation Enterprise Network (NGEN) Functional Needs Analysis 

(FNA), Version 1.0 - Aug 2007 
DON Next Generation Enterprise Network (NGEN) Functional Solutions Analysis 

(FSA), Version 1.0 - Aug 2007  
 DAU Guidebook 

PEO C4I 

PEO EIS 

DON Next Generation Enterprise Network (NGEN) Requirements Document, 
Version 2.0 – March 2008 

ASN (RD&A) 

 Joint Letter 18 July 2008, “Implementation of Systems Design Specification 
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(SDS) Guidebook and Associated System Specific Appendices”) 
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Appendix D – NGEN Open Systems Architecture  
Reference the NGEN Open Architecture Assessment Tool (OAAT) for specific information.  Version 1.1 of the 
OAAT is publicly available from the Naval OA Special Interest Area web site at https://acc.dau.mil/oa. Click on 
Tools to download the latest version.   

Below is a summary report the system provides as a result of the assessment.  Following the summary is one of the 
OAAT reports, titled MOSA Programmatic Questionnaire.  The full documentation is available from the URL 
above. 
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Unit of Assessment: NGEN

Area or 

Section
Section

Total 

Questions 

Applicable

Total 

Questions Not 

Applicable

Max Score Achieved Normalized

A Open Systems Approach 2 0 8 8 100.0%

B Open Architecture 2 0 8 8 100.0%

C Open Modular Design 2 1 8 8 100.0%

D Interface Design and Management 3 1 12 11 91.7%

E Treatment of Proprietary Elements 1 3 4 4 100.0%

F Open Business Practices 2 2 8 8 100.0%

G Peer Review Rights 3 0 12 12 100.0%

H Technical Insertion 4 0 16 16 100.0%

I Commercial Standards 1 0 4 4 100.0%

J Compliance 17 2 68 64 94.1%

Combined Programmatic Rating 34 6 115 112 97.6%
K Design Tenet: Interoperability 4 2 16 16 100.0%

L Design Tenet:  Maintainability 1 1 4 3 75.0%

M Design Tenet: Extensibility 3 0 12 11 91.7%

N Design Tenet: Composability 2 0 8 6 75.0%

O Design Tenet: Reusability 4 0 16 16 100.0%

P General Design Tenets 12 1 48 31 63.9%

Combined Technical Rating 26 4 104 83 79.5%

These cell 

values drive 

the values in 

Distribution Statement D: Distribution authorized to DOD and DOD Contractors only; Other requests must be referred to PEO IWS 7.

Naval Open Architecture Assessment Tool

Assessment Score Summary

Program Name:  NGEN

Acquisition Milestone:  Milestone B

Next Review Date:  9/25/2008

Open Architecture Assessment Model
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Distribution Statement D: Distribution authorized to DOD and DOD Contractors only; Other requests must be referred to PEO IWS 7. 

 Program Name:  NGEN  

 Unit of Assessment: NGEN  

 Program Abbreviation:  NGEN  

 Lead Organization:  PMW 210  

 ACAT Level:  I  
    

 Next Milestone Decision / Review:  Milestone B  

  Next Review Date:  9/25/2008  

  MOSA PART Responses 
 

  Programmatic Questionnaire  

  These questions address issues pertaining to the acquisition practice. 
 

1.1 
To what extent is MOSA incorporated into the program’s acquisition planning? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which MOSA is integrated into the acquisition strategy as a means to 
achieve program objectives and benefits such as affordable system development and 
sustainment; system adaptability and flexibility; ease of integration; vendor and technology 
independence; insertion of new commercial technologies; reuse and commonality of 
components; interoperability. 
 
Example Rationale: 
The program’s Acquisition Strategy document states why and how MOSA is leveraged to 
achieve program objectives. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.1 NGEN is pursuing a Services Oriented Architecture 
approach to enterprise service delivery.   

  
Supporting Evidence: Enter Your Evidence: 1.1 See NGEN Service Items and segments. 

 

1.2 
To what extent did the program plan for its implementation of MOSA? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program integrated MOSA implementation into its planning 
documents. 
 
Example Rationale: 
The program has established a specific, measurable, achievable, relevant, and time-phased plan 
for achieving the program objectives (as identified in 1.1) using MOSA. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.2 NGEN is pursuing a Services Oriented Architecture 
(SOA) approach to enterprise service delivery in accordance with the NGEN Requirements Document. 
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Supporting Evidence: Enter Your Evidence: 1.2  See NGEN Requirements document 

 

1.3 
To what extent is the program’s MOSA implementation based on systems engineering 
principles and processes?  

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program employs systems engineering processes (e.g., ISO 
15288, EIA 632, IEEE 1220). 
 
Example Rationale: 
The program’s systems engineering approach is fully aligned with recognized systems 
engineering standards. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.3 The NGEN program is following SPAWAR's 
disciplined engineering standards.  

  
Supporting Evidence: Enter Your Evidence: 1.3 See NGEN SEP 

 

1.4 
To what extent are responsibilities assigned for implementing MOSA? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has adequately assigned responsibilities to ensure 
that MOSA is adequately implemented. 
 
Example Rationale: 
The program has assigned MOSA-specific responsibilities to one or more advocates (e.g., 
person, IPT) to plan, manage, monitor, and report MOSA implementation throughout the 
program’s acquisition life-cycle. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.4 SPAWAR 5.1.7.1 (PEO-EIS Program Systems 
Engineering) is developing a System Specification (SS) under the direction of Peter Almazan.  MOSA 
will be integrated into the NGEN SS development activities.  

  
Supporting Evidence: Enter Your Evidence: 1.4 See NGEN SS 

 

1.5 
To what extent is the program staff trained on, or have relevant experience in MOSA concepts 
and implementation? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program staff has been adequately trained on MOSA and 
related architecture development concepts. 
 
Example Rationale: 
All MOSA advocates are trained or have experience in MOSA and architecture development. 

 

  Ans: 3 - Moderate Extent  
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Rationale: Enter Your Explanation w/ Example: 1.5 A team of architecture SMEs have been assembled 
to develop the NGEN SS in accordance with the NGEN Requirements document.   The MOSA 
Program Manager's Guide has been reviewed  

  
Supporting Evidence: Enter Your Evidence: 1.5 See NGEN Requirements and SS documents. 

 

1.6 

To what extent does the program’s configuration management process encompass changes to 
key interfaces and corresponding standards? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has incorporated key interface designations, 
selected standards and related design modifications in the change management process. 
 
Example Rationale: 
The program’s change management processes and documentation include identification and 
management of key interfaces and the standards used to define them. 

 

  Ans: 4 - Large Extent  

  
Rationale: The NGEN Program will be following the SPAWAR ITSM COE's guidance for change 
management using the ITILv3 process framework.  

  
Supporting Evidence: Enter Your Evidence: 1.6ITIL v3 process employment. 

 

1.7 

To what extent have program requirements been analyzed, and refined as needed, to ensure 
that design-specific solutions are not imposed? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which product or technology-specific solutions are imposed.  Such 
solutions may impede the implementation of MOSA if they require vendor-specific software or 
hardware. 
 
Example Rationale: 
All requirements are product and technology-neutral and do not require vendor-specific 
hardware or software solutions. 

 

  Ans: 4 - Large Extent  

  

Rationale: Enter Your Explanation w/ Example: 1.7  The NGEN Program architecture will be based on 
the existing NMCI architecture at the time of transition on 1 October, 2009.  The NMCI architecture is 
based primarily on an open Microsoft based architecture.  The SS effort will produce Courses of Action 
(COAs) that build upon the existing NMCI architecture and improve open architecture designs yet 
adhere to NGEN requirements.  An SS Steering Committee consisting of SPAWAR and USMC 
technical leadership reviews COAs to ensure NGEN requirements are met and do not require vendor-
specific solutions.  

  
Supporting Evidence: Enter Your Evidence: 1.7 See NGEN SRR and SS 

 

1.8 
To what extent do the system level functional and performance specifications permit an open 
systems design?  

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 
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To assess the degree to which open systems design considerations are incorporated into the 
system level functional and performance specifications.  System level functional and 
performance specifications should not be inconsistent with open system design considerations 
(e.g., modularity; open interfaces; flexible architecture; access to multiple supply sources). 
 
Example Rationale: 
All system level functional and performance specifications are consistent with open systems 
design principles and do not constrain modular open system design (e.g. do not use 
specifications that employ an software application program interface that is only available from 
a single vendor). 

 

  Ans: 4 - Large Extent  

  

Rationale: Enter Your Explanation w/ Example: 1.8 The NGEN Functional Assessment and Services 
Specification are all based on the premise that the NGEN Program will transition existing NMCI 
capabilities and make minor improvements to existing capabilities in order to meet the NGEN Program 
requirements to support net-centric operations for the larger Naval Network Environment (NNE).  

  
Supporting Evidence: Enter Your Evidence: 1.8  See NGEN SS. 

 

1.9 
To what extent are modular, open system considerations included as part of alternative design 
analyses?  

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program considers the implications of modular, open system 
design in its business case analyses (e.g., cost/benefit analysis, market research findings) of 
alternative design solutions. 
 
Example Rationale: 
Business case analyses include an evaluation of solution alternatives that leverage commercial 
architectures, technologies and products that are based on MOSA principles. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.9 BCAs will be performed as part of the SS 
development.  

  
Supporting Evidence: Enter Your Evidence: 1.9  See the NGEN SS. 

 

1.10 

To what extent are mechanisms established to migrate key interfaces that are proprietary or 
closed to key interfaces that are open? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has established a plan to migrate from proprietary 
to open interfaces. 
 
Example Rationale: 
The program’s Systems Engineering Plan, interface control and configuration management 
documentation stipulate the procedures and plans to migrate key interfaces that are based on 
proprietary specification to interfaces that are based on open standards. 

 

  Ans: -1 - N/A  
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Rationale: Enter Your Explanation w/ Example: 1.10  The NGEN Systems Engineering Plan (SEP) and 
NGEN Configuration Management Plan (CMP) address the NGEN requirement of further developing 
an open architecture in order to support net-centric operations for the larger Naval Network 
Environment (NNE).  At this time there are no known proprietary key interfaces.  

  
Supporting Evidence: Enter Your Evidence: 1.10 There are no proprietary interfaces described in the 
NGEN Services Specification  

1.11 

To what extent are MOSA principles reflected in the program’s performance measures? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has established specific means to measure the 
progress toward MOSA implementation. 
 
Example Rationale: 
The program has established specific measures (e.g., percentage of obsolete modules in a 
system) to gauge progress toward the achievement of MOSA benefits (e.g. obsolescence 
mitigation). 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 1.11  Within the NGEN Services Specification  (SS) 
document, COAs are developed to replace end-of-life equipment and software that will further improve 
an open architecture and supportability.  

  
Supporting Evidence: Enter Your Evidence: 1.11 See Service Design Strategy for details. 

 

  Technical Questionnaire  

    
 

3.1 

To what extent is the system’s architecture based on related industry or other standard 
reference models and architectural frameworks? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the system’s architecture matches or aligns with architectural 
patterns (e.g., ISO/IEC 10746 Reference Model - Open Distributed Processing) that are well 
established in industry. 
 
Example Rationale: 
The system’s architecture is completely based on industry accepted and supported reference 
models or frameworks. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.1 The existing NMCI architecture will transition to 
NGEN on 1 October 2009.  The NCMI/NGEN architecture is based on industry standards for a 
Microsoft platform.  

  
Supporting Evidence: Enter Your Evidence: 3.1 SS and DoDAF Products. 

 

3.2 
To what extent is an architectural description language used to define system modules and 
interfaces? 
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N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the system modules and interfaces are well-defined and 
understandable. 
 
Example Rationale: 
The program uses a widely supported architecture description language (e.g., Unified Modeling 
Language, MATLAB) to define system modules and interfaces. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.2  Interfaces for service segments will be defined in 
the DoDAF products and the Service Specification (SS), Systems Engineering Plan (SEP) and 
Information Support Plan (ISP).  

  
Supporting Evidence: Enter Your Evidence: 3.2NGEN DoDAF Products, SS, SEP and ISP. 

 

3.3 

To what extent does the system’s architecture exhibit modular design characteristics? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the system’s architecture modules are encapsulated, cohesive, 
self-contained, and loosely-coupled. 
 
Example Rationale: 
All modules identified by the system’s architecture exhibit the modular design characteristics 
identified in the above description of the question’s purpose. 

 

  Ans: 3 - Moderate Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.3 To a moderate extent the NGEN service segments 
(modules) have modular design characteristics.   

  
Supporting Evidence: Enter Your Evidence: 3.3 SS and DoDAF products 

 

3.4 

To what extent is the system’s architecture capable of adapting to evolving requirements and 
leveraging new technologies? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the system’s architecture enables ease of change, mitigates 
technological obsolescence, and provides long-life supportability. 
 
Example Rationale: 
The program system’s architecture is modular (as evident by the response to question 3.3), 
enables the system to easily respond to new threats and requirements (identified in question 
1.7), and avoids obsolescence because new commercial technologies and products (identified 
in question 1.9) can be incorporated without major system redesign. 

 

  Ans: 4 - Large Extent  



NGEN SS  

Version 2.0 3 December 2008 

DRAFT Document for Industry Review and Comment 
368 

  
Rationale: Enter Your Explanation w/ Example: 3.4 The NMCI Architecture is modular and will be 
segmented as part of the NGEN acquisition strategy.  

  
Supporting Evidence: Enter Your Evidence: 3.4 NGEN DoDAF Products, SS, SEP 

 

3.5 

To what extent has the criteria for designating key interfaces been established? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has established criteria (e.g., criticality of function, 
ease of integration, frequency of change, interoperability, commonality) as the basis for 
designating key interfaces. 
 
Example Rationale: 
The program has established and applied key interface designation criteria that support the 
program objectives for MOSA discussed in question 1.1. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.5  The NGEN Services Specification (SS), SEP and 
DoDAF products address interface criteria.  

  
Supporting Evidence: Enter Your Evidence: 3.5 NGEN SEP, SS and DoDAF Products 

 

3.6 
To what extent has the program designated key interfaces? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program distinguished between key and non-key interfaces. 
 
Example Rationale: 
All key interfaces are appropriately designated based on the established criteria referenced in 
question 3.5. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.6  Further detail still needs to be developed for NGEN 
key interfaces.  

  
Supporting Evidence: Enter Your Evidence: 3.6  NGEN SEP and DoDAF products 

 

3.7 

To what extent has the program assessed the feasibility of using open standards for key 
interfaces? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 
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To assess the degree to which the program uses feasibility studies (i.e., market, economic, 
operational, and technological) to evaluate the appropriateness of using open standards for key 
interfaces. 
 
Example Rationale: 
The program has conducted market, economic, operational, and technological feasibility 
studies to assess the appropriateness of using open standards for key interfaces. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.7  Feasibility studies for open standards of NGEN key 
interfaces have not been performed.  

  
Supporting Evidence: Enter Your Evidence: 3.7 Feasibility studies have not been performed. 

 

3.8 

To what extent have standards selection criteria been established that give preference to open 
interface standards? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has established standards selection criteria that 
give preference to open interface standards. 
 
Example Rationale: 
The program’s standards selection process gives preference to widely supported and 
consensus based standards, then to standards broadly accepted by the market (i.e., defacto 
standards), and lastly to proprietary and government-unique standards. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.8 Standards selection criteria for an NGEN open 
interface have not been determined at this point.  

  
Supporting Evidence: Enter Your Evidence: 3.8  The acquisition strategy for segmenting the existing 
NMCI program was not based on open interface standards.  

3.9 

To what extent are open standards selected for key interfaces? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program selected open standards for key interfaces based 
on established selection criteria referenced in question 3.8. 
 
Example Rationale: 
The program selects open standards for all key interfaces. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.9  Open standards have not been selected for NGEN 
at this point.  
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Supporting Evidence: Enter Your Evidence: 3.9 Open standards have not been selected for NGEN at 
this point.  If needed, the DoDAF products should capture interface standards. 

 

3.10 

To what extent are validation and verification mechanisms established to assure that system 
components and selected commercial products conform to the selected interface standards? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which the program has established testing mechanisms to verify and 
validate that actual system components conform to selected interface standards. 
 
Example Rationale: 
The Program has established appropriate testing mechanisms (e.g., certification process, 
independent lab testing) to assure that the conformance of each system component to 
applicable interface standards is known and documented by an independent agent. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.10  The government will own Test and Evaluation 
responsibilities for the NGEN program.  Integration testing will be performed as soon as this capability 
is transitioned from the current vendor to the government.    

  
Supporting Evidence: Enter Your Evidence: 3.10 Integration testing will be addressed in the NGEN 
TEMP.  

3.11 

To what extent do system components and selected commercial products conform to standards 
selected for system interfaces? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which system components are built in accordance with appropriate 
interface standards, as are confirmed through verification. 
 
Example Rationale: 
The program has verified the conformance of all system components to applicable interface 
standards. 

 

  Ans: 2 - Little Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.11 Interface standards compliance testing has not 
been performed for the NGEN Program.  

  
Supporting Evidence: Enter Your Evidence: 3.11 Not performed at this point. 

 

3.12 

To what extent do system components and selected commercial products avoid utilization of 
vendor-unique extensions to interface standards? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 



NGEN SS  

Version 2.0 3 December 2008 

DRAFT Document for Industry Review and Comment 
371 

  

To assess the degree to which the system components are dependent on vendor-specific 
extensions that are not defined as a part of formal options or extensions to selected interface 
standards. 
 
Example Rationale: 
All system components that have key interfaces do not implement interface protocols that are 
only available from or are dependant upon a sole source of supply. 

 

  Ans: -1 - N/A  

  Rationale: Enter Your Explanation w/ Example: 3.12 N/A  

  Supporting Evidence: Enter Your Evidence: 3.12 N/A  

3.13 

To what extent can system components be substituted with similar components from 
competitive sources? 

 

  
N/A   None Little Extent Moderate 

Extent 
Large Extent 

 

  

To assess the degree to which open standards enable interchangeability of similar products 
from different vendors. 
 
Example Rationale: 
All components and commercial products used in the system can be interchanged with similar 
products from multiple vendors. 

 

  Ans: 4 - Large Extent  

  
Rationale: Enter Your Explanation w/ Example: 3.13 Multiple HW and SW vendors provide products 
used within the NCMI Program today.  For the most part, these same products will be used during the 
transition from NMCI to NGEN.     

  
Supporting Evidence: Enter Your Evidence: 3.13 NGEN acquisition strategy of transitioning NCMI 
current state to NGEN block 1 with minor improvements/upgrades.  
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Appendix E – ITIL Segment Level Specifications 

Executive Summary 

The Master ITIL Process Interface Plan defines the ITSM contract requirements and recommendations for inclusion 
into NGEN’s RFP and SOW.  The plan is based on the ITIL V3 framework and provides high level process flows, 
activity step descriptions, roles and responsibilities, and process specifications critical to the NGEN service model. 
The intent of this plan is to architect the ITSM approach for NGEN that aligns with the selected sourcing model and 
provide a set of processes that enable operational excellence.   

Chartered by the SS team to address service provider seam issues, the Segment ITIL Process Interface Plan will also 
serve as the reference document for process design teams tasked with scoping and refining processes to an 
operational level. Figure E-1 depicts the level of information covered by this document (A & B Level) as well as the 
more granular levels (C & D Level) this document will inform. 

Figure E-1  Process Levels 

Process LevelsProcess Levels

Level 
A

Level B

Level C

Level D –Operations Handbook

–ITIL Books

–DON Policy/DOD Governance

–The “Whats” of the process

–RFP/SOW Requirements

–The “Hows” of the process
–Subprocess Steps

–Roles & Responsibilities

 

This plan is organized under the following ITIL V3 subject headings: Service Strategy, Service Design, Service 
Transition and Service Operations.   

Service Strategy provides guidance on the design, development, and implementation of service management at a 
strategic level and is composed of processes for Service Portfolio Management, Service Financial Management and 
Demand Management.  

Service Design translates strategic plans and objectives, developed in Service Strategy and creates designs and 
specifications for execution through Service Transition and Service Operation. Process areas covered under Service 
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Design include: Service Catalog Management, Service Level Management, Capacity Management, Availability 
Management, Information Security Management, IT Service Continuity Management, and Supplier Management.  

Service Transition takes the output of the Service Design and develops and improves capabilities for transitioning 
new and change services into operation. Process areas covered under Service Transition include: Change 
Management, Service Asset & Configuration Management, Release & Deployment Management, Transition 
Planning & Support, Service Validation & Testing, Evaluation, and Knowledge Management.  

Service Operation is the realization of the Service Strategy and Service Design and focuses on delivering and 
maintaining services day to day. Process areas under Service Operation include Incident Management, Problem 
Management, Access Management, Event Management, and Request Fulfillment.  

Roles and responsibilities are generally grouped under the following headings, although other roles may be included 
in a given process: 

• Process Owner is the strategic role and is accountable for the Process. There is only ONE enterprise owner for 
each process. 

• Process Manager is the tactical role that performs cross-segment coordination and runs the day-to-day, end-to-end 
process implementation activities. Ensures that Process is implemented in a standardized and repeatable manner. 
There is only ONE enterprise manager for each process. 

• Segment Process Lead is the operational role that coordinates activities and supervises resources in the 
performance of Process activities within their segment. There is only ONE Lead for each process within each 
segment. 

Underlying each process is Continual Service Improvement as well as several ITIL functions, namely IT Operations 
Management, Application Management, Technical Management, and the Service Desk.  These sections are covered 
separately and apply across the entire ITSM Lifecycle. 

I. Service Strategy 

A. Service Portfolio Management 

• The Assistant Chief of Naval Operations (ACNO) NGEN will be both the Process Owner and Process 
Manager of the Service Portfolio Management Process. These roles account for Process accountability and 
actual performance of cross-segment coordination for business case analysis, requirements analysis, financial 
analysis, valuation, and statements of work.  PM NGEN will also ensure that the Service Portfolio is accurate 
and up-to-date and Process requirements outlined below are met.  

• For any new services not currently in the Service Catalog, once Naval Network Warfare Command and 
Marine Corps Network Operations and Security Command (MCNOSC), serving as the services integrator, 
have determined that the requested services are not available, Authorized Submitters from the NGEN 
Customer Community would forward requests for new services to the ACNO NGEN who will shepherd those 
requests through the Service Strategy processes of Demand Management, Financial Management and 
Portfolio Management.  

• An NGEN Operational Advisory Group (OAG), chaired by the ACNO NGEN and made up of representatives 
from PM NGEN, Navy Network Warfare Command, Marine Corps Network Operations Center, Chief of 
Naval Operations (N6), and Headquarters Marine Corps (C4) will review requests for new services (business 
cases), recommend approvals and prioritize new requests.  

The NGEN OAG will also be responsible for the following activities:  

− Establishing clear definitions of a request for service in addition to verification that the request has not been 
previously submitted or reviewed. 

− Analyzing the requests to ensure that the investment and portfolio decisions consider the observed for 
projected values of specific projects and services.  

− Building a business case for each new service request by documenting the risk, cost, benefit, and Return on 
Investment (ROI). 

− Evaluating the business case for approval to be included in the Service Portfolio.  

− Prioritizing approved services based on service strategies needs of the enterprise and its relative value to 
other portfolio items, available resources, the IMS and budget constraints. 
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• The ACNO NGEN will assign a Service Owner, (see Service Catalog requirement #11) will manage the 
services until retirement and oversee activities related to Service Design, Service Transition and the Request 
for Change (RFC) process. 

• NGEN will have a single source of record for all Service Portfolio items. This tool will track Service 
Portfolio items from initial definition through analysis up to retirement. 

• Request for services not on the Service Catalog must go through Portfolio Management.  

• The ACNO NGEN will establish a clear definition of the request for service and verifies that the request has 
not been previously submitted or reviewed. 

• The Government will analyze the request to ensure that the investment and portfolio decision consider the 
observed for projected values of specific projects and services.  

• NGEN Enterprise Services Provider will work with all of the other service provider segments to build a 
business case for each new service request by documenting the risk, cost, benefit, and ROI. And support PM 
NGEN in obtaining OAG agreement on BCA and priority.  

• The ACNO NGEN will evaluate the business case for approval to be included in the Service Portfolio.  

• The ACNO NGEN will prioritize OAG approved services based on service strategies, needs of the enterprise 
and its relative value to other portfolio items, available resources, the IMS and budget constraints. 

• The ACNO NGEN will assign a Service Owner and appropriate resources to complete the Service Design 
Package. 

B. Financial Management 

• The ACNO NGEN will be both the Process Owner and Process Manager of the Financial Management 
Process. These roles account for Process accountability and actual performance of cross-segment 
coordination for the quantification, in financial terms, of the value of IT Services and the value of the asset 
underlying the provisioning of those services.  

• The ACNO NGEN in conjunction with Chief of Naval Operations (N6) and Headquarters Marine Corps (C4) 
will review requests for new investments and approve or reject the allocation of the budget and resources (see 
Portfolio Management #11above).  

• The ACNO NGEN will perform periodic and ad hoc audits to ensure compliance with the NGEN IT 
Financial Management strategy and adherence to published procedures and policies. 

• PM NGEN will determine the appropriate pricing for IT Services.  

• The Service Providers will update the Government’s Asset Management tool upon the procurement or update 
of a service.  

• The Service Providers will monitor and report costs against the budget, review the financial forecasts, and 
manage costs in accordance with contract CDRLs. 

• The Service Provider will monitor and report costs against the budget, review the financial forecasts, and 
manage costs accordingly.  

• The Service Provider will update the Government’s Asset Management tool upon the procurement or update 
of a service. 

C. Demand Management 

• The ACNO NGEN will be both the Process Owner and Process Manager of the Demand Management 
Process. This is the strategic role that is accountable for the Process as well as the tactical role that performs 
cross-segment coordination by analyzing the demand for services from all Customer groups (under ITIL V3 
each organization will be represented by Business Relationship Managers) and producing demand policies 
consisting of Core Service Packages (composed of one or more Service Level Packages) to optimally shape 
customer and overall demand and enterprise capacity investment. NETWARCOM and C4 will be the 
managers for a number of process activities as well as a major source of demand related data. 

• The Business Relationship Manager, serving as the customer advocate, communicates the forecasted demand 
and service level package requirements (utility and warranty) required by their Customer for each Service.  

• NGEN will have a single source of record for all Demand Management artifacts (i.e. forecasts, Core Services 
Packages.)   
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• The ACNO NGEN will establish priority classification scheme for business demands (e.g. mission critical, 
operational and discretionary demand). 

• The ACNO NGEN will baseline service demand patterns to identify significant changes in demand. The 
Service Provider will provide data to support service demand patterns. 

• The ACNO NGEN and the Service Provider will forecast patterns of business activity based on location, 
volume, frequency, and duration. 

• The ACNO NGEN will produce a Core Service Package (which may consist of two or more Service Level 
Packages) for new services after the introduction of a new service or a material change in demand. 

•  The ACNO NGEN and the Service Provider will identify opportunities to optimize demand (reduce spikes in 
demand and incentives to mold the PBA). 

II. Service Design 

A. Service Catalog Management 

• The ACNO NGEN will be both the Process Owner and Process Manager of the Service Catalog Management 
Process. This is the strategic role that is accountable for the Process as well as the tactical role that performs 
cross-segment coordination and ensures that the Catalog is accurate and up-to-date and Process requirements 
outlined below are met.  

• The ACNO NGEN will be the Service Owner that is accountable that the Service achieves the Business 
Value it was designed to create (Utility & Warranty), and ensures that the Service is managed throughout its 
lifecycle (design to retirement). 

• The ACNO NGEN will designate a Segment Catalog Lead or Team that will be the single point of contact for 
this Process. This is the operational role that coordinates activities and supervises resources in the 
performance of Process activities within their Segment. There is only ONE Lead for each Process within each 
Segment. 

• The ACNO NGEN  will ensure implementation of a Service Catalog Management Tool in order to ensure 
there is a single authoritative source of record for all live IT Services.  

• The ACNO NGEN will ensure that all authorized operational Services are entered in the Service Catalog 
prior to fielding/provisioning that Service. 

• The Service Provider(s) will provide the Catalog Manager with all necessary information applicable to a 
service including, but not limited to the following:  

− Product(s) and Service(s) description 

− Configuration Items (CI) and CI relationships (compatibility and dependencies) 

− Implementation constraints and requirements  

− Anticipated Availability and Retirement dates 

− Pricing 

− Maintenance Schedule (planned or pre-planned unavailability) 

− User instructions/user guides for utilizing for the Service 

− Ordering/Request/Delivery Instructions) 

• The Service Provider(s) will seek approval from the DON prior to “end of life/retirement” for any service. 
*Note 1: There will be a notification period requirement for all Services; however the specific requirement 
will be defined as part of the SLAs by each SS team. 

• The Service Provider will notify the DON (x) days (service specific requirement) in advance of the “end of 
life support”.   
*Note 2: There will be a notification period requirement for all Services; however the specific requirement 
will be defined as part of the SLAs by the DON for any service capability not specifically mandated by 
contract. 

• The Service Provider(s) will work with the DON Service Catalog Process Manager to: 

− Maintain accurate and up-to-date information for their Services in the Service Catalog on a daily basis 

− Identify and implement changes to the process 

− Identify exceptions and deviations, as well as management of these situations  
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− Provide resource commitment and allocation  

− Identify and implementing process improvement 

− Resolve issues with items not complying with the process  

− Escalate issues when needed, as defined in the escalation policy 

− Notify the participants in the process when standards and procedures are not being followed  

− Ensure completeness and integrity of information collected to conduct daily operations  

− Audit their Service for compliance with documented procedures 

• The Service Provider(s) will adhere to the DON’s CI data model and naming conventions (see Asset and 
Configuration Management requirement #12). 

• The Service Provider(s) will provide the following reports on a weekly basis in a format specified by the 
DON (the DON will also have system access to generate these reports): 

− The number of services recorded and managed within the Service Catalog as a percentage of those being 
delivered and transitioned into the live environment 

− The number of errors and discrepancies detected in the service Catalog  

B. Service Level Management  

• ACNO NGEN will be the process owner of the Service Level Management Process.  This is the strategic role 
that is accountable for the Process and ensures that all Service Catalog SLAs are monitored, analyzed and 
reported on, and changed or modified as required.  

− SLAs are established in NGEN Service Provider contracts and are supported by the PM NGEN. 

• NNWC and MCNOSC will be the Process Manager of the Service Level Management Process. This is the 
tactical role that performs cross-segment coordination and ensures that the Service Management Process.   
NNWC and MCNOSC will monitor and manage Service Provider’s SLA compliance with PM NGEN 
direction. 

• The Provider will have a Service Delivery Lead or Team that will be the single point of contact for this 
Process. This is the operational role that coordinates activities and supervises resources in the performance of 
Process Activities within their Segment.  

• The Service Catalog will be the single source of record for all Service Level Agreements (SLAs). The Service 
Provider will use and/or interface with the DON’s Service Catalog management system. 

• The Service Design Package will indicate the key SLAs that must be reported more frequently than the 
standard weekly or monthly report.   

• For LOS 2 and higher level services, the Service Provider will report all failures to meet SLAs within (x) 
hours/days (recommend no more than 24 hours). 

• The Service provider will identify and report significant risks to meeting SLAs. 

• The Service provider will provide corrective and preventative action documentation on all issues raised. 

• The Service Provider will ensure that any proposed changes to the SLAs will adhere to the Change 
Management Process owned and directed by the DON. 

• The Service Provider will ensure that service levels will be monitored and reported against targets, showing 
both current and trend information. The reasons for non-conformance will be reported and reviewed. Actions 
for improvement identified during this process will be recorded and provide input into a plan for improving 
the service. 

• The Service Provider will provide a Detailed and Summary report on a weekly basis containing the following 
information (the Government will also have system access to generate these reports): 

− Percentage of service targets being met 

− Number and severity of service breaches 

− Number of services with timely reports and active service reviews 

− Quantitative and qualitative metrics on SLA targets threatened, SLA targets missed and SLA breaches 
cause by 3rd party support contracts.   

C. Supplier Management 
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• PM NGEN Procurement Contracting Officer (PCO) will be both the Process Owner and the Process Manager 
of the Supplier Management Process. This is the strategic role that is accountable for the Process as well as 
the tactical role that performs cross segment coordination. 

• The Provider will have a Supplier Management Lead or Team (Contract Manager) that will be the single 
point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment.  

• The Service Provider will use or interface with the DON’s Supplier Management Tool (Supplier Contract 
Database) to ensure there is a single source of record for all supplier related information. 

• The PCO will be responsible for negotiating new contracts or modifications to existing contracts. 

• The DON will actively manage the supplier’s portfolio by regularly, maintaining and optimizing. The DON 
will actively manage the supplier portfolio of services by reviewing, maintaining and optimizing compliance 
with the NGEN SLAs and other contractual agreements. 

D. Capacity Management 

• The ACNO NGEN will be the Process Owner of the Capacity Management Process. This is the strategic role 
that is accountable for the Process.  

• PM NGEN (supported by TDA) will be the Process Manager of the Capacity Management Process. This is 
the tactical role that performs cross-segment coordination and ensures that the Capacity of current and future 
infrastructure needs of NGEN is balanced against forecasted demand and that SLAs are consistently met. 

− PM NGEN’s Business Capacity Management team will be the Process Manager for the focus area of 
Business Capacity Management. This is the tactical role that performs cross-segment coordination and is 
responsible for ensuring that the impacts of future business requirements for IT services are considered, 
planned and implemented in a timely fashion.  

− PM NGEN’s Service Capacity Management team will be the Process Manager for the focus area of Service 
Capacity Management. This is the tactical role that performs cross-segment coordination and is responsible 
for ensuring that Service performance of live, operational Services are monitored, measured and reported 
and meets targets, SLAs and SLRs.  

− PM NGEN’s Component Capacity Management team assisted by NetOps will be the Process Manager for 
the focus area of Component Capacity Management. This is the tactical role that performs cross-segment 
coordination and is responsible for the management of performance, utilization, and capacity of individual 
technical components. 

• The Service Provider(s) will have a Segment Capacity Management Lead or Team that will be the single 
point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment. There is only ONE Lead for each 
Process within each Segment. Specifically, the Service Provider will have resources that will serve as the 
single point of contact for the Service Capacity Management and Component Capacity Management sub-
Processes. 

• The Service Provider will provide resources to assist with the creation and maintenance (semi-annually) of 
the NGEN Enterprise Capacity Management Plan. This plan will include: 

− Evaluation of all RFCs to assess risks and potential impact to service capacity. 

− Evaluation of capacity and demand forecasts to assess risks and potential impact to service capacity. 

− Participate in Problem reviews of capacity-related Incidents to assess risks and potential recurrence of the 
Incident. 

− Participation in review of capacity related threshold Events (as defined by the Government) to assess risks 
and potential occurrence of an Incident. 

− The continuous monitoring and analysis of the capacity of the Services it provides and documentation of 
capacity trends and forecasts. The Service Provider will ensure that this information can be viewed by the 
DON on demand. 

• The Service Provider will submit a change request to modify any capacity-related services in accordance with 
the DON’s Change Management process. 

*Note 3: The Service Provider will provide one or more capacity reports and these reporting requirements will be 
based on the Service Design Package for each Service. 
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E. Availability Management 

• The ACNO NGEN will be the Process Owner of the Availability Management Process. This is the strategic 
role that is accountable for the Process.  

• NNWC and MCNOSC will share the Process Manager role of the Availability Management Process. This is 
the tactical role that performs cross-segment coordination and ensures that the Availability of all Services 
consistently meet SLAs. 
*Note 4: This is similar to the existing NMCI Enterprise Performance Management (EPM). 

• The Service Provider will have a Segment Availability Management representative who will be the single 
point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment. There is only ONE Lead for each 
Process within each Segment. 

• The Service Provider will assist the DON in the creation and maintenance (semi-annually) of the NGEN 
Enterprise Availability Management Plan. The service provider will: 

1)  Evaluate all RFCs to assess risks and potential impact to service availability. 

2)  Evaluate capacity and demand forecasts to assess risks and potential impact to service availability. 

3)  Participate in Problem reviews of all availability-related Incidents to assess risks and potential recurrence 
of the Incident. 

4)  Participate in reviews of threshold Events (as defined by the Government) to assess risks and potential 
occurrence of an availability-related Incident. 

5)   Participate in the assessment of business impact and risk, provision of resiliency failover and recover 
mechanism (Service Continuity plan). 

6)  Monitor, analyze and report monthly on Availability to the Government (covered by SLA report). 

7)  Immediately inform the Government in the event that Availability of the services provided in their 
segment drops  

• The Service Provider will assist with the diagnosis and resolution of performance and Availability related 
problems and incidents, and report analysis results within (x) days. 

• The Service Provider will provide reports for all services within this segment on a monthly basis for the 
following: 

• The Availability of a service, component, or CI to perform its agreed function when required. The percentage 
of Availability is calculated as:  

(agreed service time – down time) divided by agreed service time = service availability 

• Reliability is a measure of how long a service, component, or CI can perform its agreed function without 
interruption. This will be calculated by: 

(available time in hours – total down time in hours) divided by number of breaks 

• Maintainability is a measure of how quickly and effectively a service component or CI can be restored to 
normal working after a failure, calculated as total downtime in hours divided by number of service breaks 

*Note 5: The assumption is that the SME teams for each segment will consult specific KPPs, PAs and KPIs for the 
services within this segment to tailor these report metrics. 

F. IT Service Continuity Management 

• The ACNO NGEN will be the Process Owner for the IT Service Continuity Management Process. This is the  
strategic role that is accountable for the Process. 

• The NNWC and MCNOSC will be the Process Manager for the IT Service Continuity Management Process. 
This is a tactical role that performs cross-segment coordination and ensures that required IT infrastructure and 
services, including the Service Desk, can be restored within specified time limits after a disaster. 

• The Service Provider shall have a Segment IT Service Continuity Management representative that shall be the 
single point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment. There is only ONE Lead for each 
Process within each Segment.  

• The Service Provider shall support the DON in the formulation of Service Continuity plans that shall be 
developed and reviewed at least semi-annually to ensure that requirements are met as agreed in all 
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circumstances from normal through to a major loss of service. These plans will be maintained to ensure that 
they reflect agreed changes required.  

• The Service Provider will retest its service continuity plans at every change to its Services or as directed by 
the DOM. 

• The Service Provider will immediately notify the DON in the event of a service continuity test failure, and 
will formulate and enact appropriate corrective and preventive action plans to address deficiencies in 
coordination with the DON.  

• The Service Provider will conduct a continuity test for each Service. The mean time between continuity tests 
must be no greater than 60 days. This is intended to fulfill the Periodicity Testing requirement from the 
NGEN Requirements v2.0 (Table 6.9.8a Appendix VV). 

• In the event the DON’s IT Service Continuity Plan is invoked, the Service Provider will provide resources 
necessary to ensure the required continuity of their services. 

• The Service Provider will provide resources to assist the DON with regular and periodic (at least semi-
annually) testing of its IT Service Continuity plan(s). 

• The Service Provider will test no less than 95% of the services it provides that require continuity testing. This 
is intended to fulfill the Testing Completeness Ratio from the NGEN Requirements v2.0 (Table 6.9.8a 
Appendix VV). 

• The Service Provider will demonstrate the ability to rapidly and completely restore services to the state that 
existed immediately before the loss.  This is intended to fulfill the Recovery Confidence Rate from the NGEN 
Requirements v2.0 (Table 6.9.8a Appendix VV). 

• The Service Provider will assist the DON with regularly scheduled auditing of its IT Service Continuity 
plan(s).  

• The Service Provider will provide resources to assist with the creation and maintenance (semi-annually) of 
the NGEN Enterprise IT Service Continuity Plan.  

• This Service Provider shall: 

− Evaluate all RFCs to assess risks and potential impact to its service continuity plans. 

− Participate in Problem reviews to assess risks and potential recurrence of the Incident. 

− Participate in the assessment of business impact and risk, provision of resiliency failover and recover 
mechanism (Service Continuity plan). 

• The Service Provider shall submit a change request in accordance with the DON’s Change Management 
process for implementing any Change related to the Continuity of its services. 

• The Service Provider will coordinate with the DON to provide advice and information to all other dependent 
or related service providers on continuity and recovery-related issues. 

*Note 6: The Service Provider will provide one or more continuity reports and these reporting requirements will be 
based on the Service Design Package for each Service. 

G. Information Security Management 

• The ACNO NGEN will be the Process Owner for the Information Security Management Process. This is the 
strategic role that is accountable for the Process. 

• The NNWC and MCNOSC will be the Process Manager for the Information Security Management Process. 
This is a tactical role that performs cross-segment coordination and ensures overall compliance with IA 
security policies, processes and procedures. 

• The Service Provider will have a Segment IT Service Continuity Management Lead or Team that will be the 
single point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of process activities within their Segment. There is only ONE Lead for each 
Process within each Segment.  

• *Note 7: The following requirements refer to Service Provider Personnel/Subcontractors: 

• The Service Provider will ensure that their Service personnel /subcontractors have the correct level of access 
(CAC access), physical access, account rights and clearance(s) to perform the required services. 

• The Service Provider shall conform to the DON’s IA security policies, processes and procedures. 

• The Service Provider shall will provide a weekly detailed and summary report to the DON that contains the 
following information: 
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− Percent decrease in security breaches reported to the Service Desk 

− Percent decrease in the impact of security breaches and incidents 

− Percent increase in SLA conformance to security clauses 

− Number of risks and vulnerabilities identified  

• The Service Provider will provide resources to assist the DON with regular and periodic auditing of its IT 
Security Management performance. 

• The Service Provider shall actively monitor its services to ensure compliance with the DON’s IA 
requirements. 

• The Service Provider will continuously analyze the risks and vulnerabilities of its Service and report these 
results to the DON. 

• The Service Provider will coordinate with the DON to provide advice and information to all other dependent 
or related service providers on security-related issues. 

• The Service Provider will provide resources to assist in the resolution of a security incident related to its 
Services. 

• The DON will provide regular and timely updates on changes to DON security policies. The Service Provider 
will analyze the impact to its services and implement changes (working through the DON’s Change 
Management process) necessary to ensure the compliance of its services. 

III. Service Transition 

A. Service Transition and Support 

• PM NGEN will provide a Release Owner who will manage and guide a specific release through the Release 
and Deployment Management process.   

• PM NGEN is the Process Owner for the Service Transition and Support Process supporting the overall 
Release and Deployment Management Process. This is the strategic role and is accountable for the Process.  

• NNWC and MCNOSC will be the Process Manager for the Service Transition and Support Process 
supporting the overall Release and Deployment Management Process. This is the tactical role that performs 
cross-segment coordination and runs the day-to-day, end-to-end Process implementation activities. This role 
ensures that the Process is implemented in a standardized and repeatable manner.  

• The Service Provider will provide a Segment Process Lead. This is the operational role that coordinates 
activities and supervises resources in the performance of Process Activities within their Segment. There is 
only ONE Lead for each Process within each Segment. 

• The DON will provide a Release Owner who will manage the entire release.  

• The Service Provider will provide resources to assist in the deployment (transition into production) of the 
new or change services.  These resources will act under the direction of the Release Owner. 

• The Service Provider will assist in developing the training materials required to train deployment staff. 

B. Change Management 

• The ACNO NGEN will be the Process Owner and Manager for NGEN’s Change Management process. These 
are the strategic and the tactical roles that perform cross-segment coordination, run the day-to-day, end-to-end 
Process implementation activities and ensure that the Process is implemented in a standardized and repeatable 
manner.  

• Service Provider shall have a Segment Change representative that shall be the single point of contact for each 
Release. This is the operational role that coordinates activities and supervises resources in the performance of 
Process Activities within their Segment. There is only ONE Lead for each Process within each Segment. 

• The Service Provider shall use or interface with the DON’s NGEN Enterprise Change Management Tool to 
ensure there is a single source record for all Changes. All Changes will be entered, updated and tracked in this 
single Tool. 

• The Service Provider shall appoint a segment Change Manager. 

• The Service Provider shall provide representation as required to NGEN’s Enterprise and/or local level CABs. 
The CABs shall assist in the assessment and prioritization of Changes and shall support authorization 
(local/enterprise) of Changes. 
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• The Service Provider shall provide resources on a weekly basis at a time and place designated by the DON to 
participate in the technical review and impact assessment of Request for Changes (RFC)s. 

• The Service Provider shall provide Change Management support for the following types of Changes for the 
purposes of prioritization and resource management: 

− Standard – pre-approved and planned enterprise changes (e.g. Media Access Control {MAC}). 

− Normal – Enterprise level Change requiring full CAB approval and coordination (e.g. server configuration 
change). 

− Emergency – operationally imperative changes needed to protect or restore services (e.g. Global Network 
Operating Center {GNOC} and MCNOSC approval required). 

• The Service Provider will assist end user representatives, other segment Change Managers as required, 
Engineering SMEs, the NGEN Change Manager, etc. to appropriately document, submit, and champion 
changes through provision of the following: 

− RFC 

− Change implementation plan 

− Change back-out plan 

− Anticipated customer impact analysis 

• The Service Provider will respond to emergency RFCs  from the DON by: 

− Providing resources to the DON’s Emergency Engineering Change Control Board (ECCB) 

− Responding to DON requests for emergency change assistance within 2 hours on a 24/7 basis, and response 
will continue until the RFC is successfully resolved 

• The Service Provider’s response (resources, response time, etc.) to all RFCs will comply with all DON 
defined SLAs determined by the DON assigned RFC Classification/Prioritization category (e.g. Minor, 
Significant, Major, etc.). 

• The Service Provider will provide the following reports on a weekly basis in a format specified by the DON 
(the DON will also have system access to generate these reports): 

− Detailed and Summary report of the Number of Completed Changes.  

− Detailed and Summary report of planned versus unplanned Changes. 

− Detailed and Summary report of average time to implement a Change based on urgency, priority and 
Change type. 

− Detailed and Summary report of the number of incidents attributed to Changes. 

− Detailed and Summary report of the number of unauthorized Changes. 

− Detailed and Summary report of the number of failed Changes. 

− Detailed and Summary report of outstanding RFCs. 

C. Asset & Configuration Management 

• The ACNO NGEN will be the Process Owner and Manager for NGEN’s Asset and Configuration 
Management process. These are the strategic and the tactical roles that perform cross-segment coordination, 
run the day-to-day, end-to-end Process implementation activities and ensure that the Process is implemented 
in a standardized and repeatable manner.  The Process Manager will rely heavily on the Enterprise Services 
segment. 

• The Service Provider will have a Segment Asset & Configuration Management Lead or Team that will be the 
single point of contact for this Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment.  

• The Service Provider will use and/or interface with a single DoN owned CMS that will be the single source of 
records for all Configuration Items (CIs).  

• The CMS will consist of : 

− A single or multiple Federated existing or new CMDBs 

− The DoN’s authoritative Definitive Media Library (DML)  

− Auto discovery tools 

− NGEN Active Directory System (or comparable system) 
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• Prior to delivery of a new service, the Service Provider will populate the initial attributes and relationships in 
the CMS for all CIs pertaining to that service (e.g. unique identifier, CI type, name/description, version, 
location, supply date, license details, owner/custodian, status, supplier/source, related document masters, 
related software masters, historical data, relationship type, applicable SLAs). 

• Upon delivery of services, the Service Provider will provide the information required for initial population of 
the CMS e.g. serial number, serviced tag number, model number and description. 

• Upon any change to an existing service, the Service Provider will update the attributes and relationships in the 
CMS for all CIs pertaining to that service. 

• The Service Provider will employ an auto discovery tool that will interface with a single NGEN Enterprise 
Configuration Management System (CMS) that will be the single source of record for all Configuration Items 
(CIs). 

• The Service Provider will provide a baseline of all impacted CIs prior to Release of a new or modified 
Service to the live environment. 

• The Service Provider will provide a baseline of all CIs delivered, upon request.  

• The Service Provider will adhere to the DoN’s CI data model and naming conventions. Examples include: 

− Service classification types 

− Relationships between CIs (e.g. assembly and component)  

− Metadata definitions 

− Transmission Protocol(s) (e.g. Extensible Markup Language {XML})  

• Upon delivery of services, the Service Provider will update the CMS to track moves, repairs, installations 
(warranty / non-warranty), changes and system retirement. 

• The Service Provider will deliver assets with a Radio Frequency ID (RFID) tag per the DoD policy July 2004. 
(The exact RFID needs to be clarified.) 

• The Service Provider will support the DoN conduct the following monthly audits activities: 

− Functional Configuration Audit (FCA) – ensures there is conformity between the documented baselines 
(e.g. agreements, interface control documents) and the actual business environment to which they refer. 

− Configuration Control – ensures that no CI is added, modified, replaced and removed without an approved 
change request to guarantee the reliability of the CMS. 

− Configuration Status Accounting (CSA) – enables tracking of the status as a CI changes from one state to 
another in order to control the coherence of the CMS. 

− Physical Configuration Audit (PCA) – ensures the accuracy of the CMS through a series of review and 
audits to verify the physical existence of the CI and the recording process of CIs. 

*Note 8: The DoN will utilize random statistical sampling to accomplish these auditing objects. 

• The Service Provider will support ad hoc audits as mandated by the DoN, for example: 

− Whenever there is a major change or release 

− In the case of a major event, incident or system outage, etc. 

• The Service Provider will provide the following reports on a weekly basis in a format specified by the DoN: 
(The DoN will also have system access to generate these reports.) 

− Detailed and Summary baseline reports containing detailed CI information by CI and by products and 
services 

− Detailed and Summary revision and status reports containing details of current revision status and change 
history 

− Detailed and Summary reports containing details of changes, waivers and deviations 

− Detailed and Summary delivery reports containing details of the status of all delivered products and 
services containing part and traceability numbers 

− Detailed and Summary reports containing all instances of unauthorized usage of hardware and software 

− Detailed and Summary reports of all unauthorized CI’s detected 

− Detailed and Summary reports of all variations between the CMS and audit reports 

• The CMS will consist of the following: 

− A single or multiple Federated existing or new CMDBs (to include Asset Management capability and 
functionality)  
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− The DoN’s authoritative DML  

− Auto discovery tools 

− NGEN Active Directory System (or comparable system) 

D. Release and Deployment Management 

• The ACNO NGEN will be the Process Owner and Manager for NGEN’s Release and Deployment process. 
These are the strategic and the tactical roles that perform cross-segment coordination, run the day-to-day, 
end-to-end Process implementation activities and ensure that the Process is implemented in a standardized 
and repeatable manner.  The Process Manager will rely heavily on the Enterprise Services segment. 

• The Enterprise Service Provider will assign a Release Owner who will mange the design, testing, scheduling 
and roll-out of the Release under PM NGEN’s direction. The Release Owner is also responsible for 
coordinating the cross-segment resources necessary to implement the Release.   

• All Service Providers will have a Release and Deployment Management team (Segment Process Lead) that 
will be the single point of contact for each Release. 

• The Service Provider’s Release and Deployment Management team will work closely with the DoN’s Process 
Manager in researching and addressing process failures or to identify changes that would better meet the 
needs of the organization(s). 

• The Service Provider will support an enterprise Change Management process that will approve all changes 
prior to a change being released into the production environment.  

• The Release Owner will coordinate all Releases utilizing MS Project Server and all the Service Providers will 
use or interface with this toolset. 

• The Service Provider will provide weekly updates on release related tasks assigned to them.  These updates 
will be recorded using MS Project Server along with any additional communication required by the Release 
Owner. 

• The Service Provider will update all necessary CI details within the DoN’s CMS prior to changes being 
released into the production environment.   

• The Service Provider will update the Service Knowledge Management System (SKMS) with relevant 
information related to release and deployment activities or Changes (i.e. known defects, known issues, new 
functionality, training materials, troubleshooting guides, Frequently Asked Questions (FAQs) before changes 
are released into the production environment. 

• The Release Owner will ensure that the Release Schedule is an input into the Integrated Master Schedule 
(IMS). 

• Prior to a release containing significant changes such as added functionality or feature changes, the Service 
Provider will assist in developing training for end users and support teams.  

• PM NGEN will be responsible for the communications and announcements prior to all releases.  The Service 
Provider will assist in developing accurate and relevant content for those releases.   

• The Service Provider will assist in reviewing release items to identify release packages and develop the 
release schedule under the direction of the Release Owner.  

• The Service Provider will participate in design and build of a release package as it pertains to their services.  
This would include coordinating with other Service Providers. 

• The Service Provider will participate in a Risk Assessment of the release package to determine risks, triggers, 
and impacts. 

• The Service Provider will support a structured release schedule of Major Releases quarterly, Minor Releases 
monthly and Emergency Releases as required.   

• The Service Provider will build the release packages related to their service(s) according to the determined 
release schedule. 

• The Service Provider will provide assistance to PM NGEN at the time of release to verify and validate a 
successful deployment of the changes.  The DoN will be responsible for initiating and completing all releases.  

• The Service Provider will provide assistance to the Releases Owner in developing back-out plans in the event 
that a Release fails.   

• In the event of a failed release, the Service Provider will assist in deployment of the back-out plan and will 
collaborate with other Service Providers across segments as required by the Release Owner. 
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• The Service Provider will report to the Service Desk all incidents caused by a change/release and will assist 
Incident Management teams to resolve incidents caused by the change (as required by Incident Management).   

• The Service Provider will provide input into the Release Owner’s “Release Summary Report” that identifies 
any failures, lessons learned, risks, recommendations or other relevant information.   

• SLAs & Performance Requirements for Release and Deployment as defined in the NGEN Requirements 
version 2 document. (See page 397 in the Requirements Document). 

− Release Efficiency rate = Total Releases implemented divided by total releases in the pipeline.  Threshold 
is 95%; objective is 99% 

− Release Success Rate = 1 number of failed releases divided by total releases implemented.  Threshold is 
95%; Objective is 99% 

− Reschedule Rate = Number of Releases rescheduled divided by total number of releases in the pipeline.  
Threshold is 2%; Objective is 1%. 

− Release Defect Rate = Number of releases resulting in Incidents divided by total releases implemented.  
Threshold is 2%; Objective is 1%.   

− Release Defect Rate = Number of releases resulting in incidents divided by total releases implemented. 
Threshold is 2%; Objective is 1%.   

− Release Withdraw Rate = Number of releases withdrawn divided by total releases in pipeline.  

− Number of Known Release Errors in Production = Error Types (for Pareto analysis) and the number of 
errors for process 

− Release Management Process Maturity Level. Threshold is 2.0; Objective is 3.5 

− Release Management Tooling Support Level. Threshold is 2.0; Objective is 3.5 

E. Service Evaluation 

• The ACNO NGEN will be the Process Owner of the Evaluation Process. This is the strategic role and is 
accountable for the Process.  

• The TDA will be the Process Manager of the Evaluation Process. This is the tactical role that performs cross-
segment coordination, runs the day-to-day, end-to-end Process implementation activities and ensures that the 
Process is implemented in a standardized and repeatable manner.  

• Service Provider will have a Segment Change Lead or Team that will be the single point of contact for each 
Release. This is the operational role that coordinates activities and supervises resources in the performance of 
Process Activities within their Segment.  

• The Service Provider will assist the DON with identifying the business, financial and technical criteria needed 
to evaluate the Service Provider’s new or changed Service. 

• The Service Provider will assist the DON with the planning, evaluation and reporting for all new or changed 
Services involving the Service Provider. This may include setting up testing environments, loading test data, 
system configuration, etc. 

• The Service Provider will ensure that all information related to the new or changed Service is up-to-date 
within the SKMS.  

• The Service Provider will support the DoN in evaluating deviations between predicted and actual 
performance for all new or changed Services. 

• The Service Provider will provide Evaluation and Interim Evaluation reports at the request of the DoN in a 
DoN defined format that contains the following sections: 

− Risk profile (A representation of the residual risk left after a Change has been implemented and after 
countermeasures have been applied) 

− Detailed and Summary analysis of Deviations (The difference between predicted and actual performance 
following the implementation of a change) 

− Qualification statement (proof that a change to a service does not adversely affect the quality or standards 
of that service or related services of other providers)  

− Validation statement (statement that the Service can be validated based on validation test results and a 
validation plan) 

− Recommendation (statement recommending accepting or rejecting the new or changed Service) 
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F. Service Validation and Testing 

• The DoN will provide a Quality Assurance (Testing) manager. 

• PM NGEN will be the Process Owner of the Service Validation & Testing Process. This is the strategic role 
and is accountable for the Process.  

• PM NGEN, supported by TDA, will be the Lead Process Manager of the Service Validation & Testing 
Process. This is the tactical role that performs cross-segment coordination and runs the day-to-day, end-to-end 
Process implementation activities. It ensures that the Process is implemented in a standardized and repeatable 
manner.  

• The Service Provider will assist in developing three test environments (Development, Quality Assurance 
(QA), Pre-Production) that mirror the production environment to support testing activities that ensure all 
releases are fit for use.   

• The Service Provider will participate in the development of Service Requirements (technical and functional) 
that the testing team can use in creating test cases for all releases (Quarterly, Monthly and Emergency). 

• The Service Provider will provide required system documentation and will work with the Testing team to 
train them on the system functionality and performance.  

• The Service Provider will participate in Test Plan reviews to ensure adequate test coverage and an appropriate 
test approach. 

• The Service Provider will assist in development of test cases and reviews of test plans developed by QA 
teams and will consult QA teams as required.  

• The Service Provider will participate in the Test Summary review for each release (Quarterly, Monthly and 
Emergency). 

• The Service Provider will participate in risk assessment meetings and risk mitigation planning.  

G. Knowledge Management 

• The ACNO NGEN will be the Process Owner for NGEN’s Knowledge Management process.  This is the 
strategic role accountable for the Knowledge Management process.   

• NNWC and MCNOSC will share the Process Manager role for NGEN’s Knowledge Management process. 
This is the tactical role that performs cross-segment coordination, runs the day-to-day, end-to-end Process 
implementation activities and ensures the Process is implemented in a standardized and repeatable manner.  
The Process Manager will rely heavily on the Enterprise Services segment. (i.e. managing and adding 
information to the SKMS, recommending changes to the existing content etc). 

• The Service Provider will have a Knowledge Lead or Team that will be the single point of contact for the 
Knowledge Management Process. This is the operational role that coordinates activities and supervises 
resources in the performance of Process Activities within their Segment.  

• The Service Provider will use and/or interface with a single NGEN Enterprise SKMS tool that will be the 
single source of knowledge content for NGEN. 

• The Service Provider will train/certify personnel sufficiently to populate and maintain content of the SKMS 
related to their services. Certification will entail training and demonstrated capabilities to follow processes, 
content standards, and tool functionality.  

• All Service Providers will update the SKMS as work is performed or as information is discovered. 

• The Service Provider will participate in a workflow that reviews SKMS content related to their services. This 
review will adhere to the negotiated SLAs.  

• The Service Provider will be responsible for ensuring information in the SKMS is maintained, accurate and 
relevant. 

• The Service Provider will populate the SKMS with information required by support teams to maintain 
availability of NGEN services.  Examples of information types are: 

− Known Errors with systems 

− Troubleshooting procedures 

− Workarounds for Incidents / Problems 

− How to guides 

− FAQs 
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− Manuals 

− System Changes and updates 

• The Service Provider will have rights to modify content where appropriate or, at a minimum, the ability to 
flag SKMS content for review by a system administrator.   

• Upon delivery of services, the service provider will provide the information required for initial population of 
the SKMS. 

IV. Service Operations 

A. Event Management 

• NNWC and MCNOSC will share both the Process Owner and Manager roles for NGEN’s Event Management 
process. These are the strategic and the tactical roles that perform cross-segment coordination, run the day-to-
day, end-to-end Process implementation activities and ensure that the Process is implemented in a 
standardized and repeatable manner.  The Process Manager will rely heavily on the Enterprise Services 
segment.  

• The Service Provider will provide resources necessary to handle Events assigned  

• The Service Provider will use or interface with the DoN’s Enterprise Event Management System to ensure 
there is a single source record for all Events. All Events will be entered, updated and tracked within the 
DoN’s Enterprise Management System.  

• Service Providers will assist NetOps to define: 

− Category of Events 

− Significant Event Definitions 

− Appropriate Thresholds 

− Instructions for responding to Significant Events 

• Service Providers will define significant Event definitions, appropriate thresholds, and instructions for 
responding to significant Events for the Services they provide. 

• The Service Provider’s Event Manager/staff will work closely with NetOps to respond to Events related to the 
service provider’s service.  

• The Service Provider will provide a weekly report that contains the following information. (The DoN will 
also have system access to generate these reports.) 

− Total number of Events by category 

− Number of Events by significance 

− Number and percentage of Events that required human intervention and whether human intervention was 
performed 

− Number and percentage of Events that resulted in incidents or changes 

− Number and percentage of Events caused by existing problems or known errors 

− Number and percentage of repeated or duplicated events  

− Number and percentage of Events indicating performance issues  

− Number and percentage of Events indicating potential availability issues  

− Number and percentage of each type of event per platform or application  

− Number and ratio of Events compared with the number of incidents 

− Detailed and summary reports of all Events related to the service provider’s service(s) that occurred during 
the reporting period 

− Detailed and summary reports of knowledgebase articles entered as a result of Events that occurred during 
the reporting period. 

*Note 9: The DoN should ensure that the Enterprise Event Management system is fully interoperable with the 
Incident Management system. (Consider similar integration requirements for all 19 processes). 

B. Incident Management 
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• NNWC and MCNOSC will share both the Process Owner and Manager roles for NGEN’s Incident 
Management process. These are the strategic and the tactical roles that perform cross-segment coordination, 
run the day-to-day, end-to-end Process implementation activities and ensure that the Process is implemented 
in a standardized and repeatable manner.  The Process Manager will rely heavily on the Enterprise Services 
segment. .  

• The Service Desk will provide both 1st and 2nd level support for all Services and will coordinate Incidents 
that involve or span across more than one segment.  

• The Service Desk will be the owner of all Incident Tickets and will ensure that the ticket flows through the 
Incident Management Lifecycle according to SLAs.  When an Incident fails to meet SLAs (monitored by the 
incident tracking tool), the Service Desk will be notified (via automated alarms) and expected to take 
appropriate actions.  

• The Service Provider will have an Incidents Management team that will be the single point of contact for all 
issues related to Incidents. 

• The Service Provider’s Incident Management team will be responsible for the monitoring, tracking and 
resolution of all Incidents according to the defined Service Level Agreements. 

• The Service Provider’s Incident Management team will work closely with the DoN’s Incident Process Owner 
in researching and addressing process failures or to identify changes that would better meet the needs of the 
organization(s). 

• The Service Provider will use or interface with the DoN’s Incident Tracking Tool to ensure there is a single 
source record for all Incidents. 

• The Service Provider will support the use of a centralized Service Desk as the Users’ first point of contact for 
reporting Incidents or system related issues (e.g. single toll-free number, single user-facing web interface, 
etc.). 

• When the Service Provider becomes aware of an outage or Incident that impacts the Users of their service, the 
Service Provider will notify the Service Desk and will provide the appropriate information related to actions 
the Service Desk should take to minimize impact to Users (includes providing the Service Desk with the 
expected duration of the Incident and all other information the Service Desk requires to effectively support 
rapid Incident resolution).   

• The Service Provider will provide resources for cross-segment Incident troubleshooting and resolution 
(coordinated by 2nd Level support).  

• The Service Provider will accept and resolve all Incidents escalated to them (3rd Level) according to the 
defined Service Level Agreements. 

• The Service Provider will maintain capability to respond to all escalated Incidents through the DoN’s Incident 
Tracking Tool. 

• The Service Provider will not close an Incident Ticket until the Incident has been resolved to the satisfaction 
of the User.  The Service Provider may close a resolved Incident after 5 days on a 24/7 basis if no response 
has been received from the User.  

• The Service Provider will update and maintain Incident Tickets as each activity is performed (work log of 
actions). This would include, but is not limited to, change in status, troubleshooting steps, changes to settings, 
and handoffs to other personnel, etc. 

• The Service Provider will provide information and appropriate training to the Service Desk sufficient to 
enable them to provide effective 1st and 2nd level support for the Service(s) provided. This would include 
documented information related to Known Errors, workarounds to common or reoccurring Incidents, known 
defects and the CMDB. 

• The Service Provider will adhere to the DoN’s Incident prioritization model, which is based on assessment of 
Urgency and Impact. The possible priorities are: 1 = critical, 2 = high, 3 = medium, 4 = low and 5 = planning. 

 

    

IMPACT 

 High Medium Low 

High 1 2 3 

Medium 2 3 4 
URGENCY 

Low 3 4 5 
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• Incident Prioritization (based on Urgency and Impact): 

• SLA Criteria: 

− Critical - Acknowledged within 5 minutes. Resolved within 1 hours on a 24/7 basis. 

− High - Acknowledged within 15 minutes. Resolved within 8 hours on a 24/7 basis. 

− Medium - Acknowledged within 1 hour. Resolved within 24 hours on a 24/7 basis. 

− Low - Acknowledged within 24 hours. Resolved within 48 hours. 

− Planning - Acknowledged within 24 hours. Resolved according to plan. 

• The Service Provider will assist the DoN in determining how to assess Urgency and Impact related to the 
Service(s) provided so that a correct priority can be determined when Incidents occur.  

• The Service Provider will be prepared to meet SLAs in support of LOS for DPD e.g. maintaining spares 
accessible to meet SLAs. 

• The Service Provider will provide to the DoN and will assist in maintaining appropriate and sufficient 
Categories, Types and Items (CTIs) in the Incident Tracking Tool for each Service provided.  These CTIs will 
enable effective escalations to the Service Provider and will also be required to generate Incident reports 
related to the Service(s).   

• The DoN will be the point of contact for all hierarchical escalations. The Service Provider’s Incident 
Management team will work with the DoN on the resolution of all hierarchical escalations. 

• The Service Provider will provide the following reports on a weekly basis in a format specified by the DoN.  
(The DoN will also have system access to generate these reports.) 

− Detailed and Summary reports on the aging information for all open Incident Tickets including: 

o Escalations 

o Mitigations 

o Completion dates  

− Detailed and Summary reports on Mean time to resolve (MTTR) by Incident priority 

− Detailed and Summary reports of total Incidents resolved 

− Detailed and Summary reports on the Number of Incidents resolved by Customer grouping (e.g. Command, 
Site, etc.) 

− Detailed and Summary reports on the number of Incidents reopened 

− Detailed and Summary reports on Incident by CTIs 

C. Request Fulfillment 

• The ACNO NGEN will be the Process Owner of the Request Fulfillment Process. This is the strategic role 
and is accountable for the Process. 

• NETOPS & MCNOSC will be the Process Manager of the Request Fulfillment Process. This is the tactical 
role that performs cross-segment coordination and runs the day-to-day, end-to-end Process implementation 
activities. It ensures that the Process is implemented in a standardized and repeatable manner.  

• PM NGEN will be responsible for the approval workflow and the Request Fulfillment Tool. 

• The Service Provider will provide a Request Fulfillment Manager who will be a point of contact for 
escalations, Service Level Management (SLM) compliance, customer satisfaction, and will participate in the 
DoN defined and managed Continual Process Improvement. Participation will include proactively making 
recommendations for process improvement.  

• The Service Provider will use or interface with the DoN’s Request Fulfillment Tool (and single user front 
end) to ensure there is a single source record for all requests.  

• The Service Provider will maintain capability to respond to all escalated requests through the DoN’s Request 
Fulfillment Tool. 

• The Service Provider will capture time of submission, receipt delivery and acceptance. 

• The Service Provider will document the status of an order upon any status change at near real time. 

• The Service Provider will enable the Service Desk to fulfill requests whenever possible e.g. granting access to 
password reset systems and ordering systems. 
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• The Service Provider will enable the Touch Labor to fulfill requests whenever possible e.g. granting access to 
password reset systems and ordering systems. 

• The Service Provider will support a tiered pricing structure based on the DoN defined levels of urgency by 
service. The Service Provider will support delivery time set by Service dependent lead time(s).  

• The Service Provider will coordinate with the DoN’s Transition Planning and Support process. 

• The Service Provider will support purchase order/change, delivery order/change, cancellation and return(s) 
based on DoN defined policies and procedures. 

− The Request Fulfillment Tool will provide a built-in model to support order request, approval, scheduling 
and delivery of service through workflow automation and process control capabilities. 

− The Tool will support a request prioritization schema. 

D. Problem Management 

• The ACNO NGEN will be the Process Owner for the Problem Management Process. This is the strategic role 
that is accountable for the Process. 

• The NNWC and MCNOSC will be the Process Manager for the Problem Management Process.  This is the 
tactical role that performs cross-segment coordination, runs the day-to-day, end-to-end Process 
implementation activities and ensures that the Process is implemented in a standardized and repeatable 
manner.  The Process Manager will rely heavily on the Enterprise Services segment. 

• The Service Provider will assign Problem Managers to monitor, track, report and ensure that Problem 
Management activities (e.g. root case analysis, recurring Incident analysis) are performed in accordance with 
SLAs.  

• The Service Provider will use or interface with the DoN’s Problem Tracking Tool to ensure there is a single 
source record for all Problems.  All Problems will be entered, updated and tracked in this single Tool. 

• The Service Provider will work with the DoN to evaluate cost and risk to determine if it is justifiable / 
feasible to implement a permanent fix to a known error (problem). 

• When a change is required to resolve a known problem, the Service Provider will follow the enterprise 
Change Management process and will contribute all deliverables necessary to obtain change management and 
release management permission to implement. 

• At the request of the Cross Segment Problem Management Team, the Service Provider will provide resources 
to assist with the investigation, diagnosis and resolution of Problems that involve multiple segment providers. 

• The Service Provider will validate workarounds used by Incident Management (Service Desk) to resolve 
incidents related to their service. 

• The Service Provider will populate the Knowledge Management system with the steps or procedures used to 
resolve incidents and problems (including all known errors and validated workarounds) as soon as the 
information is available.  This information will be stored in the enterprise SKMS. 

• The Service Provider will assist the DoN in appropriately determining how to assess “Urgency” and “Impact” 
related to the service(s) provided so that a correct priority can be determined when problems are identified 
(e.g. the service provider will identify the criteria for the following priorities: critical, high, medium, low and 
planning).  

• The Service Provider will provide the DoN and will assist in maintaining appropriate and sufficient CTIs in 
the Problem Tracking tool for each service provided.  These CTIs will enable effective assignments to the 
Service Provider(s) and will also be required to generate problem reports related to the service(s).   

• The Service Provider will review Incident reports weekly to identify reoccurring Incidents related to their 
service that could be potential problems.    

• The Service Provider will provide a weekly report containing the following information.  (The DoN will also 
have system access to generate these reports.) 

− Total number of problems attributable to the service provider and the number of incidents associated with 
each problem 

o New problems identified during the reporting period 

o Number of problems that remain open 

− Total number of problems where root cause analysis is complete and cause of the error is known   
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o A clear description of the cause and the requirements to permanently resolve the problem will be in the 
report. 

o The report will also indicate the considerations related to the decision to implement or not implement a 
change to correct the problem 

− Detailed and summary reports of Problems closed during the reporting period 

− Detailed and summary reports of Problems resulting in or attributed to a RFC. 

− Detailed and summary reports of Problems where an implemented change request failed to resolve the 
problem 

− Detailed and summary reports of knowledgebase articles entered that are associated with incidents and 
problems (this includes known errors and workarounds) 

E. Access Management 

• The ACNO NGEN will be the Process Owner of the Access Management Process. This is the strategic role 
and is accountable for the Process. 

• NetOps & MCNOSC will be the Process Manager of the Access Management Process. This is the tactical 
role that performs cross-segment coordination and runs the day-to-day, end-to-end Process implementation 
activities. It ensures that the Process is implemented in a standardized and repeatable manner. 

• *Note 10: The following requirements refer to Service Provider Personnel/Subcontractors: 

− The Service Provider will ensure that their Service personnel /subcontractors have the correct level of 
access CAC access, physical access, account rights and clearance(s) to perform the required services. 

− The Service Provider will conform to the DoN requirements that justify needs for level of access. 

− The Service Provider will conform to NGEN standards for granting access to each access level (e.g. 
requirement for changing passwords). 

− The Service Provider will ensure that all personnel /subcontractors hold or are eligible to obtain the security 
clearance specified by the DoN. At a minimum, personnel/subcontractors will be required to hold or have 
the ability to obtain a secret clearance.  

− The Service Provider will use the DoN’s Contractor Verification System (CVS) for obtaining access to any 
DoN system. 

− The Service Provider will have a process in place to ensure that access rights are terminated or restricted 
upon death, resignation, dismissal, role change, and transfer or travel where different regional access 
applies (both system, network and physical). 

− The service provider will ensure that Administrator access to a device is controlled to the degree that only 
authorized users can make changes to a device. 

− Touch labor will ensure that Administrator access to a device is terminated when their work is complete. 

− The Service Provider will have the ability to produce a report within one of business day that validates 
access privileges are relevant for all personnel/subcontractors.  

• The following requirements refer to System Access Management (The DoN will have system access to 
generate the following reports for each system or service): 

− Number of requests for access (Service Request, RFC, etc.) 

− Instances of access granted by service, user, departed, etc. 

− Instances of access granted by department or individual granting rights 

− Number of incidents requiring a reset of access rights 

− Number of incidents caused by incorrect access settings 
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Appendix F – Acronym List 
ACAT    Acquisition Category  

ACMO   Assistant Chief of Naval Operations 

ADL   Advanced Distance Learning 

AIS    Automated Information Systems   

AIT    Automated Information Technology   

ALSP   Acquisition Logistics Support Plan 

APL    Allowance Parts List   

APM   Assistant Program Manager 

APM - L  Assistant Program Manager – Logistics 

APML    Assistant Program Manager for Logistics  

AS    Acquisition Strategy   

ASN    Applications, Servers and (Network Operating Centers) NOCs  

ASN RDA  Assistant Secretary of the Navy for Research, Development and Acquisition 

ASTM    American Society for Testing and Materials  

AV   All View 

B1   Boundary One 

B2   Boundary Two 

B3   Boundary Three 

BAN   Base Area Network 

BCA    Business Case Analysis   

BOM   Bill of Material 

BPM    Business Processes Modeling 

BPMN    Business Process Modeling Notation  

C2   Command and Control  

C4   Command, Control, Communications, and Computers 

C&A   Certification and Accreditation 

CAIV    Cost as an Independent Variable   

CANES   Consolidated Afloat Networks and Enterprise Services 

CAO   Competency Aligned Organization 

CAR   Cyber-Asset Reduction 

CARS    Cyber-Asset Reduction   

CBM   Condition-Based Maintenance 

CBT   Computer Based Training 

CDD   Capabilities Development Document 

CDR   Critical Design Review 
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CDRLs   Contract Delivery Requirements Lists 

CHENG   Chief Engineer 

CI   Configuration Item 

CIE   Controlled Information Exchange 

CJCS   Chairman of the Joint Chiefs of Staff 

CLS   Contractor Logistics Support 

CM    Configuration Management  

CMDB   Configuration Management Database 

CMP   Configuration Management Plan 

CNA   Center for Naval Analysis 

CND   Computer Network Defense 

CNIC    Commander, Naval Installations Command   

cNNPI    Classified NNPI  

COA   Course of Action 

COE    Center of Excellence  

COI   Community of Interest 

CONOPS  Concept of Operations 

CONUS   Continental United States 

COOP   Continuity of Operations Plan 

COTS   Commercial Off The Shelf 

CPD   Capabilities Production Document 

CSA    Configuration Status Accounting  

CTI    Computer Telephony Integration   

CTIs    Categories, Types and Items  

CVS    Contractor Verification System  

DAAs   Designated Approving Authorities 

DAG   Defense Acquisition Guidebook 

DAU   Defense Acquisition University 

DBMS   Data Base Management System 

DD   Declaration Document 

DFARS    Defense Federal Acquisition Regulation Supplement   

DIA   Defense Intelligence Agency 

DIACAP  DoD Information Assurance Certification and Accreditation Process 

DiD   Defense-in-Depth 

DISA    Defense Information Systems Agency   

DISA NCES   Defense Information Systems Agency Net-Centric Enterprise Services (NCES) 

DISR   DoD Information Technology Standards Registry 
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DITSCAP  DoD Information Technology Security Certification and Accreditation Process 

DoT    Department of Transportation  

DMSMS  Diminishing Materiel Sources/Materiel Shortages 

DMZ   Demilitarized Zone 

DNS    Domain Name Service 

DoD   Department of Defense 

DoDAF    Department of Defense Architectural Framework  

DoD ESI   Department of Defense Enterprise Software Initiative  

DoDI   Department of Defense Instruction 

DON ESI   Department of the Navy Enterprise Software Initiative 

DON   Department of the Navy 

DOTMLPF  Doctrine, Organization, Training, Material, Leadership, Personnel, and Facilities 

DPD   Desktops, Peripherals, and Devices 

DREN    Defense Research Engineering Network   

DRMO   Defense Reutilization and Marketing Office 

DRR   Design Readiness Review 

DSA   Defense Acquisition Strategy  

DSN    Defense Switched Network   

ECCB    Enterprise Configuration Control Board  

EDR   Engineering Design Reviews 

EIE   Enterprise Information Environment 

EITC   Enterprise Information Technology Center 

EITSC    Enterprise IT Support Center  

EMRLS   Engineering and Manufacturing Levels 

EPM    Enterprise Performance Management   

ESD    Electronic Software Distribution  

ESDS   Electrostatic Discharge Sensitive 

ESH   Enterprise Software and Hardware 

ESH   Environmental Safety Health 

ESOH   Environment Safety and Occupational Health 

ETA   Early Transition Activity 

ETJ    Electronic Training Jackets  

EVM   Earned Value Management 

FA    Functional Assessment  

FAA   Functional Areas Analysis 

FBICDs   Functional Baseline Interface Control Documents 

FCA    Functional Configuration Audit   
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FISMA   Federal Information Security Management 

FFP   Firm Fixed Price 

FMEA   Failure Modes and Effects Analysis 

FMECA   Failure Modes and Effects Criticality Analysis 

FNA   Functional Needs Analysis 

FSA   Functional Solutions Analysis 

FOC    Final Operational Capability  

FoS    Family of Systems  

FRACAS  Failure Reporting and Corrective Action System   

GFE   Government Furnished Equipment 

GIG   Global Information Grid 

GIG-BE   Global Information Grid Bandwidth Expansion   

GIG-ES   Global Information Grid Enterprise Services 

GO/CO   Government Owned,/ Contractor Operated 

GO/GCO  Government Owned,/ Government/Contractor Operated 

GO/GO   Government Owned / Government Operated  

GOTS   Government Off The Shelf 

GPETE    General Purpose Electronic Test Equipment   

HAZMAT  Hazardous Material 

HEMP   High-Altitude Electromagnetic Pulse 

HERO   Hazardous Emissions of Radiation to Ordnance 

HERF   Hazardous Emission of Radiation to Fuel 

HERP   Hazardous Emission of Radiation to Personnel 

HFE   Human Factors Engineering 

HIRF   High Intensity Radio Frequency 

HQMC   Headquarters Marine Corps 

HSI   Human System Integration 

HSIP   HSI Plan 

IA   Information Assurance 

IAS   Information Assurance Strategy 

IATC   Initial Authorization To Connect 

IATO    Initial Authorization To Operate 

IATT    Initial Authorization To Test  

ICD   Initial Capabilities Documents 

ICD   Interface Control Document 

ICW   Interactive Courseware 

IDS   Intrusion Detection System 
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IETM    Interactive Electronic Technical Manual  

ILA   Integrated Logistics Assessment 

ILS   Integrated Logistics Support/Sustainment 

IM/IT    Information Management/Information Technology  

IMS   Integrated Master Schedule 

INO    IT-21/NMCI/ONE-NET  

IOC   Initial Operational Capacity 

IO CTA    Information Operations Capstone Threat Assessment  

IP   Intellectual Property 

IP    Internet Protocol 

IPT   Integrated Product Team 

ISEA   In-Service Engineering Agent 

ISO    International Organization for Standardization  

ISP   Information Support Plan 

ITC   Information Technology Center 

ITIL   Information Technology Infrastructure Library 

ITSM   Information Technology Service Management 

IVR    Interactive Voice Response systems   

JCIDS   Joint Capabilities Integration and Development System 

JFC   Joint Functional Concepts 

JTA   Job Task Analysis 

JTF GNO  Joint Task Force Global Network Operations 

JTIC   Joint Interoperability Testing Command 

KIPS   Key Interface Profiles 

KPIs   Key Performance Indicators 

KPPs   Key Performance Parameters 

KSAs   Key System Attributes 

LAN   Local Area Network 

LCMS    Learning Content Management Systems  

LORA   Level of Repair Analysis 

LRFS   Logistics Requirements Funding Summary 

LRU    Lowest Replaceable Unit   

LWG IPT   Logistics Working Group Integrated Product Team  

MAC   Mission Assurance Category 

MACs    Move-Add-Changes   

MAIS    Major Automated Information Systems   

MARCORSYSCOM Marine Corps Systems Command 
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MCEBJFP   Military Communications Electronics Board Joint Frequency Panel  

MCEITS  Marine Corps Enterprise Information Technology Services 

MCGNOSC   Marine Corps Global Network Operations and Security Center  

MCNOSC  Marine Corps Network Operations and Security Command 

ME    Manpower Estimate  

MER   Manpower Estimate Report 

MESC   Maintenance Engineering Support Center 

MILCON   Military Construction  

MilDet   Military Detachment 

MIL-SPECs  Military Specifications 

MIL-STDs  Military Standards 

MILSTRAP   Military Standard Transaction Reporting And Accounting Procedures   

MILSTRIP   Military Standard Requisitioning And Issue Procedures  

MITSC   Marine Corps Information Technology Security Center 

MLS   Multilevel Security 

MOA    Memorandum of Agreement 

MOU   Memorandum of Understanding  

MOSA   Modular Open Systems Approach 

MSDS   Material Safety Data Sheet 

MTTR    Mean time to resolve   

N6   Office of the Deputy Chief of Naval Operations for Communications Networks 

NAVGNOSC   Navy Global Network Operations and Security Center 

NCE JFC  Net-Centric Environment Joint Functional Concept 

NCES   Net-Centric Enterprise Services 

NCOE JIC  Net-Centric Operational Environment Joint Integrating Concept 

NCOW   Net-Centric Operations and Warfare 

NCOW RM   Net-Centric Operations and Warfare (NCOW) Reference Model  

NCW   Net-Centric Warfare 

NECC   Net-Enabled Command and Control 

NDI    Non-Developmental Items   

NEP   Network Equipment Provider 

NEPA   National Environmental Policy Act 

NSERC    Naval Systems Engineering Resource Center  

NESI    Net-centric Enterprise Solutions for Interoperability   

NETC    Naval Education and Training Command 

NetOps   Network Operations 

NGEN   Next Generation Enterprise Network 
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NII   Networks and Information Integration 

NIPRNet  Non-Classified Internet Protocol Router Network 

NITSC   Network Information Technology Security Centers  

NMCI   Navy Marine Corps Intranet 

NNE   Naval Network Environnent 

NNWC   Naval Net War Command 

NOAA   The National Oceanic Atmospheric Administration 

NOC   Network Operation Center 

NR   Net-Ready 

NR-KPP   Net-ready Key Performance Profiles  

NR-KPP-DD  Net-ready Key Performance Profiles (NR-KPP) Declaration Document  

NSERC   Naval Systems Engineering Resource Center 

NSS   National Security Systems 

NTSP   Naval Training System Plans 

OAAT   Open Architecture Assessment Tool 

OAG    Operational Advisory Group  

OCONUS  Outside the Continental United States 

OEM   Original Equipment Manufacture 

OLAs    Operational Level Agreements  

ONE-NET  OCONUS Navy Enterprise Network 

OPCON   Operational Control  

OPEVAL  Operational Evaluation 

OPNAV   Office of the Chief of Naval Operations 

OPNAVINST  Office of the Chief of Naval Operations Instruction 

OS   Open System 

OV   Operational View 

PA   Performance Attribute 

PAC   Pacific 

PART   Program Assessment and Review Tool 

PBA    Performance-Based Agreements   

PBL   Performance Based Logistics 

PCA    Physical Configuration Audit  

PCO   Procurement Contracting Officer  

PDR   Preliminary Design Review 

PEO    Program Executive Office 

PEO C4I  Program Executive Office Command, Control, Communications, Computers & 
Intelligence 
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PEO EIS  Program Executive Office for Enterprise Information Systems 

PESHE   Programmatic Environment, Safety, and Occupational Health Evaluation 

PET    Performance Evaluation Tool  

PHS&T   Packaging, Handling, Storage & Transportation 

PM   Program Manager 

POA&M  Plan of Action and Milestones 

POC    Point-of-Contact 

POM   Program Objective Memorandum 

POP   Point of Presence 

POR    Programs of Record   

PSI   Physical Site Identifier 

PSI   Product Support Integrator 

PSTN    Public Switched Telephone Network   

QA    Quality Assurance  

QDR   Quadrennial Defense Review 

QoS   Quality of Service 

RACI    Responsible, Accountable, Consulted, and Informed   

RAM   Reliability, Availability, and Maintainability 

RBS    Readiness-Based Sparing   

RCM   Reliability Centered Maintenance 

RFC    Request for Change   

RFID    Radio Frequency ID  

RFP   Request for Proposal 

RM   Reference Model 

RMC    Regional Maintenance Center  

RNOSC    Regional Network Operations and Security Center   

ROI    Return on Investment   

SA   Situation Awareness 

SAMP   Single Acquisition Management Plan 

SAN   Storage Area Network 

SDS   Service Design Specification 

SE&I   Systems Engineering and Integration 

SECNAV  Secretary of the Navy 

SEP   Systems Engineering Plan 

SETR   System Engineering Technical Review 

SIAO   Senior Information Assurance Official  

SIM    Serialized Item Management  
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SIPRNet   Secret Internet Protocol Router Network 

SKMS    Service Knowledge Management System  

SLAs    Service Level Agreements  

SLM    Service Level Management   

SME    Subject Matter Expert 

SOA   Service Oriented Architecture 

SOC   Security Operation Center 

SOP   Standard Operating Procedure 

SOS   Source of Supply 

SoS    Systems of Systems  

SOW   Statement of Work 

SPAWAR  Space and Naval Warfare Systems Command 

SPAWARINSTs  Space and Naval Warfare Instructions  

SPETE    Special Purpose Electronic Test Equipment   

SRR   Services Requirements Review 

SS   Services Specification 

SSA    Software Support Activity  

SSAA   System Security Authorization Agreement 

SSP   Safety System Plan  

SV   System View 

TA   Technical Authority 

TACON   Tactical Control  

TCP/IP   Transmission Control Protocol (TCP)/Internet Protocol(IP) 

TDA   Technical Design Authority 

TDA   Technical Design Agent 

T&E    Testing & Evaluation  

TECHEVAL  Technical Evaluation 

TECOM   Training and Education Command 

TEMP   Test and Evaluation Master Plan 

TES   Test and Evaluation Strategy 

TESP   Test and Evaluation Strategy Plan 

TLCSM   Total Life Cycle Systems Management 

TMCR   Technical Manual Contract Requirement   

TMINS   Technical Manual Identification Numbering System   

TOC   Total Ownership Cost  

TPM   Technical Performance Metrics  

TPO   Technical Process Owner 
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TPS    Test Program Sets   

TRL   Technology Readiness Level 

TRPPM   Training Resources Planning Process Methodology 

TSA   Training Support Agent  

TV   Technical View 

UCDMO  Unified Cross Domain Management Office 

UID   Unique Identification 

ULSS   User’s Logistics Support Summary 

uNNPI   Unclassified NNPI  

USGS   U.S. Geological Survey 

USNO   U.S. Naval Observatory 

VoIP   Voice Over Internet Protocol  

VPN   Virtual Private Network 

VSSD   Very Small Site Design 

VTC   Video Teleconferencing 

WAN   Wide Area Network 

WBS   Work Breakdown Structure 

WIPT    Working IPT 

XML    Extensible Markup Language  
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Appendix G – Glossary 
 

Term Description 
Access Management In general, it is the process responsible for allowing users to make use of IT 

services, data, or other assets. Access Management helps to protect the 
confidentiality, integrity and availability of assets by ensuring that only 
authorized users are able to access or modify the assets. 
In the context of NGEN, it is a federated service that: (1) establishes and 
maintains unique digital identities for NGEN/GIG entities/users that do not 
change over time; (2) manages roles and privileges for established 
identities; (3) issues and manages digital credentials; (4) uses the digital 
credentials to authorize or revoke access to NGEN and GIG resources; and 
(5) is continuously synchronized with other IA/Security services and 
mechanisms through information assurance situational awareness. 

Adaptive Security Security environment allows all users to have multiple levels of access to 
secure or classified materials depending on the specific materials that they 
are accessing and their respective “need to know.” Particularly important to 
ensure critical C2 information is shared with our coalition and multinational 
partners, while at the same time, providing the necessary security for all 
materials and information residing on the network. Levels of access can be 
modified as the mission evolves and the roles of participants or the tasking 
of the virtual team changes in order to facilitate changes in the operational 
environment and the needs of the organizations and processes supporting 
the commander’s C2 process. 

Agreed Service Time A synonym for service hours, commonly used in formal calculations of 
availability. 

Agreement A document that describes a formal understanding between two or more 
parties. An agreement is not legally binding, unless it forms part of a 
contract. 

Alert A warning that a threshold has been reached, something has changed, or a 
failure has occurred. Alerts are often created and managed by system 
management tools and are managed by the Event Management process. 

Application Software that provides functions that are required by an IT service. Each 
application may be part of more than one IT service. An application runs on 
one or more servers or clients. 

Application Management The function responsible for managing applications throughout their 
lifecycle. 

Application Portfolio A database or structured document used to manage applications 
throughout their lifecycle. The Application Portfolio contains key attributes 
of all applications. The Application Portfolio is sometimes implemented as 
part of the Service Portfolio, or as part of the Configuration Management 
System. 

Application Program 
Interface 

An API formalized set of software calls and routines that can be referenced 
by an application program in order to access supporting network services. 

Application Services The core enterprise services that provide the set of capabilities and 
resources necessary to provision, operate, and maintain the NGEN 
applications and assured computing functions available to all users 
including administrators. 

Application Sharing A capability that allows participants within a collaborative environment to 
launch and use common software applications. It gives an organization the 
capability to use one copy of an application for multiple uses, which saves 
space and ensures application uniformity. Allows distributed organizations 
to share one document for the purpose of collaborative development and 
agreement. (CJCSM 6715.01A) 
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Asset Any resource or capability. Assets of a Service Provider include anything 
that could contribute to the delivery of a service. Assets can be one of the 
following types: management, organization, process, knowledge, people, 
information, applications, infrastructure, and financial capital. 

Asset Management Asset Management is the process responsible for tracking and reporting 
the value and ownership of financial assets throughout their lifecycle. Asset 
Management is part of an overall Service Asset and Configuration 
Management process. 

Attribute A piece of information about a configuration item. Examples are name, 
location, version number, and cost. Attributes of CIs are recorded in the 
Configuration Management Database (CMDB). 

Authority Matrix Same as RACI. 
Availability Ability of a configuration item or IT service to perform its agreed function 

when required. Availability is determined by reliability, maintainability, 
serviceability, performance, and security. Availability is usually calculated 
as a percentage. This calculation is often based on Agreed Service Time 
and downtime. It is best practice to calculate availability using 
measurements of the business output of the IT service. 

Availability Management The process responsible for defining, analyzing, planning, measuring and 
improving all aspects of the availability of IT services. Availability 
Management is responsible for ensuring that all IT infrastructure, 
processes, tools, roles etc are appropriate for the agreed Service Level 
Targets for availability.  

Availability Management 
Information System 

AMIS is a virtual repository of all Availability Management data, usually 
stored in multiple physical locations. 

Availability Plan A plan to ensure that existing and future availability requirements for IT 
services can be provided cost effectively. 

B1 Boundary The network logical Boundary between NGEN and External Networks. 
B2 Boundary The network logical boundary between NGEN and Communities of Interest. 
B3 Boundary The network logical boundary between COIs and the Host level. 
Business Capacity 
Management  

In the context of ITSM, Business Capacity Management is the activity 
responsible for understanding future business requirements for use in the 
Capacity Plan. 

Business Continuity 
Management 

The business process responsible for managing risks that could seriously 
impact the business. BCM safeguards the interests of key stakeholders, 
reputation, brand and value creating activities. The BCM process involves 
reducing risks to an acceptable level and planning for the recovery of 
business processes should a disruption to the business occur. BCM sets 
the objectives, Scope and requirements for IT service Continuity 
Management.  

Business Continuity Plan A plan defining the steps required to restore business processes following a 
disruption. The plan will also identify the triggers for Invocation, people to 
be involved, communications etc. IT service Continuity plans form a 
significant part of Business Continuity plans. 

Business Impact Analysis BIA is the activity in Business Continuity Management that identifies vital 
business functions and their dependencies. These dependencies may 
include Suppliers, people, other business processes, IT services etc. 
BIA defines the recovery requirements for IT services. These requirements 
include Recovery Time Objectives, Recovery Point Objectives and 
minimum Service Level Targets for each IT service. 
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Business Relationship 
Management 

The process or function responsible for maintaining a relationship with the 
business. BRM usually includes: 
Managing personal Relationships with business managers. 
Providing input to Service Portfolio Management. 
Ensuring that the IT Service Provider is satisfying the business needs of the 
customers. 
This process has strong links with Service Level Management. 

Business Service An IT service that directly supports a business process, as opposed to an 
infrastructure service which is used internally by the IT Service Provider 
and is not usually visible to the business. 
The term business service is also used to mean a service that is delivered 
to business customers by business units. For example delivery of financial 
services to customers of a bank, or goods to the customers of a retail store. 
Successful delivery of business services often depends on one or more IT 
services. 

Business Service 
Management 

An approach to the management of IT services that considers the business 
processes supported and the business value provided. 
This term also means the management of business services delivered to 
business customers. 

Business Unit A segment of the business which has its own plans, Metrics, income and 
costs. Each business unit owns Assets and uses these to create value for 
customers in the form of goods and services. 

Call Center An organization or business unit which handles large numbers of incoming 
and outgoing telephone calls. 

Capability Maturity Model 
Integration 

CMMI is a process improvement approach developed by the Software 
Engineering Institute (SEI) of Carnegie Melon University. CMMI provides 
organizations with the essential elements of effective processes. It can be 
used to guide process improvement across a project, a division, or an 
entire organization. CMMI helps integrate traditionally separate 
organizational functions, set process improvement goals and priorities, 
provide guidance for quality processes, and provide a point of reference for 
appraising current processes. 
See http://www.sei.cmu.edu/cmmi/ for more information. 

Capability The ability of an organization, person, process, application, configuration 
item or IT service to carry out an activity.  Capabilities are intangible assets 
of an organization. 

Capacity The maximum throughput that a configuration item or IT service can deliver 
whilst meeting agreed Service Level Targets. For some types of CI, 
Capacity may be the size or volume, for example a disk drive. 

Capacity Management The process responsible for ensuring that the Capacity of IT services and 
the IT infrastructure is able to deliver agreed Service Level Targets in a 
cost effective and timely manner. Capacity Management considers all 
resources required to deliver the IT service, and plans for short, medium 
and long term business requirements.  

Capacity Management 
Information System 

A virtual repository of all Capacity Management data, usually stored in 
multiple physical locations. 

Capacity Plan A Capacity plan is used to manage the resources required to deliver IT 
services. The plan contains scenarios for different predictions of business 
demand, and costed options to deliver the agreed Service Level Targets. 
Capacity planning is the activity within Capacity Management responsible 
for creating a Capacity plan 

Certification Issuing a certificate to confirm Compliance to a standard. Certification 
includes a formal Audit by an independent and Accredited body. The term 
Certification is also used to mean awarding a certificate to verify that a 
person has achieved a qualification. 
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Change The addition, modification or removal of anything that could have an effect 
on IT services. The Scope should include all IT services, configuration 
items, processes, documentation etc. 

Change Advisory Board CAB is a group of people that advises the Change Manager in the 
Assessment, prioritization and scheduling of Changes. This board is usually 
made up of representatives from all areas within the IT Service Provider, 
the business, and Third Parties such as Suppliers. 

Change Case A technique used to predict the impact of proposed Changes. Change 
Cases use specific scenarios to clarify the scope of proposed Changes and 
to help with Cost Benefit Analysis. 

Change Management The process responsible for controlling the lifecycle of all Changes. The 
primary objective of Change Management is to enable beneficial Changes 
to be made, with minimum disruption to IT services. 

Change Request Same as Request for Change. 
COBIT Control Objectives for Information and related Technology provides 

guidance and Best Practice for the management of IT processes. COBIT is 
published by the IT Governance Institute. 
See http://www.isaca.org/ 

Collaboration To work together with others; a term randomly applied to any interaction 
between individuals with shared interests or similar goals; the 
communication and coordination within and among commands and 
organizations essential to planning and conducting military operations. 
Asynchronous collaboration is collaboration between two or more 
individuals when only one of them is available at a time, i.e. e-mail. 
Synchronous collaboration is collaboration between two or more individuals 
when all of them are available at the same time, i.e., chat. (CJCSM 
6715.01A) 

Commercial off the Shelf COTS is application software or middleware that can be purchased from a 
Third Party. 

Common Computing 
Environment 

NGEN capability that provides an application-hosting environment that 
serves the needs of naval commands and their many COIs. 

Community of Interest COI is a collaborative group of users who must exchange information in 
pursuit of their shared goals, interests, missions, or business processes, 
and who therefore must have shared vocabulary for the information they 
exchange is a COI. (Source: DOD CIO Memorandum, “DOD Net-Centric 
Data Strategy,” May 9, 2003). 
A group of users may collaborate in support of a common operational (e.g. 
Surface Warfare, Amphibious Operations, Joint Task Force, etc.) or 
functional (e.g., logistics, personnel, medical, training, etc.) objective. A COI 
can include users from a single MD, multiple MDs, network, or multiple 
networks. 
Expedient COIs are transitory and ad hoc COIs, focusing on contingency 
and crisis operations. 
Institutional COI are functional or cross-functional continuing entities with 
responsibilities for ongoing operations, which also lend support to 
contingency and crisis operations. 

Compliance Ensuring that a standard or set of guidelines is followed, or that proper, 
consistent accounting or other practices are being employed. 

Computer Network 
Defense 

CND involves actions taken to protect, monitor, analyze, detect and 
respond to unauthorized activity within DOD information systems and 
computer networks. Monitoring activities leverage IA situational awareness. 
Response activities are coordinated with enterprise service management 
for configuration management and restoration of disrupted or degraded 
capabilities; and with Law Enforcement and Counter-Intelligence to capture 
and prosecute perpetrators of unauthorized activities. 
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Confidentiality A security principle that requires that data should only be accessed by 
authorized people. 

Configuration A generic term, used to describe a group of configuration items that work 
together to deliver an IT service, or a recognizable part of an IT service. 
Configuration is also used to describe the parameter settings for one or 
more CIs. 

Configuration Item A CI is any component that needs to be managed in order to deliver an IT 
service. Information about each CI is recorded in a Configuration Record 
within the Configuration Management System and is maintained throughout 
its lifecycle by Configuration Management. CIs are under the control of 
Change Management. CIs typically include IT services, hardware, software, 
buildings, people, and formal documentation such as process 
documentation and SLAs. 

Configuration 
Management 

(1) The process responsible for maintaining information about configuration 
items required to deliver an IT service, including their Relationships. This 
information is managed throughout the lifecycle of the CI. Configuration 
Management is part of an overall Service Asset and Configuration 
Management process. 
(2) Specifically, network management processes whose goal is to monitor 
the NGEN network and system configuration information so that the effects 
on network operation of various versions of hardware and software 
elements can be tracked and managed to ensure network resource 
efficiency and greater end-user performance. 

Configuration 
Management Database 

A CMDB is a database used to store Configuration Records throughout 
their lifecycle. The Configuration Management System maintains one or 
more CMDBs, and each CMDB stores attributes of CIs, and Relationships 
with other CIs. 

Configuration 
Management System 

CMS is a set of tools and databases that are used to manage an IT Service 
Provider's Configuration data. The CMS also includes information about 
Incidents, Problems, Known Errors, Changes and Releases; and may 
contain data about employees, Suppliers, locations, business units, 
customers and users. The CMS includes tools for collecting, storing, 
managing, updating, and presenting data about all configuration items and 
their Relationships. The CMS is maintained by Configuration Management 
and is used by all IT Service Management processes. 

Configuration Record A Record containing the details of a configuration item. Each Configuration 
Record documents the lifecycle of a single CI. Configuration Records are 
stored in a Configuration Management Database. 

Configuration Structure The hierarchy and other Relationships between all the configuration items 
that comprise a Configuration.  

Continual Service 
Improvement 

CSI is a stage in the lifecycle of an IT service. Continual Service 
Improvement is responsible for managing improvements to IT Service 
Management processes and IT services. The Performance of the IT 
Service Provider is continually measured and improvements are made to 
processes, IT services and IT infrastructure in order to increase, 
effectiveness and efficiency (cost effectiveness). 

Continuous Availability An approach or design to achieve 100% availability. A continuously 
available IT service has no planned or unplanned downtime. 

Continuous Operation An approach or design to eliminate planned Downtime of an IT service. 
Note that individual configuration items may be down even though the IT 
service is available. 

Core Enterprise Service CES is the collective NGEN services that enable both service and data 
providers on NGEN, by providing and managing the underlying capabilities 
to deliver content and value to end-users. 

Core Service In general, an IT service that delivers basic outcomes desired by one or 
more customers. 
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Core Service Package A CSP is a detailed description of a core service that may be shared by two 
or more Service Level Packages. 

Cost Benefit Analysis An activity that analyzes and compares the costs and the benefits involved 
in one or more alternative courses of action. 

Cost Effectiveness A measure of the balance between the effectiveness and cost of a service, 
process or activity, A cost effective process is one which achieves its 
objectives at minimum cost. 

Cost Management A general term that is used to refer to Budgeting and Accounting, 
sometimes used as a synonym for Financial Management 

Critical Success Factor A qualitative statement describing what needs to happen for a plan, project 
or process to succeed. For example a CSF may be “to protect IT services 
when making Changes” with accompanying KPIs “percentage reduction of 
unsuccessful Changes", “percentage reduction in Changes causing 
Incidents”, etc. 

Cross-Domain The activities, assets or required capabilities that reach across and relate to 
different domains. 
Specifically to NGEN, it this pertains to (1) separate enclaves at the same 
security level, such as the USMC/USN management domains, and (2) 
networks or enclaves at different security levels, such as NIPRNET and 
SIPRNET. 

Customer The Client of an IT Service Provider who defines and agrees the Service 
Level Targets. The term customers is also sometimes informally used to 
mean users, for example “this is a customer focused Organization”. 

Dashboard A graphical representation of overall IT service Performance and 
Availability. Dashboard images may be updated in real-time, and can also 
be included in management reports and web pages. Dashboards can be 
used to support Service Level Management, Event Management or Incident 
Diagnosis. 

Data Sanitation The process by which NGEN data is made acceptable for a specific action 
such as downgrading or aligning labels with context classification 
(IA/Security Working Group) defines data sanitation. 

Defense-in-Depth The DOD approach for establishing an adequate IA posture in a shared-risk 
environment that allows for shared mitigation through: the integration of 
people, technology, and operations; the layering of IA solutions within and 
among IT assets; and the selection of IA solutions based on their relative 
level of robustness is Defense-in-Depth. (Source: DODD 8500.1, October 
24, 2002) 

Definitive Media Library DML is one or more locations in which the definitive and approved versions 
of all software configuration items are securely stored. The DML may also 
contain associated CIs such as licenses and documentation. The DML is a 
single logical storage area even if there are multiple locations. All software 
in the DML is under the control of Change and Release Management and is 
recorded in the Configuration Management System. Only software from the 
DML is acceptable for use in a Release. 

Demand Management Activities that understand and influence customer demand for services and 
the provision of Capacity to meet these demands. At a Strategic level 
Demand Management can involve analysis of Patterns of business activity 
and user profiles. At a Tactical level it can involve use of differential 
charging to encourage customers to use IT services at less busy times. 

Demilitarized Zone In computer/network security, a (DMZ) is a physical or logical sub network 
that contains an organization's external services to a larger, untrusted 
network, usually the Internet. The purpose of a DMZ is to add an additional 
layer of security to an organization's Local Area Network (LAN). A DMZ is 
more appropriately known as demarcation zone or perimeter network. 
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Deployment The Rollout activity responsible for movement of new or changed hardware, 
software, documentation, process, etc to the Live Environment. 
Deployment is part of the Release and Deployment Management process. 

Domain A defined set of mutually distinct and collectively exhaustive information 
activities of DON or DOD (including, information collection, creation, 
processing, dissemination, and overall management, as well as the 
management of information systems and communications networks). 
(Source: NCOW RM v1.1) 

Downtime The time when a configuration item or IT service is not available during its 
Agreed Service Time. The Availability of an IT service is often calculated 
from Agreed Service Time and Downtime. 

Effectiveness A measure of whether the objectives of a process, service or activity have 
been achieved. An effective process or activity is one that achieves its 
agreed objectives. 

Efficiency A measure of whether the right amount of resources have been used to 
deliver a process, service or activity. An efficient process achieves its 
objectives with the minimum amount of time, money, people or other 
resources. 

Emergency Change A Change that must be introduced as soon as possible. For example to 
resolve a Major Incident or implement a Security patch. The Change 
Management process will normally have a specific procedure for handling 
Emergency Changes. 

Emergency Change 
Advisory Board 

A sub-set of the Change Advisory Board who make decisions about high 
impact Emergency Changes. Membership of the ECAB may be decided at 
the time a meeting is called, and depends on the nature of the Emergency 
Change. 

Enclave 1) An environment, consisting of networks, systems, and physical facilities 
that are under the control of a single authority and has a homogeneous 
Information Technology (IT) security policy for personnel and physical 
security. Local and remote elements that access resources within an 
enclave must satisfy the policy of the enclave. Enclaves can be specific to 
an organization or a mission and may also contain multiple networks. They 
may be logical, such as an operational area network (OAN), or they may be 
based on physical location and proximity. Can be connected to high speed 
networks for disconnected or intermittently connected users/platforms 
requiring standalone deployable capabilities. Guidance and policy for 
Department of Defense Information Assurance (Draft), Version J-1, ASD 
(C3I), August 12, 1999. (Examples of enclaves: carrier strike group, MEU, 
MEF, AEF, BCT, Naval support activity Bahrain) (Source NCOW RM v1.1, 
and modified in the NCES CDD Version: 1.0 Date: 05/24/2006) 
2) Collection of computing environments connected by one or more internal 
networks under the control of a single authority and security policy, 
including personnel and physical security. Enclaves always assume the 
highest mission assurance category and security classification of the 
applications or outsourced IT-based processes they support, and derive 
their security needs from those systems. They provide standard IA 
capabilities, such as boundary defense, incident detection and response, 
and key management, and also deliver common applications, such as 
office automation and electronic mail. Enclaves are analogous to general 
support systems as defined in OMB A-130. Enclaves may be specific to an 
organization or a mission, and the computing environments may be 
organized by physical proximity or by function independent of location. 
Examples of enclaves include local area networks and the applications they 
host, backbone networks, and data processing centers. (Source: DODI 
8500.2, February 6, 2003) 
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End-User Services NGEN services that support the end user in the management of NGEN 
accounts, the provision of workstations, voice and VTC services, mobile 
communications, training support, and commercial services. 

Enterprise Services 
Management 

The NGEN core enterprise service that enables the life cycle management 
(planning, design, developing, organizing, coordinating, staging, 
implementing, monitoring, maintenance, and disposition) of all the 
capabilities of, and services provided by NGEN thereby enabling NetOps of 
NGEN systems, networks, and their defense, through standard 
technological solutions (people, tools, and integration). 

Error A design flaw or malfunction that causes a Failure of one or more 
configuration items or IT services. A mistake made by a person or a faulty 
process that impacts a CI or IT service is also an Error. 

Escalation An activity that obtains additional resources when these are needed to 
meet Service Level Targets or customer expectations. Escalation may be 
needed within any IT Service Management process, but is most commonly 
associated with Incident Management, Problem Management and the 
management of customer complaints. There are two types of Escalation, 
functional Escalation and Hierarchic Escalation. 

Event A change of state which has significance for the management of a 
configuration item or IT service.  
The term Event is also used to mean an Alert or notification created by any 
IT service, configuration item or Monitoring tool. Events typically require IT 
Operations personnel to take actions, and often lead to Incidents being 
logged. 

Event Management The process responsible for managing Events throughout their lifecycle. 
Event Management is one of the main activities of IT Operations. 

Facilities Management The function responsible for managing the physical Environment where the 
IT Infrastructure is located. Facilities Management includes all aspects of 
managing the physical Environment, for example power and cooling, 
building Access Management, and environmental Monitoring.  

Failure Loss of ability to Operate to Specification, or to deliver the required output. 
The term Failure may be used when referring to IT services, processes, 
activities, configuration items etc. A Failure often causes an Incident. 

Financial Management The function and processes responsible for managing an IT Service 
Provider's budgeting, accounting and charging requirements. 

First-line Support The first level in a hierarchy of Support Groups involved in the resolution of 
Incidents. Each level contains more specialist skills, or has more time or 
other resources. 

Function 1) A team or group of people and the tools they use to carry out one or 
more processes or activities. For example the Service Desk. 
2) An intended purpose of a configuration item, Person, Team, process, or 
IT service. For example one function of an email service may be to store 
and forward outgoing mails, one function of a business process may be to 
dispatch goods to customers. 

Functional Escalation Transferring an Incident, Problem or Change to a technical team with a 
higher level of expertise to assist in an Escalation. 

Gap Analysis An activity which compares two sets of data and identifies the differences. 
Gap Analysis is commonly used to compare a set of requirements with 
actual delivery. 

Governance Ensuring that policies and strategy are actually implemented, and that 
required processes are correctly followed. Governance includes defining 
roles and responsibilities, measuring and reporting, and taking actions to 
resolve any issues identified. 
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Help Desk A point of contact for users to log Incidents. A Help Desk is usually more 
technically focused than a Service Desk and does not provide a Single 
Point of Contact for all interaction. The term Help Desk is often used as a 
synonym for Service Desk. 

Hierarchic Escalation Informing or involving more senior levels of management to assist in an 
Escalation. 

High Availability An approach or Design that minimizes or hides the effects of configuration 
item Failure on the users of an IT service. High Availability solutions are 
Designed to achieve an agreed level of Availability and make use of 
techniques such as Fault Tolerance, Resilience and fast Recovery to 
reduce the number of Incidents, and the Impact of Incidents. 

Impact A measure of the effect of an Incident, Problem or Change on business 
processes. Impact is often based on how service levels will be affected. 
Impact and Urgency are used to assign Priority. 

Incident An unplanned interruption to an IT service or a reduction in the Quality of 
an IT service. Failure of a configuration item that has not yet impacted 
service is also an Incident. For example Failure of one disk from a mirror 
set. 

Incident Management The process responsible for managing the lifecycle of all Incidents. The 
primary objective of Incident Management is to return the IT service to 
users as quickly as possible. 

Information Assurance Measures that protect and defend information and information systems by 
ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. This includes providing for restoration of information systems 
by incorporating protection, detection, and reaction capabilities (DODD 
8500.1, 24 October 2002). 

Information Assurance / 
Security 

The NGEN core enterprise service that provides the set of enterprise-wide 
enabling and control capabilities for confidentiality, integrity, and availability 
in accordance with established DOD and DON policies. 

Information Management (1) IM is the planning, budgeting, manipulating, and controlling of 
information throughout its life cycle. 
(2) IM refers to the processes a joint task force uses to obtain, manipulate, 
direct, and control information. IM includes all processes involved in the 
creation, collection and control, dissemination, storage and retrieval, 
protection, and destruction of information. The goal of IM is providing a 
timely flow of quality information enabling the commander, joint task force 
to anticipate and understand the consequences of changing conditions. 

Information Security 
Management 

The process that ensures the confidentiality, integrity and availability of an 
Organization's Assets, information, data and IT services. Information 
Security Management usually forms part of an Organizational approach to 
Security Management which has a wider scope than the IT Service 
Provider, and includes handling of paper, building access, phone calls etc., 
for the entire Organization. 

Information Security 
Management System 

The framework of policy, processes, standards, guidelines and tools that 
ensures an Organization can achieve its Information Security Management 
objectives. 

Infrastructure Service An IT service that is not directly used by the business, but is required by the 
IT Service Provider so they can provide other IT services. For example 
Directory Services, naming services, or communication services. 

Integrity A security principle that ensures data and configuration items are only 
modified by authorized personnel and activities. Integrity considers all 
possible causes of modification, including software and hardware Failure, 
environmental Events, and human intervention. 
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IT Infrastructure All of the hardware, software, networks, facilities etc. that are required to 
Develop, Test, deliver, Monitor, Control or support IT services. The term IT 
Infrastructure includes all of the Information Technology but not the 
associated people, processes and documentation. 

IT Operations Activities carried out by IT Operations control, including Console 
Management, Job Scheduling, Backup and Restore, and Print and Output 
Management. 
IT Operations is also used as a synonym for Service Operation. 

IT Operations 
Management 

The function within an IT Service Provider which performs the daily 
activities needed to manage IT services and the supporting IT 
Infrastructure. IT Operations Management includes IT Operations control 
and Facilities Management. 

IT Service (1) A combination of people, processes, and technology that support 
operations. IT services have performance objectives established by a set of 
service level agreements. 
(2) A service provided to one or more customers by an IT Service Provider. 
An IT service is based on the use of Information Technology and supports 
the customer’s business processes. An IT service is made up from a 
combination of people, processes and technology and should be defined in 
a Service Level Agreement. 

IT Service Continuity 
Management 

The process responsible for managing risks that could seriously impact IT 
services. ITSCM ensures that the IT Service Provider can always provide 
minimum agreed service levels, by reducing the risk to an acceptable level 
and planning for the Recovery of IT services. ITSCM should be designed to 
support Business Continuity Management. 

IT Service Continuity Plan A plan defining the steps required to Recover one or more IT services. The 
plan will also identify the triggers for Invocation, people to be involved, 
communications etc. The IT service Continuity plan should be part of a 
Business Continuity plan. 

IT Service Delivery Set of NGEN processes comprising capacity management, availability 
management, service-level management, IT financial management, and IT 
service continuity management, whose purpose is to implement processes 
and tools that monitor, obtain feedback, and implement repair mechanisms 
to ensure that the IT service is obtainable, continuously available at 
specified thresholds, and affordable. 

IT Service Management The implementation and management of Quality IT services that meet the 
needs of the business. IT Service Management is performed by IT Service 
Providers through an appropriate mix of people, process and Information 
Technology. 

IT Service Provider A Service Provider that provides IT services to internal customers or 
external customers. 

ITIL Information Technology Infrastructure Library is a set of Best Practice 
guidance for IT Service Management. ITIL is owned by the OGC and 
consists of a series of publications giving guidance on the provision of 
Quality IT services, and on the processes and facilities needed to support 
them. 
See http://www.itil.co.uk/ 

ITSM ITSM is a discipline for managing IT systems that focuses on the user's 
perspective of information technology's contribution to mission area 
processes. 

Key Performance Indicator KPI is a metric that is used to help manage a process, IT service or activity. 
Many Metrics may be measured, but only the most important of these are 
defined as KPIs and used to actively manage and report on the process, IT 
service or activity. KPIs should be selected to ensure that efficiency, 
effectiveness, and cost effectiveness are all managed. 
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Knowledge Base A logical database containing the data used by the Service Knowledge 
Management System. 

Knowledge Management The process responsible for gathering, analyzing, storing and sharing 
knowledge and information within part or all of an Organization. The 
primary purpose of Knowledge Management is to improve efficiency by 
reducing the need to rediscover knowledge. 

Known Error A Problem that has a documented Root Cause and a Workaround. Known 
Errors are created and managed throughout their lifecycle by Problem 
Management. Known Errors may also be identified by Development or 
Suppliers. 

Known Error Database A database containing all Known Error Records. This database is created 
by Problem Management and used by Incident and Problem Management. 
The Known Error Database is part of the Service Knowledge Management 
System. 

Lifecycle The various stages in the life of an IT service, configuration item, Incident, 
Problem, Change etc. The lifecycle defines the Categories for Status and 
the Status transitions that are permitted. For example: 
The lifecycle of an application includes Requirements, Design, Build, 
Deploy, Operate, Optimize. 
The Expanded Incident lifecycle includes Detect, Respond, Diagnose, 
Repair, Recover, Restore. 
The lifecycle of a Server may include: Ordered, Received, In Test, Live, 
Disposed etc. 

Line of Service A core service or supporting service that has multiple Service Level 
Packages. A Line of Service is managed by a Product Manager and each 
Service Level Package is designed to support a particular market segment. 

Maintainability A measure of how quickly and effectively a configuration item or IT service 
can be restored to normal working after a Failure. Maintainability is often 
measured and reported as MTRS. 
Maintainability is also used in the context of Software or IT service 
Development to mean ability to be Changed or Repaired easily. 

Major Incident The highest Category of Impact for an Incident. A Major Incident results in 
significant disruption to the business. 

Managed Services A perspective on IT services which emphasizes the fact that they are 
managed. The term Managed Services is also used as a synonym for 
Outsourced IT services. 

Management Control The ability to direct, approve, monitor, and assess/evaluate – in support of 
decision making – IT services/functions are management control functions 
(i.e., inherently DON functions) that shall be retained by the DON. 
Additionally, the DON needs technical/subject matter expertise to support 
the assessment and evaluation, to an adequate level of depth which 
increases with the criticality of the decision or service, of the overall 
performance of contracted services. There is a subtle difference between 
the DON exerting management control over NGEN and the actual 
execution. For example, a contractor can develop a capacity plan. DON 
exerts management control by approving (or rejecting) the plan. A 
contractor, who could be the same one or a different one, can be 
responsible for executing the plan. 

Management Domain Boundaries within a network for which a management authority will effect 
NetOps command and control. MDs are designated by the network's 
service component command authority or service headquarters and include 
within them the ability to direct and manage network resources and 
capabilities. 
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Management Information Information that is used to support decision making by managers. 
Management Information is often generated automatically by tools 
supporting the various IT Service Management processes. Management 
Information often includes the values of KPIs such as “Percentage of 
Changes leading to Incidents”, or “first time fix rate”. 

Management System The framework of policy, processes and functions that ensures an 
organization can achieve its objectives. 

Maturity Level A named level in a Maturity model such as the CMMI model. 
Mean Time Between 
Failures 

MTBF is a Metric for measuring and reporting Reliability. MTBF is the 
average time that a configuration item or IT service can perform its agreed 
function without interruption. This is measured from when the CI or IT 
service starts working, until it next fails.  

Mean Time Between 
Service Incidents 

MTBSI is a Metric used for measuring and reporting Reliability. MTBSI is 
the mean time from when a System or IT service fails, until it next fails. 
MTBSI is equal to MTBF + MTRS. 

Mean Time To Repair MTTR is the average time taken to repair a configuration item or IT service 
after a Failure. MTTR is measured from when the CI or IT service fails until 
it is Repaired. MTTR does not include the time required to Recover or 
Restore. MTTR is sometimes incorrectly used to mean Mean Time to 
Restore Service. 

Mean Time to Restore 
Service 

The average time taken to Restore a configuration item or IT service after a 
Failure. MTRS is measured from when the CI or IT service fails until it is 
fully Restored and delivering its normal functionality. 

Mediation The NGEN core enterprise service that translates, aggregates, integrates, 
correlates, fuses, negotiates, publishes, or performs other transforming 
processes. Mediation applies to data or services. 

Messaging The NGEN core enterprise service that provides the ability for entities/users 
on the enterprise infrastructure to exchange information both synchronously 
and asynchronously. 

Metadata Data needed to facilitate the management and disposition of data on 
NGEN, and within the NGEN user and user applications environment. 

Metadata Discovery The NGEN capability to allow DON Enterprise systems to discover and 
manage (publish, make visible, and access) various metadata artifacts 
critical to a system and/or a user’s ability to exchange and understand data 
components within the enterprise. 

Metric Something that is measured and reported to help manage a process, IT 
service or activity. 

Monitoring Repeated observation of a configuration item, IT service or process to 
detect Events and to ensure that the current status is known. 

MPLS Multi Protocol Label Switching (MPLS) is a data-carrying mechanism that 
belongs to the family of packet-switched networks. 

Naval Networking 
Environment 

Multiple DON networks that benefit from interoperability – the 
standardization of capabilities and services – to support achievement of 
net-centric objectives. 

Naval Networking 
Environment 

NNE is multiple DON networks that benefit from interoperability – the 
standardization of capabilities and services – to support achievement of 
net-centric objectives. 

Network Multiple connected computers that communicate over a wired or wireless 
medium to share data, as well as other resources, and are under the 
control of a service component command authority. A network represents 
the totality of voice, video, and data services infrastructure from wide area 
network to desktops. 

Network Operations NetOps or NETOPS encompasses all activities associated with operating 
and defending networks, their applications, and their services. 
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Non-repudiation Assurance the sender of data is provided with proof of delivery and the 
recipient is provided with proof of the sender's identity, so neither can later 
deny having processed the data is Non-repudiation. (Source: DODD 
8500.1, October 24, 2002) 

ONE-NET OCONUS Navy Enterprise Network 
Operational Control Command authority that may be exercised by commanders at any echelon 

at or below the level of combatant command. OPCON is the authority to 
perform those functions of command over subordinate forces involving 
organizing and employing commands and forces, assigning tasks, 
designating objectives, and giving authoritative direction necessary to 
accomplish the mission. OPCON includes authoritative direction over all 
aspects of military operations and joint training necessary to accomplish 
missions assigned to the command. OPCON should be exercised through 
the commanders of subordinate organizations. Normally this authority is 
exercised through subordinate joint force commanders and service and/or 
functional component commanders. OPCON provides full authority to 
organize commands and forces and to employ those forces as the 
commander in operational control considers necessary to accomplish 
assigned missions; it does not, in and of itself, include authoritative 
direction for logistics or matters of administration, discipline, internal 
organization, or unit training. 

Operational Level 
Agreement 

OLA is an Agreement between an IT Service Provider and another part of 
the same Organization. An OLA supports the IT Service Provider's delivery 
of IT services to customers. The OLA defines the goods or services to be 
provided and the responsibilities of both parties. For example there could 
be an OLA between the IT Service Provider and a procurement department 
to obtain hardware in agreed times between the Service Desk and a 
Support Group to provide Incident Resolution in agreed times. 

Orchestration Service Works on behalf of an application to coordinate or orchestrate a workflow, 
which involves the invocation of more than one service or application. The 
Orchestration Service will route the data between consecutive service calls 
and carry out logic based on a standard-based workflow script. 

Passive Monitoring Monitoring of a configuration item, an IT service or a process that relies on 
an Alert or notification to discover the current status. 

Performance Management The process responsible for day-to-day Capacity Management activities. 
These include Monitoring, Threshold detection, Performance analysis and 
Tuning, and implementing Changes related to Performance and Capacity. 

Planned Downtime Agreed time when an IT service will not be available. Planned Downtime is 
often used for maintenance, upgrades and testing. 

Policy Formally documented management expectations and intentions. Policies 
are used to direct decisions, and to ensure consistent and appropriate 
development and implementation of processes, standards, roles, activities, 
IT Infrastructure etc. 

Proactive Monitoring Monitoring that looks for patterns of Events to predict possible future 
Failures. 

Proactive Problem 
Management 

Part of the Problem Management process. The objective of proactive 
Problem Management is to identify Problems that might otherwise be 
missed. Proactive Problem Management analyzes Incident Records, and 
uses data collected by other IT Service Management processes to identify 
trends or significant Problems. 

Problem A cause of one or more Incidents. The cause is not usually known at the 
time a Problem Record is created, and the Problem Management process 
is responsible for further investigation. 
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Problem Management The process responsible for managing the lifecycle of all Problems. The 
primary objectives of Problem Management are to prevent Incidents from 
happening, and to minimize the Impact of Incidents that cannot be 
prevented. 

Procedure A document containing steps that specify how to achieve an activity. 
Procedures are defined as part of processes. A procedure may be defined 
as part of a process or as a document describing how to achieve one 
process. 

Process A structured set of activities designed to accomplish a specific objective. A 
process takes one or more defined inputs and turns them into defined 
outputs. A process may include any of the roles, responsibilities, tools and 
management controls required to reliably deliver the outputs. A process 
may define policies, standards, guidelines, activities, and work instructions 
if they are needed. 

Process Manager A role responsible for operational management of a process. The process 
Manager's responsibilities include planning and co-ordination of all 
activities required to carry out, monitor and report on the process. There 
may be several process Managers for one process, for example regional 
Change Managers or IT service Continuity Managers for each data center. 
The process Manager role is often assigned to the person who carries out 
the process Owner role, but the two roles may be separate in larger 
Organizations. 

Process Owner A role responsible for ensuring that a process is Fit for Purpose. The 
process Owner’s responsibilities include sponsorship, Design, Change 
Management and continual improvement of the process and its Metrics. In 
large organizations, this role is not typically assigned to the same person 
carrying out the process Manager role. 

Program A number of projects and activities that are planned and managed together 
to achieve an overall set of related objectives and other outcomes. 

Project A temporary organization, with people and other Assets required to achieve 
an objective or other outcome. Each project has a lifecycle that typically 
includes initiation, planning, execution, Closure etc. 

QoS QoS applied to NGEN is the quality of services or capability to deliver the 
dynamic network information transport performance needed to meet 
application requirements. One type of QoS capability is Differentiated 
Services (DiffServ), an industry standard method of providing performance 
for a variety of applications with differing performance requirements in an IP 
environment. 

RACI-VS A Model used to help define roles and Responsibilities. RACI stands for 
Responsible, Accountable, Consulted and Informed. VS are options and 
stand for Verified, Signed Off 

Reactive Monitoring Monitoring that takes action in response to an Event. For example 
submitting a batch job when the previous job completes, or logging an 
Incident when an Error occurs. 

Recovery Point Objective RPO is the maximum amount of data that may be lost when service is 
restored after an interruption. Recovery Point Objective is expressed as a 
length of time before the failure. For example a Recovery Point Objective of 
one day may be supported by daily backups, and up to 24 hours of data 
may be lost. Recovery Point Objectives for each IT service should be 
negotiated, agreed and documented, and used as requirements for Service 
Design and IT service Continuity plans. 

Recovery Time Objective RTO is the maximum time allowed for recovery of an IT service following an 
interruption. The Service Level to be provided may be less than normal 
Service Level Targets. Recovery Time Objectives for each IT service 
should be negotiated, agreed and documented. 
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Release A collection of hardware, software, documentation, processes or other 
components required to implement one or more approved Changes to IT 
services. The contents of each Release are managed, Tested, and 
Deployed as a single entity. 

Release and Deployment 
Management 

The process responsible for both Release Management and Deployment. 

Release Management The process responsible for planning, scheduling and controlling the 
movement of Releases to Test and Live Environments. The primary 
objective of Release Management is to ensure that the integrity of the Live 
Environment is protected and that the correct components are released. 
Release Management is part of the Release and Deployment Management 
process.  

Reliability A measure of how long a configuration item or IT service can perform its 
agreed function without interruption. Usually measured as MTBF or MTBSI. 
The term Reliability can also be used to state how likely it is that a process, 
function etc. will deliver its required outputs. 

Request for Change RFC is a formal proposal for a Change to be made. An RFC includes 
details of the proposed Change, and may be recorded on paper or 
electronically. The term RFC is often misused to mean a Change Record, 
or the Change itself. Not to be confused with the other meaning of the term 
RFC: Request for Comment. 

Request Fulfillment The process responsible for managing the lifecycle of all Service Requests. 
Requirement A formal statement of what is needed. For example a Service Level 

Requirement, a project requirement or the required deliverables for a 
process. 

Resolution Action taken to repair the Root Cause of an Incident or Problem, or to 
implement a Workaround. 
In ISO/IEC 20000, resolution processes is the process group that includes 
Incident and Problem Management. 

Response Time A measure of the time taken to complete an operation or transaction. Used 
in Capacity Management as a measure of IT Infrastructure Performance, 
and in Incident Management as a measure of the time taken to answer the 
phone, or to start Diagnosis. 

Responsiveness A measurement of the time taken to respond to something. This could be 
Response Time of a transaction, or the speed with which an IT Service 
Provider responds to an Incident or Request for Change etc. 

Restore Taking action to return an IT service to the users after Repair and Recovery 
from an Incident. This is the primary Objective of Incident Management. 

Retire Permanent removal of an IT service, or other configuration item, from the 
Live Environment. Retired is a stage in the lifecycle of many configuration 
items. 

Return on Investment ROI is a measurement of the expected benefit of an investment. In the 
simplest sense it is the net profit of an investment divided by the net worth 
of the assets invested. 

Risk A possible Event that could cause harm or loss, or affect the ability to 
achieve Objectives. A risk is measured by the probability of a Threat, the 
Vulnerability of the Asset to that Threat, and the Impact it would have if it 
occurred. 

Risk Assessment  The initial steps of risk Management. Analyzing the value of Assets to the 
business, identifying Threats to those Assets, and evaluating how 
Vulnerable each Asset is to those Threats. Risk Assessment can be 
quantitative (based on numerical data) or qualitative. 

Risk Management The process responsible for identifying, assessing and controlling risks. 
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Role A set of responsibilities, activities and authorities granted to a person or 
team. A role is defined in a process. One person or team may have multiple 
roles, for example the roles of Configuration Manager and Change 
Manager may be carried out by a single person. 

Rollout Same as Deployment. Most often used to refer to complex or phased 
Deployments or Deployments to multiple locations. 

Root Cause The underlying or original cause of an Incident or Problem.  
Root Cause Analysis An activity that identifies the Root Cause of an Incident or Problem. RCA 

typically concentrates on IT Infrastructure failures. 
Second-line Support The second level in a hierarchy of Support Groups involved in the 

resolution of Incidents and investigation of Problems. Each level contains 
more specialist skills, or has more time or other resources. 

Security 1) Measures taken by a military unit, activity, or installation to protect itself 
against all acts designed to, or which may, impair its effectiveness is 
Security. 2) Security is a condition that results from the establishment and 
maintenance of protective measures that ensure a state of inviolability from 
hostile acts or influences. 3) With respect to classified matter, security is 
the condition that prevents unauthorized persons from having access to 
official information that is safeguarded in the interests of national security. 
(Source: DOD Dictionary of Military and Associated Terms, 
http://www.dtic.mil/doctrine/jel/doddict/index.html ) 

Sensitive Information Information the loss, misuse, or unauthorized access to or modification of 
could adversely affect the national interest or the conduct of Federal 
programs, or the privacy to which individuals are entitled under Section 
552a of Title 5, United States Code, “The Privacy Act", but which has not 
been specifically authorized under criteria established by Executive order or 
an Act of Congress to be kept secret in the interest of national defense or 
foreign policy is sensitive information (Section 278g-3 of Title 15, United 
States Code, “The Computer Security Act of 1987”. This includes 
information in routine DOD payroll, finance, logistics, and personnel 
management systems. 

Separation of Concerns An approach to Designing a solution or IT service that divides the problem 
into pieces that can be solved independently. This approach separates 
“what” is to be done from “how” it is to be done. 

Server A computer that is connected to a network and provides software functions 
that are used by other computers. 

Service A means of delivering value to customers by facilitating outcomes 
customers want to achieve without the ownership of specific costs and 
risks. 

Service Acceptance 
Criteria 

A set of criteria used to ensure that an IT service meets its functionality and 
quality requirements and that the IT Service Provider is ready to Operate 
the new IT service when it has been Deployed. 

Service Analytics A technique used in the assessment of the business impact of incidents. 
Service analytics models the dependencies between configuration items, 
and the dependencies of IT services on configuration items. 

Service Asset and 
Configuration 
Management 

The process responsible for both Configuration Management and Asset 
Management. 

Service Capacity 
Management 

The activity responsible for understanding the Performance and Capacity of 
IT services. The resources used by each IT service and the pattern of 
usage over time are collected, recorded, and analyzed for use in the 
Capacity plan. 
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Service Catalog A database or structured document with information about all Live IT 
services, including those available for Deployment. The Service Catalog is 
the only part of the Service Portfolio published to customers, and is used to 
support the sale and delivery of IT services. The Service Catalog includes 
information about deliverables, prices, contact points, ordering and request 
processes. 

Service Catalog 
Management 

The process responsible for ensuring that a Service Catalog is produced 
and maintained, containing accurate information on all operational services 
and those being prepared to be run operationally. 

Service Continuity 
Management 

Same as IT service Continuity Management. 

Service Contract A Contract to deliver one or more IT services. The term Service Contract is 
also used to mean any Agreement to deliver IT services, whether this is a 
legal Contract or an SLA. 

Service Design A stage in the lifecycle of an IT service. Service Design includes a number 
of processes and functions and is the title of one of the Core ITIL 
publications. 

Service Design Package Document(s) defining all aspects of an IT service and its requirements 
through each stage of its lifecycle. A Service Design Package is produced 
for each new IT service, major Change, or IT service Retirement. 

Service Desk The Single Point of Contact between the Service Provider and the users. A 
typical Service Desk manages Incidents and Service Requests, and also 
handles communication with the users. 

Service Failure Analysis An activity that identifies underlying causes of one or more IT service 
interruptions. SFA identifies opportunities to improve the IT Service 
Provider's processes and tools, and not just the IT Infrastructure. SFA is a 
time constrained, project-like activity, rather than an ongoing process of 
analysis. 

Service Hours An agreed time period when a particular IT service should be available. For 
example, “Monday-Friday 08:00 to 17:00 except public holidays”. Service 
Hours should be defined in a Service Level Agreement. 

Service Knowledge 
Management System 

A set of tools and databases that are used to manage knowledge and 
information. The SKMS includes the Configuration Management System, 
as well as other tools and databases. The SKMS stores, manages, 
updates, and presents all information that an IT Service Provider needs to 
manage the full lifecycle of IT services.  

Service Level Measured and reported achievement against one or more Service Level 
Targets. The term Service Level is sometimes used informally to mean 
Service Level Target. 

Service Level Agreement SLA is an Agreement between an IT Service Provider and a customer. The 
SLA describes the IT service, documents Service Level Targets, and 
specifies the responsibilities of the IT Service Provider and the customer. A 
single SLA may cover multiple IT services or multiple customers. 

Service Level 
Management 

SLM is the process responsible for negotiating Service Level Agreements, 
and ensuring that these are met. SLM is responsible for ensuring that all IT 
Service Management processes, Operational Level Agreements, and 
Underpinning Contracts, are appropriate for the agreed Service Level 
Targets. SLM monitors and reports on Service Levels, and holds regular 
customer reviews. 

Service Level Package A defined level of Utility and Warranty for a particular Service Package. 
Each SLP is designed to meet the needs of a particular Pattern of business 
activity. 

Service Level Requirement A customer requirement for an aspect of an IT service. SLRs are based on 
business objectives and are used to negotiate agreed Service Level 
Targets. 
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Service Level Target A commitment that is documented in a Service Level Agreement. Service 
Level Targets are based on Service Level Requirements, and are needed 
to ensure that the IT service design is Fit for Purpose. Service Level 
Targets should be SMART, and are usually based on KPIs. 

Service Management 
Lifecycle 

An approach to IT Service Management that emphasizes the importance of 
coordination and control across the various functions, processes, and 
Systems necessary to manage the full lifecycle of IT services. The Service 
Management lifecycle approach considers the Strategy, Design, Transition, 
Operation and Continuous Improvement of IT services. 

Service Manager A manager who is responsible for managing the end-to-end lifecycle of one 
or more IT services. The term Service Manager is also used to mean any 
manager within the IT Service Provider. Most commonly used to refer to a 
Business Relationship Manager, a process Manager, an Account Manager 
or a senior manager with responsibility for IT services overall. 

Service Operation A stage in the lifecycle of an IT service. Service Operation includes a 
number of processes and functions and is the title of one of the Core ITIL 
publications. 

Service Owner A role which is accountable for the delivery of a specific IT service. 
Service Package A detailed description of an IT service that is available to be delivered to 

customers. A Service Package includes a Service Level Package and one 
or more core services and supporting services. 

Service Pipeline A database or structured document listing all IT services that are under 
consideration or Development, but are not yet available to customers. The 
Service Pipeline provides a business view of possible future IT services 
and is part of the Service Portfolio which is not normally published to 
customers. 

Service Portfolio The complete set of services that are managed by a Service Provider. The 
Service Portfolio is used to manage the entire lifecycle of all services, and 
includes three Categories: Service Pipeline (proposed or in development); 
Service Catalog (live or available for deployment); and Retired Services. 

Service Portfolio 
Management 

The process responsible for managing the Service Portfolio. Service 
Portfolio Management considers services in terms of the business value 
that they provide. 

Service Reporting The process responsible for producing and delivering reports of 
achievement and trends against Service Levels. Service Reporting should 
agree the format, content and frequency of reports with customers. 

Service Request A request from a User for information, or advice, or for a standard Change 
or for Access to an IT service. For example to reset a password, or to 
provide standard IT services for a new User. Service Requests are usually 
handled by a Service Desk, and do not require an RFC to be submitted. 

Service Sourcing The strategy and approach for deciding whether to provide a service 
internally or to Outsource it to an External Service Provider. Service 
Sourcing also means the execution of this strategy. 
Service Sourcing includes: 
Internal Sourcing - Internal or Shared Services using Type I or Type II 
Service Providers. 
Traditional Sourcing - Full Service Outsourcing using a Type III Service 
Provider. 
Multi-service provider Sourcing - Prime, Consortium or Selective 
Outsourcing using Type III Service Providers. 

Service Strategy The title of one of the Core ITIL publications. Service Strategy establishes 
an overall Strategy for IT services and for IT Service Management. 

Service Transition A stage in the lifecycle of an IT service. Service Transition includes a 
number of processes and functions and is the title of one of the Core ITIL 
publications. 
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Service Utility The functionality of an IT service from the customer's perspective. The 
business value of an IT service is created by the combination of Service 
Utility (what the service does) and Service Warranty (how well it does it). 

Service Validation and 
Testing 

The process responsible for Validation and Testing of a new or Changed IT 
service. Service Validation and Testing ensures that the IT service matches 
its Design Specification and will meet the needs of the business.  

Service Valuation A measurement of the total cost of delivering an IT service, and the total 
value to the business of that IT service. Service Valuation is used to help 
the business and the IT Service Provider agree on the value of the IT 
service. 

Service Warranty Assurance that an IT service will meet agreed requirements. This may be a 
formal Agreement such as a Service Level Agreement or Contract, or may 
be a marketing message or brand image. The business value of an IT 
service is created by the combination of Service Utility (what the service 
does) and Service Warranty (how well it does it). 

Serviceability The ability of a Third Party Supplier to meet the terms of their contract. This 
contract will include agreed levels of reliability, maintainability or availability 
for a configuration item. 

Service-Oriented 
Architecture 

While SOA has been defined many ways by different organizations the 
GAO describes it as follows:  
A service-oriented architecture is an approach for sharing functions and 
applications across an organization by designing them as discrete, 
reusable, business-oriented services. These services need to be, among 
other things, 
(1) self-contained, meaning that they do not depend on any other functions 
or applications to execute a discrete unit of work; (2) published and 
exposed as self-describing business capabilities that can be accessed and 
used; and (3) subscribed to via well-defined and standardized interfaces 
instead of unique, tightly coupled connections. Such a service orientation is 
thus not only intended to promote the reduced redundancy and increased 
integration that any architectural approach is designed to achieve, but to 
also provide the kind of flexibility needed to support a quicker response to 
changing and evolving business requirements and emerging conditions. 

Services A contractually defined behavior that can be provided by a component for 
use by any component, solely based on the interface contract is considered 
Services. 

Shift A group or team of people who carry out a specific role for a fixed period of 
time. For example there could be four shifts of IT Operations control 
personnel to support an IT service that is used 24 hours a day. 

Simulation modeling A technique that creates a detailed Model to predict the behavior of a 
configuration item or IT service. Simulation Models can be very accurate 
but are expensive and time consuming to create. A Simulation Model is 
often created by using the actual configuration items that are being 
modeled, with artificial Workloads or transactions. They are used in 
Capacity Management when accurate results are important. A simulation 
model is sometimes called a Performance Benchmark. 

Single Point of Contact Providing a single consistent way to communicate with an Organization or 
business unit. For example, a Single Point of Contact for an IT Service 
Provider is usually called a Service Desk. 

Single Point of Failure Any configuration item that can cause an Incident when it fails, and for 
which a Countermeasure has not been implemented. A SPOF may be a 
person, or a step in a process or activity, as well as a component of the IT 
Infrastructure.  
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SLAM Chart A Service Level Agreement Monitoring Chart is used to help monitor and 
report achievements against Service Level Targets. A SLAM Chart is 
typically color coded to show whether each agreed Service Level Target 
has been met, missed, or nearly missed during each of the previous 12 
months. 

Specification A formal definition of requirements. A Specification may be used to define 
technical or operational requirements, and may be internal or external. 
Many public standards consist of a Code of Practice and a Specification. 
The Specification defines the standard against which an Organization can 
be Audited. 

Sponsor The DOD, DON or service component, principal staff assistant or domain 
owner responsible for all common documentation, periodic reporting and 
funding actions required to support the capabilities development and 
acquisition process for a specific capability proposal. 

Stakeholder All people who have an interest in an Organization, project, IT service etc. 
Stakeholders may be interested in the activities, targets, resources, or 
deliverables. Stakeholders may include customers, Partners, employees, 
shareholders, owners, etc. 

Standard A mandatory requirement. Examples include ISO/IEC 20000 (an 
international standard), an internal security standard for Unix configuration, 
or a government standard for how financial Records should be maintained. 
The term standard is also used to refer to a Code of Practice or 
Specification published by a standards organization such as ISO. 

Standard Change A pre-approved Change that is low risk, relatively common and follows a 
Procedure or work instruction. For example password reset or provision of 
standard equipment to a new employee. RFCs are not required to 
implement a standard Change, and they are logged and tracked using a 
different mechanism, such as a Service Request. 

Standard Operating 
Procedures 

Procedures used by IT Operations Management. 

Statement of 
Requirements 

A document containing all requirements for a product purchase, or a new or 
changed IT service. 

Status The name of a required field in many types of Record. It shows the current 
stage in the lifecycle of the associated configuration item, Incident, Problem 
etc. 

Storage The NGEN core enterprise service that provides the set of capabilities and 
resources necessary for the retention, organization and disposition of data. 

Storage Management The process responsible for managing the storage and maintenance of 
data throughout its lifecycle. 

Strategic The highest of three levels of planning and delivery (Strategic, Tactical, 
Operational). Strategic activities include Objective setting and long term 
planning to achieve the overall Vision. 

Strategy A Strategic plan designed to achieve defined Objectives. 
Super User A User who helps other users, and assists in communication with the 

Service Desk or other parts of the IT Service Provider. Super users typically 
provide support for minor Incidents and training. 

Supplier A Third Party responsible for supplying goods or services that are required 
to deliver IT services. Examples of suppliers include commodity hardware 
and software vendors, network and telecom providers, and Outsourcing 
Organizations. 

Supplier and Contract 
Database 

A database or structured document used to manage Supplier Contracts 
throughout their lifecycle. The SCD contains key attributes of all Contracts 
with Suppliers, and should be part of the Service Knowledge Management 
System. 
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Supplier Management The process responsible for ensuring that all Contracts with Suppliers 
support the needs of the business, and that all Suppliers meet their 
contractual commitments. 

Support Group A group of people with technical skills. Support Groups provide the 
Technical Support needed by all of the IT Service Management processes. 

Support Hours The times or hours when support is available to the users. Typically this is 
the hours when the Service Desk is available. Support Hours should be 
defined in a Service Level Agreement, and may be different from Service 
Hours. For example, Service Hours may be 24 hours a day, but the Support 
Hours may be 07:00 to 19:00. 

Supporting Service A service that enables or enhances a core service. For example a Directory 
Service or a Backup Service. 

Sweet 16 Set of 16 network security improvement initiatives adopted on NMCI by the 
Navy and Marine Corps, later expanded to 23, projects to improve network 
security capabilities. Examples include an integrated network event logging 
infrastructure to support information assurance (IA) investigations, public 
key infrastructure (PKI) support for Blackberry e-mail, network admissions 
control (NAC) and a network based forensics tool for imaging hard drives. 

SWOT Analysis A technique that reviews and analyzes the internal strengths and 
weaknesses of an Organization and the external opportunities and threats 
which it faces SWOT stands for Strengths, Weaknesses, Opportunities and 
Threats. 

System A number of related things that work together to achieve an overall 
Objective. For example: 
A computer System including hardware, software and applications. 
A management System, including multiple processes that are planned and 
managed together. For example a Quality Management System. 
A Database Management System or Operating System that includes many 
software modules that are designed to perform a set of related functions. 

System Management The part of IT Service Management that focuses on the management of IT 
Infrastructure rather than process.  

Tactical The middle of three levels of planning and delivery (Strategic, Tactical, 
Operational). Tactical activities include the medium term plans required to 
achieve specific Objectives, typically over a period of weeks to months. 

Tactical Control Command authority over assigned or attached forces or commands, or 
military capability or forces made available for tasking, that is limited to the 
detailed direction and control of movements or maneuvers within the 
operational area necessary to accomplish missions or tasks assigned. 
TACON is inherent in OPCON. TACON may be delegated to, and 
exercised at any level at or below the level of combatant command. 
TACON provides sufficient authority for controlling and directing the 
application of force or tactical use of combat support assets within the 
assigned mission or task. 

Technical Management The function responsible for providing technical skills in support of IT 
services and management of the IT Infrastructure. Technical Management 
defines the roles of Support Groups, as well as the tools, processes and 
Procedures required. 

Third-line Support The third level in a hierarchy of Support Groups involved in the resolution of 
Incidents and investigation of Problems. Each level contains more 
specialist skills, or has more time or other resources. 

Threat Anything that might exploit a vulnerability. Any potential cause of an 
Incident can be considered to be a Threat. For example a fire is a Threat 
that could exploit the Vulnerability of flammable floor coverings. This term is 
commonly used in Information Security Management and IT service 
Continuity Management, but also applies to other areas such as Problem 
and Availability Management. 



NGEN SS  

Version 2.0 3 December 2008 

DRAFT Document for Industry Review and Comment 
422 

Threshold The value of a Metric which should cause an Alert to be generated, or 
management action to be taken. For example “Priority1 Incident not solved 
within 4 hours", “more than 5 soft disk errors in an hour", or “more than 10 
failed changes in a month”. 

Throughput A measure of the number of transactions, or other Operations, performed in 
a fixed time. For example 5000 emails sent per hour, or 200 disk I/Os per 
second. 

Total Cost of Ownership A methodology used to help make investment decisions. TCO assesses the 
full lifecycle cost of owning a configuration item, not just the initial cost or 
purchase price. 

Total Cost of Utilization A methodology used to help make investment and Service Sourcing 
decisions. TCU assesses the full lifecycle cost to the customer of using an 
IT service. 

Transition Planning and 
Support 

The process responsible for planning all Service Transition processes and 
coordinating the resources that they require. These Service Transition 
processes are Change Management, Service Asset and Configuration 
Management, Release and Deployment Management, Service Validation 
and Testing, Evaluation, and Knowledge Management. 

Use Case A technique used to define required functionality and Objectives, and to 
Design Tests. Use Cases define realistic scenarios that describe 
interactions between users and an IT service or other System. 

User/Entity Any individual, organization or automated asset that interfaces with the 
information environment as a consumer or producer is a user or an entity. 
(Source: NCOW RM v1.1) 

Validation An activity that ensures a new or changed IT service, process, plan, or 
other deliverable meets the needs of the business. Validation ensures that 
business requirements are met even though these may have changed 
since the original Design. 

Verification An activity that ensures a new or changed IT service, process, plan, or 
other deliverable is complete, accurate, reliable and matches its design 
specification. 

Version A Version is used to identify a specific Baseline of a configuration item. 
Versions typically use a naming convention that enables the sequence or 
date of each Baseline to be identified. For example Payroll application 
Version 3 contains updated functionality from Version 2. 

Vulnerability A weakness that could be exploited by a Threat. For example an open 
firewall port, a password that is never changed, or a flammable carpet. A 
missing control is also considered to be a vulnerability. 

Warranty A promise or guarantee that a product or service will meet its agreed 
Requirements.  

Work Instruction A document containing detailed instructions that specify exactly what steps 
to follow to carry out an activity. A work instruction contains much more 
detail than a Procedure and is only created if very detailed instructions are 
needed. 

Workaround Reducing or eliminating the Impact of an Incident or Problem for which a 
full Resolution is not yet available. For example by restarting a failed 
configuration item. Workarounds for Problems are documented in Known 
Error Records. Workarounds for Incidents that do not have associated 
Problem Records are documented in the Incident Record. 

Workload The resources required to deliver an identifiable part of an IT service. 
Workloads may be categorized by users, groups of users, or functions 
within the IT service. This is used to assist in analyzing and managing the 
capacity, performance and utilization of configuration items and IT services. 
The term Workload is sometimes used as a synonym for Throughput. 
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Appendix I – Notional Acquisition Grouping of Segments  
This appendix is intentionally left blank for this release to industry. 


